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ABSTRACT

Every year brings numerous security breaches that lead to highly destructive ransomware attacks, 
data leaks, and reputational damage to governments, companies, and other organizations around the 
world. As a result, there is a growing need to ensure that workers comply with critical policies put 
in place to avoid such incidents. This study investigated how factors from social bond theory and 
involvement theory affected compliance with information security policies and procedures. All of 
the factors examined were found to have a significant influence on attitudes about compliance, and 
attitude had a significant impact on intention to comply. The findings of this study revealed that it 
is vital to raise employees’ awareness about compliance with security policies by improving their 
information security behavior. Moreover, all the factors were found to have a significant influence on 
the attitude of employees towards compliance with their organizational information security policies 
and procedures.
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INTRODUCTION

In 2021 alone, there were 5,258 confirmed data breaches in organizations from 88 countries (Verizon, 
2021, p. 4). In this context, a breach is any “incident that results in the confirmed disclosure—not 
just potential exposure—of data to an unauthorized party” (p. 4). Data breaches and the financial and 
reputational losses associated with them have forced organizations to pay more attention to the security 

https://orcid.org/0000-0002-6692-9694
https://orcid.org/0000-0001-6819-5244
https://orcid.org/0000-0002-3309-6614
https://orcid.org/0000-0002-4074-9505


International Journal on Semantic Web and Information Systems
Volume 19 • Issue 1

2

of their information systems (Khando et al., 2021). There are many examples of such breaches caused 
by employees. In January 2021, for instance, a group of lawyers working inside the law firm Elliott 
Greenleaf stole sensitive files, including client data, for personal gain and to help a competing law 
firm open a new office. This led to the closure of Elliott Greenleaf’s office and severe reputational 
harm (Ekran System, 2023; Liolis, 2022). In July 2020, phishing attacks by Twitter employees led 
to the transfer of about $180,000 in Bitcoin to scam accounts. The accounts of millions of followers 
were hacked, including those of Elon Musk, Apple, Jeff Bezos, and Bill Gates (Ekran System, 2023).

Information system security (ISS) breaches can have technical and nontechnical causes and 
associated preventive measures (Dong et al., 2021). Technical solutions include authentication and 
detection, antimalware, antispyware, and firewalls, but these alone are insufficient for ensuring 
security (Alassaf & Alkhalifah, 2021). Thus, there is a need for nontechnical solutions that take 
human behavior into account to guarantee information security policy (ISP) compliance (Almomani 
et al., 2021; Dong et al., 2021). While the terms cybersecurity and information security (IS) are 
sometimes used interchangeably, they are distinct concepts. IS is concerned with safeguarding the 
integrity, confidentiality, and availability of information and managing its loss (Greene et al., 2021). 
In contrast, cybersecurity involves the security of information, technology, processes, and people 
(Kovacevic et al., 2020). Therefore, it is important for organizations to create a safe environment in 
both regards (Antunes et al., 2022).

Hackers jeopardize system security by gaining access to weak points by targeting management and 
employee behavior (Huang et al., 2021). The human factor and unsafe user behavior, such as sharing 
passwords and usernames and opening insecure links, are the most common factors contributing to 
data breaches (Almuqrin et al., 2023; Kovacevic et al., 2020). As a result, employees are the weakest 
point in the data security of any organization and contribute to a large number of breaches (58%), 
33% of which are a consequence of noncompliance with information security policies and procedures 
(ISPP; Alassaf & Alkhalifah, 2021). Despite this, organizations typically focus more on the technical 
aspects of IS than employee behavior (Khando et al., 2021).

Any breach can cause major challenges for organizations (Hwang & Um, 2021; Khando et 
al., 2021). One is that organizations must work vigorously to install high expectations for ISPP 
compliance. Another challenge is the shortage of skilled workers inside the organization who can 
conduct security training. Moreover, some board members fail to support spending on improving 
IS compliance. The inability to find guidelines based on best practices to keep up with IS threats 
that are continuously changing is a challenge as well. Therefore, it is vital for organizations to raise 
awareness among employees, improve their IS behavior, and motivate them to comply with ISP 
(Alassaf & Alkhalifah, 2021; Carmi & Bouhnik, 2020; Chen et al., 2022; Dong et al., 2021; Hina et 
al., 2019; Huang et al., 2021).

This study proposes a multi-perspective approach to address IS breaches (see Raddatz et al., 
2020). Hwang and Um (2021) used social bond theory to investigate its applicability to this area. They 
postulated that most IS breaches come from organization insiders. The present study investigated to 
what extent factors from social bond theory empowered employees and improved their attitude toward 
ISPP compliance. The effect of attitude on the intention to comply with ISPP was also examined.

Two research questions guided the study:

1. 	 What motivates employees to comply with organizational ISPP?
2. 	 How can the factors of social bond theory and involvement theory contribute to IS by empowering 

employees and facilitating their compliance with organizational ISPP?

THEORETICAL FRAMEWORK AND LITERATURE

This study examined factors responsible for employee policy compliance to reduce the danger of 
security breaches. The theoretical framework was based on social bond theory, investigating the 
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impact of commitment, attachment, involvement, and personal belief on employee attitudes toward 
following ISPP. However, the concept of involvement was used separately under involvement theory, 
encompassing the factors of IS knowledge sharing, collaboration, intervention, and experience. This 
framework is illustrated in Figure 1.

Social Bond Theory
Social bond theory was proposed by Hirschi (1969) and later became known as social control theory. It 
assumes that any act aiming to breach a rule results from weak or fragmented bonds with society. These 
bonds are the factors (i.e., commitment, attachment, involvement, and personal belief) controlling an 
individual’s behavior when attempting to break the law or engage in an unusual or unaccepted behavior 
(Hirschi, 1969). This theory focuses on the relationship between individuals and their society and the 
shared values they acquire from this relationship, shaping their interaction with peers, organizations, 
and society (Hirschi, 1969). The strength of social values and ties determines how much an individual 
can deviate from an accepted behavior. As a result, the present study used social bond theory to examine 
compliance with ISP (see Dong et al., 2021; Hwang & Um, 2021; Ifinedo, 2014, 2018; Safa et al., 
2016). Using this theory, Peterson et al. (2016) found that attachment to parents (represented in parental 
supervision) and commitment (represented in a GPA increase) were the main factors in reducing juvenile 
delinquency. The factors of attachment, commitment, and personal belief are described in the following 
sections, while involvement is discussed separately under “Involvement Theory.”

Attachment
Attachment to others is considered a sign of psychological well-being (Hirschi, 1969). Those who 
have no attachment to others may lack social restraints, making it more likely they will violate 
societal norms and act against the expectations of their peers. Likewise, employee attachment to an 
organization increases their bonds with peers and encourages them to comply with ISP (Dong et al., 
2021). Moreover, when employees discuss IS with peers, they become more compliant with associated 
policies (Alassaf & Alkhalifah, 2021; Antunes et al., 2022; Carmi & Bouhnik, 2020; Dong et al., 
2021). Prior work on this factor thus shaped the first hypothesis of the present study:

Hypothesis 1: Employee attachment to an organization has a positive influence on attitudes toward 
complying with its ISPP.

Commitment
Commitment is a factor that Hirschi (1969) claimed could lead to social conformity. IS can be achieved 
through individual users’ association with a social group or organization, holding them accountable 

Figure 1. Theoretical framework
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for safeguarding information by their commitment to policies and rules. Strong commitment will 
encourage positive IS behavior; otherwise, negative security behavior can become predominant (Dong 
et al., 2021). Thus, it is important to align employee interests with organizational interests (Carmi & 
Bouhnik, 2020; Khando et al., 2021; Mutambik et al., 2023a). In this regard, committed employees are 
more likely to invest in career development and promotions, less likely to violate ISPP, and more likely 
to see compliance as imperative (Hwang & Um, 2021). This was reflected in the second hypothesis:

Hypothesis 2: Employee commitment to an organization has a positive influence on attitudes toward 
complying with its ISPP.

Personal Belief
Despite well-established value systems, some individuals still violate their norms (Hirschi, 1969). An 
individual’s personal beliefs represent the values shaping their social interactions and relationships with 
other individuals or entities in their society. Personal belief forms a person’s perception of behaviors 
justified by society (Hwang & Um, 2021). Regarding IS compliance, research supports the influence 
of positive personal beliefs on attitudes toward organizational norms and policies (Dong et al., 2021; 
Hwang & Um, 2021). Accordingly, employees are more likely to comply with policies in which they 
have a strong personal belief (Hwang & Um, 2021). This line of research led to the third hypothesis:

Hypothesis 3: Employees’ personal beliefs in an organization’s norms have a positive influence on 
attitudes toward complying with its ISPP.

Involvement Theory
Involvement theory explores the factors influencing the degree of involvement in a certain activity 
and has been used to investigate various behaviors (Safa et al., 2016). Customer involvement, for 
example, has been related to the extensiveness of decision-making, the depth of interest in advertising 
for a product, enjoyment in shopping, use of a product, and commitment to a brand (Mittal & Lee, 
1989). The theory has also been used to examine student development and create better learning 
environments capable of changing student behavior and facilitating development (Astin, 1999).

Hirschi (1969) framed involvement as a means of avoiding noncompliance. Awareness about the 
significance of IS among employees can determine their level of involvement in related practices (Dada 
et al., 2021; Tatu et al., 2018; Wu et al., 2022). Attitude can be affected by employee involvement 
in IS, including IS knowledge sharing, collaboration, intervention, and experience. These factors 
demonstrate the level of participation, time, and effort an individual devotes to protect and secure 
information, a major asset for most organizations. In this study, these factors were investigated for 
their influence on employee compliance with ISPP, as detailed in the following subsections.

Information Security Knowledge Sharing
Knowledge sharing represents a powerful behavior for increasing people’s awareness of a problem and 
helping them find solutions, avoid making the same mistakes again, and comply with best practices 
(Tatu et al., 2018). All types of knowledge, internal and external, contribute to the invaluable asset 
of organizational knowledge shared among employees. This knowledge assists in improving decision 
making, competencies, capabilities, decreasing costs, and alleviating risks (Pham et al., 2021; Safa et 
al., 2016; Safa & Von Solms, 2016). Knowledge sharing is crucial in maximizing employee awareness 
and is an important indication of IS involvement. It provides real-time problem-solving and reduces 
the wasted effort, time, and cost associated with replicating the same solutions for similar problems 
(Wang, 2022; Żywiołek et al., 2021). However, Pham et al. (2021) found that many participants 
did not see IS knowledge sharing with peers as necessary. They only shared security problems with 
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the IT department. Moreover, employees’ unwillingness to share knowledge is a huge barrier to IS 
knowledge sharing (Żywiołek et al., 2021), since sharing knowledge about breaches and threats can 
increase IS awareness (Tatu et al., 2018). Therefore, it is crucial to encourage employees to share 
knowledge about these issues (Tatu et al., 2018; Żywiołek et al., 2021) to improve their awareness 
and attitudes about security-related behavior (Othman et al., 2019; Safa et al., 2016). This issue was 
reflected in the fourth hypothesis:

Hypothesis 4: Employee IS knowledge sharing has a positive influence on attitudes toward complying 
with an organization’s ISPP.

Information Security Collaboration
Professional collaboration involves employees working together to perform an activity or achieve 
a shared goal (Safa et al., 2016; Tatu et al., 2018). It is “a process through which parties who see 
different aspects of a problem can constructively explore their differences and search for solutions that 
go beyond their own limited vision of what is possible” (Gray, 1989, p. 58). Collaboration facilitates 
acquiring, exchanging, and using knowledge, increasing the information disseminated about an 
issue (Mennens et al., 2018; van Rensburg, 2021). IS collaboration involves gathering, integrating, 
organizing, and sharing IS knowledge with experts and employees (Tatu et al., 2018). It can facilitate 
sending, improving, or reviewing knowledge and expand the knowledge communicated between 
employees and IT security specialists, alerting both to threats and breaches and raising their security 
awareness. In this way, collaboration helps minimize such incidents, protect against breaches, and 
draw employee attention to the significance of compliance with ISPP (Safa et al., 2016; Safa et al., 
2017; Tatu et al., 2018). These ideas led to the fifth hypothesis:

Hypothesis 5: Employee IS collaboration has a positive influence on attitudes toward complying 
with an organization’s ISPP.

IS Interventions
IS interventions offer a practical approach to changing IS behavior among employees by developing 
their awareness and translating it into policy implementation (Alshaikh & Adamson, 2021). This 
awareness should be frequently updated through effective, relative, and consistent programs (Juma’h 
& Alnsour, 2022; Liu et al., 2020). For Bauer et al. (2017), incorporating interventions such as 
active participation, feedback, dialogue, and reflection into IS awareness programs resulted in higher 
awareness and involvement and enhanced employee perceptions of the risks, both individually and 
organizationally. Such interventions influenced users’ neutralization behaviors and improved IS 
knowledge and responsibility regarding policy compliance. Based on this, the sixth hypothesis was:

Hypothesis 6: IS interventions have a positive influence on employee attitudes toward complying 
with an organization’s ISPP.

Information Security Experience
Experience was defined by Randolph Frederick Pausch as “What you get when you didn’t get what 
you wanted” (Benzel, 2021, p. xiii). Benzel (2021) explained that experience involves learning from 
one’s mistakes, a significant approach to personal development by reflecting on actions and their 
consequences. Thus, an individual can become more proficient after expending the effort and time to 
gain experience in a field and more prone to handle problems by looking for effective solutions (Blythe 
& Coventry, 2018; Liang et al., 2022; Tatu et al., 2018). In IS, experience increases user awareness 
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of potential threats (Tatu et al., 2018), an important aspect of a secure information environment (Safa 
et al., 2017). This informed the seventh hypothesis:

Hypothesis 7: Employee IS experience has a positive influence on attitudes toward complying with 
an organization’s ISPP.

Attitude
As “a learned tendency to evaluate things in a certain way,” attitude plays a major role in 
behavior (Cherry, 2018, p. 1). Through attitude, people can assess others, issues, events, and 
things positively or negatively or be uncertain. Attitudes are based on three components: 
a cognitive component, the ideas and beliefs about something; an affective component, 
involving how the person, issue, or event affects emotions and feelings; and a behavioral 
component, determining how attitude can affect behavior or intention to perform a behavior 
(Cherry, 2018). Moreover, past and present experience shapes attitudes (Ajzen, 2001; 
Mutambik et al., 2023b; Safa et al., 2016; Safa et al., 2017). This applies to IS, where a 
positive attitude toward policy compliance should result in more employee compliance. 
Therefore, the eighth hypothesis was:

Hypothesis 8: Employee attitudes toward complying with an organization’s ISPP have a positive 
influence on their behavioral intentions to comply with those policies and procedures.

METHODOLOGY

This study investigated employee ISPP compliance and potentially influential factors drawn from 
social bond theory and involvement theory. Data were collected using an online questionnaire to 
reach a wide range of the intended population.

Instrument
The questionnaire items were developed from validated scales in the literature and modified to 
fit the context of the study. The items were tested for suitability, clarity, and readability through 
a panel of five faculty members specialized and experienced in information management and 
security. In addition, the items were checked by conducting a pilot study with 18 employees 
from one of the Saudi organizations participating in the study. Items were designed to investigate 
how factors drawn from social bond theory and involvement theory might influence employee 
attitudes and intention to comply with ISPP. Table 1 shows the number of items used per variable 
and defines each construct. Responses were measured on a five-point Likert scale ranging from 
strongly disagree to strongly agree.

Data Collection
Data were collected from employees in different departments in three Saudi companies known 
for their strict ISPP. An initial version of the questionnaire was piloted to make certain items 
were easy to understand. Respondents were informed about the study and were asked to 
answer the questionnaire and report their feedback regarding the readability, wording, and 
clarity of the items. The pilot study included 18 items, and its results showed that respondents 
understood the questionnaire and there were no ambiguous items. The original version of 
the questionnaire contained 42 items and respondents were given access to the questionnaire 
through Google Forms. The link for completing the questionnaire was made available from 
June to September 2022.
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Population and Sampling
The target population consisted of all employees at three Saudi companies. To obtain a reasonable 
sample, opportunistic and snowball sampling were utilized. The sample contained 438 individuals who 
responded to the questionnaire. However, 118 of them did not answer all items and were removed (cf. 
Hair et al., 2021). The remaining 320 responses were complete, representing 73% of all respondents. 
Their average age was 31, and their other demographics are presented in Table 2.

Table 1. Constructs

Construct Definition Items Item Source

Attachment (ATT)
Respect and affection that an individual has with 
significant others (co-workers, supervisors, jobs, and 
organizations can be significant others)

4 Safa et al. (2016, p. 74)

Commitment (COM) Totality of internalized normative pressures to act in a 
way that meets organizational interests 4 Wiener (1982, p. 418)

Personal belief (PB) Feelings of a moral obligation to perform a certain 
behavior 4 Doran and Larseni (2016, 

p. 160)

Information security 
knowledge sharing (SKS)

Collaboration with others by sharing experiences, 
ideas, and knowledge in order to safeguard 
information assets in organizations.

5 Safa and Von Solms (2016, 
p. 442)

Information security 
collaboration (SC)

Interactive affair with a shared common objective (i.e., 
increasing IS) sustained by voluntary membership, 
mutual decision making, acceptance of procedures (i.e., 
compliance with ISP), and a predefined timeline in order 
to achieve a certain goal

4 Tatu et al. (2018, p. 3738)

Information security 
intervention (SI)

Set of tools that deploy insights gained from security 
incidents, aiming to change employee IS behavior 4 Tatu et al. (2018, p. 3738)

Information security 
experience (SE)

Lessons one can learn from direct exposure to an IS 
risk 4 Tatu et al. (2018, p. 3738)

Attitude toward complying 
with ISPP (ATISPP) Degree to which compliance behavior is valued 4 Ajzen (1991), Fishbein and 

Ajzen (1975)

ISPP compliance behavioral 
intentions (ISPPCBI)

Decision to protect the information and technology 
resources of the organization from potential security 
breaches

5 Ajzen (1991), Fishbein and 
Ajzen (1975)

Table 2. Respondent demographics

Variable Sub-variable Percentage

Gender
Female 52.8%

Male 47.2%

Education level

Diploma 9.7%

Bachelor’s degree 55.9%

Master’s degree 32.3%

PhD 2.1%

Position

Manager 6%

Vice manager 14%

Staff 80%
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Data Analysis
For the data analysis, a two-level approach was employed based on the recommendations of Anderson 
and Gerbing (1988). This included analyzing the measurement model and structural relationships 
between latent constructs. The purpose of this approach was to evaluate the validity and reliability 
of the measures and review the estimates of the structural model by checking for collinearity and 
significance of the path coefficients.

The estimates of the structural model were obtained using structural equation modeling (SEM), 
which involves testing hypothesized relationships between dependent and independent variables 
(Hair et al., 2006; Hair et al., 2021). This technique also effectively assessed the loadings of the 
hypothesized items (indicators) on their latent constructs (measurement model; Hair et al., 2006; 
Hair et al., 2021). To investigate the effect of the constructs of employee commitment, attachment, 
and personal beliefs as well as IS knowledge sharing, collaboration, intervention, and experience on 
attitude toward complying with organizational ISPP, both the structural and measurement models were 
assessed using SEM. In addition, the maximum likelihood was selected for estimated relationships 
between dependent and independent variables to determine their strength and direction.

Construct Validation
Construct validity was tested using confirmatory factor analysis (CFA), a multivariate procedure, 
in the AMOS software (Version 26), thus allowing constructs to freely co-vary with each item and 
work as a reflective indicator of its latent construct. Model estimation was performed using the 
maximum likelihood approach, taking the item correlation matrix as an input. The CFA results and 
Cronbach’s alphas and composite reliabilities of all constructs are depicted in Table 3. Data gathered 
from validated measures were employed to examine the linear causal relationships developed in the 
structural model. The results showed a proper model fit, as depicted in Table 4, and its indices were 
within the value thresholds for CMIN/DF 2.38 (CMIN = 1478, DF = 454), RMSEA 0.061, CIF 
0.948, NNFI 0.959, NFI 0.934, and AGFI 0.859 (Byrne, 2001; Hair et al., 2006; Hayduk, 1987; Hu 
& Bentler, 1999). In addition, multicollinearity was tested, and variance inflation factor (VIF) values 
were within an acceptable range (1.35–1.82) for all constructs.

Similarly, by utilizing the three criteria developed by Fornell and Larcker (1981), it was possible 
to verify the convergent validity for the measurement scales. These criteria require that (a) all indicator 
loadings should be significant and over the threshold value of 0.7, (b) construct reliabilities should be 
over 0.8, and (c) the average variance extracted (AVE) by each construct must be significant and more 
than its variance, i.e., over 0.5 (Fornell & Larcker, 1981). As demonstrated in Table 3, all loadings in 
the CFA model exceeded the 0.7 threshold. In addition, the composite reliabilities of all constructs 
were between 0.85 and 0.91, and the AVE values ranged from 0.61 to 1.00. Accordingly, all three of 
Fornell and Larcker’s (1981) criteria for verifying convergent validity were justified.

Furthermore, Fornell and Larcker’s (1981) guidelines were used for evaluating discriminant 
validity. They revealed that the square root of the AVE from a certain construct should be more than 
the value of the correlation between this construct and the rest of the constructs in the model. Table 5 
gives a list of correlations between all constructs and the value of the square root of the AVE, located 
on the diagonal. All values of AVE on this diagonal exceeded the inter-construct correlations. As a 
result, discriminant validity was verified for all constructs.

RESULTS

This study examined the effectiveness of the proposed model and the relationships between its 
constructs. Construct variance was identified through collinearity and path coefficients. To avoid 
collinearity, VIF values must be less than 5.00, and this study found no collinearity problems since 
the VIF values were less than 5.00 for all predictors. Furthermore, evaluating the significance and 
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Table 3. Confirmatory factor analysis

Construct Items Mean Loading Composite 
reliability Cronbach’s alpha

Attachment (ATT)

ATT1 4.58 0.746

0.736 0.806
ATT2 4.69 0.676

ATT3 4.58 0.694

ATT4 3.93 0.586

Commitment (COM)

COM1 3.85 0.688

0.813 0.799
COM2 4.30 0.721

COM3 3.86 0.692

COM4 4.20 0.722

Personal belief (PB)

PB1 4.29 0.702

0.847 0.736
PB2 4.33 0.742

PB3 4.65 0.522

PB4 3.96 0.789

Information security knowledge sharing 
(SKS)

SKS1 4.22 0.765

0.833 0.751

SKS2 3.98 0.592

SKS3 4.32 0.635

SKS4 4.20 0.722

SKS5 3.78 0.698

Information security collaboration (SC)

SC1 3.95 0.598

0.765 0.801
SC2 3.90 0.689

SC3 4.45 0.722

SC4 4.70 0.734

Information security intervention (SI)

SI1 3.95 0.628

0.845 0.798
SI2 4.33 0.586

SI3 3.96 0.724

SI4 4.10 0.698

Information security experience (SE)

SE1 4.45 0.762

0.758 0.745
SE2 4.38 0.746

SE3 3.89 0.686

SE4 3.75 0.732

Attitude toward complying with ISPP 
(ATISPP)

ATISPP1 4.15 0.699

0.735 0.864
ATISPP2 4.54 0.742

ATISPP3 4.65 0.712

ATISPP4 4.28 0.564

ISPP compliance behavioral intentions 
(ISPPCBI)

ISPPCBI1 4.41 0.706

0.822 0.788

ISPPCBI2 4.15 0.689

ISPPCBI3 3.91 0.521

ISPPCBI4 3.85 0.712

ISPPCBI5 4.50 0.716
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relevance of the path coefficients and their weights makes it easy to explain the significance of the 
effect of one variable on another and its relative statistical importance. According to Hair et al. (2021), 
when using a two-tailed t-test, the significance level of path coefficients should be 5% and their values 
should be between -1 and +1. Furthermore, strong negative relationships are when path coefficients 
are closer to-1, and strong positive relationships are when they are closer to +1. Table 6 presents the 
path coefficients and t-values of all hypothesized relationships between variables.

Table 4. Measurement model fit indices

Fit index Results Recommended criteria Source

CMIN/DF (χ2/DF) 1478/454 = 2.38 ≤ 5 Hair et al. (2006)

RMSEA 0.061 ≤ 0.08 Byrne (2001)

CIF 0.948 ≥ 0.90 Hu and Bentler (1999)

NNFI 0.959 ≥ 0.90 Hayduk (1987)

NFI 0.934 > 0.90 Hair et al. (2006)

AGFI 0.859 ≥ 0.80 Hayduk (1987)

Table 5. Inter-item correlations

AVE ATT COM PB SKS SC SI SE ATISPP ISPPCBI

ATT 0.62 0.79

COM 0.67 0.35 0.82

PB 0.72 0.26 0.34 0.85

SKS 0.65 0.16 0.35 0.48 0.81

SC 0.67 0.34 0.44 0.29 0.48 0.82

SI 0.61 0.32 0.34 0.24 0.42 0.44 0.78

SE 0.70 0.45 0.23 0.31 0.55 0.32 0.44 0.84

ATISPP 0.69 0.23 0.42 0.47 0.49 0.43 0.29 0.45 0.83

ISPPCBI 0.63 0.31 0.55 0.36 0.43 0.56 0.43 0.35 0.25 0.79

Table 6. Path coefficients

Hypothesis Estimate (β) t Supported

H1: ATT → ATISPP 0.478 4.10 Yes

H2: COM → ATISPP 0.298 4.85 Yes

H3: PB → ATISPP 0.249 5.45 Yes

H4: KS → ATISPP 0.302 3.45 Yes

H5: SC → ATISPP 0.236 4.45 Yes

H6: SI → ATISPP 0.141 3.20 Yes

H7: SE → ATISPP 0.274 3.95 Yes

H8: ATISPP → ISPPCBI 0.363 3.35 Yes
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The outcomes revealed a positive impact from employee attachment (β = 0.478, t = 4.10), 
commitment to their organization (β = 0.298, t = 4.85), personal belief (β = 0.249, t = 5.45), IS 
knowledge sharing (β = 0.302, t = 3.45), IS collaboration (β = 0.236, t = 4.45), IS interventions (β 
= 0.141, t = 3.20), and IS experience (β = 0.274, t = 3.95) on their attitude toward complying with 
ISPP. Moreover, this attitude positively affected employee intention to comply with those policies 
and procedures. Therefore, all proposed hypotheses were supported and all relationships between 
constructs in this structural model were statistically significant.

Discussion
This study examined factors that might motivate employees to comply with organizational policies and 
procedures related to IS and how these factors could protect information by empowering employees 
and facilitating their compliance. The study used factors from social bond theory (attachment, 
commitment, and personal belief) and involvement theory (IS knowledge sharing, collaboration, 
experience, and intervention) to investigate their effect on employee IS awareness and compliance. 
Evidence suggests that most IS breaches come from inside the organization (Hwang & Um, 2021), 
and raising employee IS awareness is a significant part of reducing breaches (Dada et al., 2021; Tatu 
et al., 2018). This study is one of the few to use the factors of social bond theory and involvement 
theory together to understand employee intentions to comply with their organization’s ISPP. Table 7 
illustrates some of the studies that were conducted between 2017 and 2023 on employee compliance 
with ISPP and the results of these studies.

Table 7. Factors influencing security compliance used by some studies

Study Factors Influencing Security Compliance Results

Bauer et al. 
(2017)

Implementation of IS awareness (ISA) programs 
that include perception of risks, responsibilities, 
importance, and knowledge.

ISA program designs and factors influenced users’ ISP 
compliance.

Amankwa et 
al. (2018)

Supportive organizational culture, end-user 
involvement, and compliance leadership.

Supportive organizational culture and end-user involvement 
significantly influenced employee attitude toward ISP 
compliance, while leadership showed a weak influence.

Hina et al. 
(2019)

Attitude, subjective norms, self-efficacy, response 
efficacy, perceived severity, perceived vulnerability, 
provision of policies, SETA (security education, 
training, and awareness) program, and negative 
experience.

Negative experience had no direct effect on perceived severity 
and vulnerability. Response efficacy and subjective norms had 
no effect on ISP compliance. Subjective norms were highly 
influential when goal-oriented cultural values were stronger.

Carmi and 
Bouhnik 
(2020)

Attitude, normative beliefs, personal capabilities, 
evaluation of the benefits of compliance, costs 
of compliance, costs of noncompliance, general 
awareness, and ISP awareness.

All factors had a positive effect on and were important for 
employee ISP compliance.

Dong et al. 
(2021)

Top management beliefs about IS security issues, 
organization’s control of IS security issues, 
attachment, commitment, involvement, and personal 
norms.

ISP compliance was enhanced through top management 
beliefs and the organization’s control of IS. The influence 
of these factors was more significant when exposed to the 
mediating effect of the factors of social bond theory.

Karlsson et al. 
(2022)

Some types of organizational culture, including clan 
culture, adhocracy, bureaucratic culture, and market 
culture.

Focusing organizational culture on people in the organization 
was positively related to employee ISP compliance. With 
respect to control and flexibility, differences in organizational 
culture had less effect on compliance. A bureaucratic culture 
fostered compliance.

Zhu et al. 
(2023)

The three dimensions of paternalistic leadership—
authoritarian leadership (AL), benevolent leadership 
(BL), and moral leadership (ML), sanctions, and IS 
climate.

The influence of AL was partially mediated by employee 
perceptions of sanctions, the influence of BL was partially 
mediated by employee perceptions of IS climate, and 
the influence of ML was partially mediated by employee 
perceptions of both sanctions and IS climate.



International Journal on Semantic Web and Information Systems
Volume 19 • Issue 1

12

Regarding social bond theory, attachment was one of the main factors affecting employee attitudes 
toward policy compliance. This result was in line with Dong et al. (2021), which found that employee 
attachment to an organization strengthened bonds among peers and encouraged them to comply 
with ISPP. Employee commitment also significantly positively affected attitude toward compliance 
in the present study. Similarly, Hwang and Um (2021) found that committed employees were more 
devoted to their roles, more likely to invest in career development and promotions, and less likely to 
violate ISP (Hwang & Um, 2021). Personal belief likewise had a significant positive impact, in line 
with Dong et al. (2021) and Hwang and Um (2021). Personal belief reflects the values shaping social 
interactions and relationships with others, and a strong personal belief in organizational norms can 
encourage compliance with ISPP (Almuqrin et al., 2022; Hwang & Um, 2021). Organizations can 
foster attachment, commitment, and personal belief to enhance compliance with security policies by 
sharing values and goals with employees, providing a positive work environment, supporting their 
professional growth, encouraging team bonding, respecting their needs, and appreciating their progress.

Regarding involvement theory, IS knowledge sharing was a powerful factor in increasing 
employee awareness regarding breaches, highlighting the importance of complying with ISPP, in line 
with prior studies (e.g., Pham et al., 2021; Safa et al., 2016). In accordance with this finding, Pham 
et al. (2021) showed that knowledge sharing resulted in more effective IS practices. Furthermore, 
IS collaboration among employees positively influenced their attitude toward complying with ISPP. 
This conformed to Tatu et al. (2018), in which employee collaboration effectively minimized breaches 
and drew attention to the significance of compliance with ISPP (Mennens et al., 2018; Shih et al., 
2021). IS intervention had a positive influence on employee attitudes as well. Bauer et al. (2017) 
similarly concluded that IS intervention influenced users’ neutralization behaviors and improved IS 
knowledge and responsibilities. Finally, experience effectively increased awareness of potential IS 
threats and positively influenced attitudes about policy compliance, in line with other studies (e.g., 
Safa et al., 2017; Tatu et al., 2018).

Thus, all proposed hypotheses were supported with statistically significant results, indicating that 
all proposed constructs effectively changed attitudes toward compliance with ISPP. The results of this 
study and previous research have shown a consensus that many factors influence levels of employee 
compliance with organizational ISPP. These factors include sufficient knowledge of ISPP, their 
attitude toward complying with ISPP, their belief that noncompliance can lead to punishment and that 
compliance can lead to recognition and rewards, offering training and education programs on ISPP, 
commitment of leadership to IS, and having an organizational culture that fosters ISPP compliance.

Leadership plays a key role in fostering a culture of security compliance. Leaders need to serve 
as good role models and show employees that their security behavior protects the organization. In 
this capacity, leaders should continuously communicate ISPP and take these policies and procedures 
seriously. Leaders should also provide periodic training programs for employees to ensure they receive 
up-to-date knowledge about security risks and the importance of following ISPP (Kilgore, 2021).

Implications and Future Research
The findings of this study offer important implications for IS. The impact of factors from social 
bond theory and involvement theory on employee attitudes shows their importance in driving ISPP 
compliance. These findings could be expanded in future research to include different countries, and 
differences in ISPP compliance between employees of different organizations could be detected 
based on gender, age, job responsibilities, and level of education. Programs for enhancing IS 
compliance could be created based on the importance of each construct discussed in this study. The 
constructs and other perspectives could also be analyzed in future research to extend the possibility 
of optimizing employee compliance and reducing the risk of IS breaches. Moreover, future research 
should explore other factors from different theories that could motivate employees and influence 
their attitudes regarding ISPP. While employee involvement with organizations, interactions with 
others, and available knowledge make a difference in compliance, other factors, such as rewards and 
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other forms of compensation, could also promote policy respect and compliance. In addition, the 
relationship between different personalities and levels of compliance could be analyzed. Researchers 
should explore the influence of training and education on employee awareness of and compliance 
with these policies. Designing an effective training program could include the following:

•	 Increasing the determination of employees to acquire more knowledge on security and compliance.
•	 Presenting existing knowledge and the gaps that cause security threats and hinder compliance.
•	 Introducing weak points and necessary skills.
•	 Constructing and delivering instructions based on motivating employees and enabling the 

cognitive processing of information.
•	 Assessing the program’s success by verifying to what degree employee compliance has been 

achieved (Puhakainen & Siponen, 2010).

Researchers could analyze specific organizations or industries and develop new methods to 
promote IS compliance. One area that should be researched more thoroughly is organizational culture. 
Organizations can shape employee attitudes toward ISPP through a sound organizational culture based 
on mutual values and discussed factors influencing overcoming IS threats and complying with ISPP 
(Karlsson et al., 2022). Some of the strategies that should be adopted by organizations to ensure this 
compliance are:

•	 Security should be incorporated into an organization’s vision and mission statements.
•	 Organizations should provide security awareness programs, find creative and fun ways to present 

them and make them effective enough to increase the ability of each employee to assess threats.
•	 After receiving training on security, employees should be held accountable for their decisions.
•	 It is important to recognize and reward employees who have completed security programs 

(Romeo, n.d.).

CONCLUSION

Because of the increasingly critical role IS plays in a growing number of fields, organizations often 
provide training or instructions in this regard, but employees might not comply for various reasons. 
It is, therefore, important for organizations to encourage a culture that values security policy. This 
study investigated factors taken from social bond theory and involvement theory to understand their 
impact on employee ISPP compliance. These factors included attachment, commitment, personal 
belief, IS knowledge sharing, collaboration, intervention, and experience. All factors were found to 
motivate employees, positively influence their attitude, raise their awareness, and help them comply 
with an organization’s policies. Taking these factors into consideration could thus help organizations 
mitigate IS threats in the future.
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