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ABSTRACT

Although information technology has positively influenced operations in the Ghanaian financial
sector, there is still a high operational cost in performing KYC procedures due to duplication of efforts
during clients’ onboarding. The decentralized nature of blockchains makes them ideal for addressing
these challenges. In this paper, the blockchain maturity model was used to assess the maturity and
readiness of Ghanaian banks to adopt blockchain technology for KYC processes. Using primary data
obtained via questionnaires and interviews, the individual components of the blockchain maturity
model were assessed. The results indicate that the network, hardware, and software components are
at repeatable, defined, and managed stages, respectively, while the people component lags in the
initial stage due to a lack of adequate staff training. Finally, security and privacy are at the defined
stage, whereas policy and regulations are at the initial stage.
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INTRODUCTION

Financial institutions in Ghana engage in the onboarding of new customers daily as a measure to
control money laundering and other fraudulent activities (AFL, 2019; Sullivan, 2015). The onboarding
process involves a procedure called Know-Your-Customer (K'YC), which constitutes the collection
of customer information to be given to compliance officers who identify, analyze and effectively
monitor high-risk customer accounts (Bukola, 2014). KYC is an elaborate process that involves
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investigating a customer’s profile based on self-evaluation and interviews and a steady examination
of the customer’s assets preferably assisted through different expert systems (Chorafas, 2006). KYC
processes in Ghana are regulated by the Central Bank (Bank of Ghana), which is equally overseen
by The Basel Committee on Banking Supervision (Bank of Ghana, 2022; Goodhart, 2011).

There are different KYC processes for individuals and corporate customers and the level of
intensity of the process differs from one individual to another depending on unique circumstances.
Customers are classified as high risk or low risk according to certain money laundering risk indicators
or red flags that are crucial for fulfilling Anti-Money Laundering policies (Isa et al., 2015). These
classifications determine the extensiveness of the KYC procedure to avoid any ambiguity regarding
a customer’s identity, location, and occupation.

Currently, there is duplication of effort across financial institutions in Ghana, as customers repeat
the cumbersome KYC process in every financial institution they visit and provide the same documents
they submitted to the previous institution due to the absence of a digital single source of identity for
a seamless exchange of customer data and documents (Morabito, 2017).

Also, financial institutions incur high operational costs in performing KYC procedures to the
extent that it makes low-balance accounts unprofitable (Alexandre et al., 2011; Islam, 2021). These
operational costs include hiring and paying for the services of dedicated personnel, who spend a lot
of man-hours processing customer personal and financial information as well as the accompanying
document and the needed logistics that come with performing these operations. This especially put
a huge financial strain on rural banks (Alexandre et al., 2011).

Additionally, the absence of a digital single source of identity and a synchronized source of
customer KYC information has created a situation where fraudsters and loan defaulters, open multiple
accounts across financial institutions with different KYC information that cannot be verified or tracked.
They then can jump from one institution to the other without being noticed or flagged, causing various
forms of losses to these institutions.

Lastly, the turnaround time for the completion of a single KYC process can typically take between
30 to 50 days (FinTech Network, 2016; Kinyua, 2020). This causes a delay in banking operations
and frustrates customers who want to own bank accounts (Srinivasan, 2007). There are aspects of
the KYC process such as identity verification, document verification, and the overall onboarding
process and its associated exorbitant operational cost that could be optimized by applying technology.

According to Kirss and Milani (2021), even though KYC process is mandatory and expensive,
with the potential to greatly reduce customer satisfaction, it does not by itself add value to the banks.
Hence the recent efforts by most industry players to use technologies to optimize their KYC process,
with blockchain becoming the most popular and viable technological alternative for achieving this
goal (Kirss & Milani, 2021; Parra-Moyano & Ross, 2017).

Morabito (2017) describes the future financial infrastructure as a system that leverages an
organization’s digital identity to perform KYC activities quickly using blockchain. A distributed ledger
system, such as a blockchain-based registry, not only solves the problem of duplication of effort in
KYC processes but also provides a great level of security through encrypted updates to client details
across all ledgers in near-real-time (Deloitte, 2016; Schlatt et al., 2022).

The distributed nature of Blockchain also allows for the dissemination of information across a peer-
to-peer connection, making information available to all nodes in the network (Xu et al., 2016). Thus,
Blockchain solves the problem of duplication of effort by enabling the creation of a chronological,
decentralized, interbank ledger where financial institutions that need to conduct KYC verification for
anew customer can access the customer’s KYC information from their previous financial institutions
to avoid the duplication of KYC verification procedures (Hong Kong Monetary Authority, 2017;
Parra-Moyano & Ross, 2017). The operational costs are reduced as it is shared proportionally
amongst the financial institutions involved (Parra-Moyano & Ross, 2017), and the turnaround time
of performing KYC is significantly improved (Zheng et al., 2017). Additionally, blockchain’s ability



International Journal of E-Services and Mobile Applications
Volume 15 « Issue 1

to save transactions in an immutable, incorruptible, and irreversible manner will fundamentally help
to prevent some financial information fraud (Bataev et al., 2020; Cai & Zhu, 2016).

Although blockchain has been largely touted as a potential solution to the numerous challenges
in the financial sector, the technology itself is mostly considered to be in an early stage of maturity
and its implementation is still faced with challenges such as scalability, security, privacy, latency,
etc. (Chang et al., 2020; Ucoglu, 2022). Hence financial institutions will be faced with numerous
challenges when trying to implement Blockchain technology (Wright & De Filippi, 2015). There
could be legal or policy drawbacks, business strategies, or business visions and missions that do not
align with the blockchain concept (Fitzgerald et al., 2013). Some challenges such as resistance to
change or the absence of key stakeholder buy-in, may not be tangible but very pronounced hindrances
(Fitzgerald et al., 2013). Across the financial sector, each institution may identify some constraints
that will be unique to them and other challenges that could be common across the board. Particularly,
in the developing world, where investments in IT infrastructure are dangerously low (Lempogo et al.,
2021), coupled with the fact that firms in these countries are usually considered to be late adopters of
innovation, it has become apparent to assess the readiness to adopt blockchain in the financial sector
in a country such as Ghana. In this paper, the Blockchain Maturity Model (BCMM) is used to assess
the maturity of the Ghanaian financial sector to adopt Blockchain technology for KYC processes.
The BCMM evaluates the level of maturity using multiple indicators namely, information systems
architecture, security and privacy, policy and regulatory framework.

LITERATURE REVIEW

Blockchain Technology and Classifications

Blockchain is a disruptive technology maintained by a decentralized computer network and is
considered an open general ledger where every online transaction is recorded in a chain of data blocks
and available for the public to connect, transact and verify transactions (Nguyen, 2016). Dicuonzo et
al., (2021) describe it as a record of a series of transactions in a decentralized shared public virtual
database, without third-party intervention to validate operations, where the transactions are stored
in data blocks and the set of all blocks constitutes a chain. Every node on the network can make
transaction entries but not without proof-of-work and an agreement of all other nodes in the network
to guarantee the accuracy of the information stored (Cai & Zhu, 2016). In other words, there is no
intermediary or powerful trusted third parties such as governments or banks that manage or maintain
the distributed ledger (Ugoglu, 2022). Additionally, transactions or activities on the general ledger are
timestamped and immutable thus making every transaction or activity permanent (Zhu & Chen, 2017).
Blockchain provides a platform for many applications that require features such as decentralization,
immutability, and transparency. In the financial sector, applications such as cryptocurrencies (Bitcoin,
Ethereum, Dogecoin, etc.) are built on the blockchain infrastructure and are being used for peer-to-
peer payments of services (Folkinshteyn et al., 2015).

Blockchain architecture is able to manage the participating nodes involved in transactions.
Permission management on a blockchain network determines the type of Blockchain it is going
to be and what it will be serving (Kirss & Milani, 2021). Two main classifications of blockchain
regarding permission management include Permissionless and Permissioned networks (Xu et al.,
2016). Current blockchain systems are also categorized roughly into three types, namely public,
private, and consortium blockchains (Kirss & Milani, 2021; Yang et al., 2022; Zheng et al., 2017).
These categorizations are so because of the principles used for their permission management. Public
blockchains are permission-less blockchains whiles both private and consortium are permissioned
blockchains (Frgystad & Holm, 2015). While the public blockchains have their records visible to the
public and participation is open to the public without any permissions, the private and consortium
blockchains are either fully or partially centralized with the regulation of participatory nodes (Zheng
et al., 2017). Permissionless blockchains are open and decentralized networks that allow peers to
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join and leave the network as readers or writers without the intervention of a centralized body to ban
illegitimate peers from participating in blockchain activities (Wiist & Gervais, 2018). On the other
hand, in permissioned blockchains, the identities of peers and validators are whitelisted through some
types of KYC procedures similar to the financial institutions (Xu et al., 2016).

Smart Contracts

Another very essential disruption of blockchain has been in the area of smart contracts. Smart
contracts are a collection of computerized transactional protocols that facilitate, verify and enforce
the negotiation or performance of a contract by automatically executing the terms of the contract
and hence reducing the transaction costs associated with conventional contracting and also hopefully
providing better assurance than the conventional paper-based contract management (Sun et al., 2022;
Yu et al., 2017). It is the translation of contractual clauses into code that is embedded into hardware
or software and can be self-enforced when executed to minimize the need for trusted intermediaries
between transacting parties (Christidis & Devetsikiotis, 2016).

On a blockchain-based system, smart contracts are snippets of code that are executed if each
entry satisfies a written condition. The conditions usually take the form of an ‘IF-THIS-THEN-THAT’
logic and will only be passed and added to the blockchain if the set of rules and conditions are met
(Morabito, 2017). Applications of smart contracts in the financial sector could be endless, from forex
trading, anti-money laundering, and KYC procedures to crypto exchanges, and crypto-transaction.
Specific bank products such as remittance services, investment products and financial instruments
such as sub-currencies, financial derivatives, and wills can all ride on the blockchain network to pay
out funds (Luu et al., 2016).

Blockchain for KYC Processes

Using blockchain, banks will be able to provide superior interactive personalized services with cloud
advancements, while maintaining higher security of the information and assets (Singh et al., 2022).
Blockchain architecture is characteristically decentralized, anonymous, secure, immutable, and
supports the use of smart contracts for the verification of documents and information (Zhu & Chen,
2017), which are essential attributes for effective and credible KYC procedures. It is inefficient for
financial institutions to repeat a process that has already been done by another institution especially
when the same requirements are involved (Parra-Moyano & Ross, 2017).

Blockchain has become a platform for building important features and add-ons like GPS-based
enabled services or tracking technologies and for the implementation of identity management tools
(De Kruijff & Weigand, 2017). As part of the verification process of the customer’s KYC information,
the financial institution is required to confirm the identity of the customer and the address stated in
their documents which are simplified by the built-on services on the blockchain (Fu & Fang, 2016).
Using blockchain for KYC essentially requires a system that enables secure and reliable companies-
to-company and company-to-regulator sharing of customers’ information in near real-real time

Over time, there is a considerable buildup of academic literature on the use of blockchain for
KYC. To provide banks with a fast and inexpensive way to share customer KYC documents, Norvill
et al., (2019) presented the architecture and demonstrated the inner workings of a blockchain system
for KYC in the financial sector. The system allows automated and simplified, permissioned document
sharing between banks to improve the overall efficiency of KYC processes. Being that security
of KYC data is very paramount, Norvill et al. (2020), as an improvement on the previous system,
proposed a blockchain-based KYC system that maintained the banks’ control over the data as well
as the security and privacy of data. Using the improved system, they observed that the full cycle of
adding a customer, granting and checking access, and then removing access and checking were much
faster than a customer is likely to request them in a real-world scenario.

Also, Parra-Moyano and Ross (2017) presented a blockchain-based KYC system for a national
regulator, aiming to improve the efficiency of customer-onboarding processes as well as compliance.
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This was later refined by Parra-Moyano et al. (2019) into a dynamic, blockchain-technology-based
KYC system, accompanied by a Proof of Concept (PoC) for both financial institutions and regulators,
which reduces cost by allowing cost to be shared proportionally by participating institutions, as well
as eliminates the need for a third-party provider (TPP) to manage permissions.

Security and privacy in a blockchain-based KYC system are mostly achieved by using blockchain
in combination with other more secure technologies. Schlatt et al. (2022) demonstrated the potential to
combine blockchain and self-sovereign identity (SSI) for KYC by presenting a framework that utilizes
SSI to improve the efficiency of the KYC process. By using SSI on top of the blockchain layer, their
framework leveraged the advantages typically associated with blockchain technology while avoiding
its well-known issues with scalability and privacy. Additionally, Fugkeaw (2022) demonstrated a
blockchain-based privacy-preserving KYC system that used a secure and decentralized authentication
and verification mechanism for KYC processes with the user’s consent enforcement feature. They
observed great improvement in efficiency and scalability in terms of policy cost, encryption and
decryption operations, registration and verification process with features to support transaction
traceability. Sinha and Kaul (2018) proposed an integrated system of IPFS and blockchain KYC system,
which among other benefits is cost-effective, fault-tolerant, attack resistant and immutable. They
demonstrated that using their system increases the overall efficiency of KYC processes by 183.77%.

Kapsoulis et al. (2020) also proposed an enterprise blockchain KYC architecture based on
InterPlanetary File System (IPFS) and Quorum blockchain with special emphasis on user privacy
protection. As one of the few such systems to emphasize privacy, it used two types of smart contracts,
namely public KYC smart contracts and private KYC smart contracts for customer onboarding and
CRUD (Create, Read, Update, Delete) operations respectively. Cost-effectiveness and efficiency of
operations of the architecture were achieved through smart integration of the different technological
components. Finally, using Distributed Ledger Technology (DLT), cryptography and the consensus
mechanism of blockchain, Yadav and Bajpai (2020) proposed a model for a KYC system that optimized
storing, updating, sharing of data and accessing operations along with enhanced security, transparency
and privacy, with an added advantage of enhancing customer ownership and experience.

Methodologies for Assessing Technology Maturity

Technology maturity of an organization is described simply as the organization’s state of being
fully developed (Leem et al., 2008). Maturity also generally refers to the state of being complete,
perfect and ready, while implying the measured progress in the development of a system, which is
captured qualitatively or quantitatively in a discrete or continuous manner (Schumacher et al., 2016).
Competitive organizations brace themselves for new technologies and create comprehensive concepts
and goals around the evolution of any new technology, while at the same time systematically identifying
organizational objectives and aligning them to the technology (Bazaee et al., 2020; Leem et al., 2008).

Maturity models are commonly used as tools to conceptualize and measure an organization’s
maturity in the adoption of new technology (Schumacher et al., 2016). Maturity models can be
assessed using methods and factors of development such as scope, design, etc. (Lees, 2016). Some
of the most common methodologies for assessing technology readiness include but not limited to
The Connected Enterprise Maturity Model (Rockwell Automation, 2014), the Industry 4.0 Maturity
Model (Schumacher et al., 2016), The L&K model (Leem et al., 2008) and The Blockchain Maturity
Model (Wang et al., 2016).

The Connected Enterprise Maturity Model has four (4) dimensions of interest, which focus on
the entirety of the system, from hardware and software to the smaller controls and devices of the
system as well as security and privacy. Even though it’s a comprehensive model (consisting of 5
levels) that focuses on the information technology capabilities of the implementing institutions, it
lacks organizational and operational dimensions, and appropriate assessment tools, as well as has
undefined criteria for maturity (Ustundag & Cevikcan, 2017).
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On the other hand, the Industry 4.0 Maturity Model is focused on having a significant impact on
supply chains, business models, and business processes by providing benefits such as standardization
in development, higher quality, flexibility, continuous benchmarking, and global competitiveness
among strong businesses (Gokalp et al., 2017). Although the model is very comprehensive, it has a
limited application area, mainly focusing on the manufacturing industry (Lees, 2016).

The L&K model is one of the latest maturity models that overcame the shortcomings of previous
models. Unlike The Connected Enterprise Maturity Model, The L&K model supports practical
evaluation tools and comprehensively expands its framework into 345 measurable items covering
several organizational items that need to be assessed for readiness (Leem & Kin, 2004). A noticeable
shortcoming however is the sheer size and complexity, requiring extensive tweaking and customization
to suit the various business scopes, characteristics, and cultures.

The Blockchain Maturity Model

The Blockchain Maturity Model (BCMM) provides a framework that adopts the Association of
Computer Machinery (ACM) Computing Classification System (CCS) (ACM, 2014) for the assessment
of four critical components necessary for organizations to adopt blockchain technology namely,
Networks, Information systems, Computing methodologies, and Security and Privacy (Wang et al.,
2016). The significance of this model lies in its use of the Capability Maturity Model (CMM), which
according to Paulk et al (1995), describes key performance areas from an initial level of maturity
to an optimization maturity, to measure the maturity of each of the CCS components. The model
determines maturity by assessing each of the components, placing them into one of the five (5) levels
of maturity, namely Initial, Repeatable, Defined, Managed, and Optimized.

According to Wang, Chen, and Xu (2016), the ‘Initial’ stage is a chaotic period that usually involves
the emergence of new technologies or new processes and as such generates a general lack of understanding
in the organization. The ‘Repeatable’ stage is a reactive stage that has its methodologies established,
controlled, and coordinated, with the tendency of reproducing successes from previous encounters. At
the ‘Defined’ stage, there is a proactive approach to documenting all established methodologies and
maintaining standards for future tests, developments, or maintenance. The ‘Managed’ stage involves the
establishment of quality metrics for measuring the performance of the organization’s methodologies or
systems. By the ‘Optimized’ stage, an organization can continuously improve its process by adopting
technological innovations and also share the knowledge of its practices with the wider community. The
stages in the CMM and how they are applied in the BCMM are shown in Table 1.

In assessing Computing Methodologies Wang, Chen, and Xu (2016) looked at the Standardization
and Computational complexity of the technology itself. In this paper, however, we instead looked at
the Policy and Regulatory Frameworks within the country that will govern the adoption and use of
blockchain, since the subject of study is the maturity of the financial sector and not the blockchain

Table 1.
The Blockchain maturity model
Initial (stage 1) Repeatable (stage 2) | Defined (stage 3) | Managed (stage 4) | Optimizing (stage 5)
Networks Network load Reliability
Information Architecture Maintenance Storage Business efficiency
Systems Upgrading Scalability
Integration
Computing Standardization Computational
Methodologies complexity
Security and Privacy Data security
Privacy Transaction security

Source: Wang, Chen, and Xu (2016)
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technology itself. Also, Hassani et al. (2008) strongly link the success of blockchain-based KYC of
financial institutions to cross-bank policies standardization, with Kawasmi et al. (2020) confirming
that the lack of such policies and industry standards could seriously hinder the adoption of blockchain
technology across the sector.

The choice of BCMM for this study is based on the fact that it represents a simple taxonomy of
maturity assessment using very few assessable indicators. Additionally, all the individual indicators
are clearly defined, requiring very little tweaking and customization to suit the business scopes,
characteristics, and cultures of the financial industry.

Blockchain Adoption in Financial Institutions

According to UNCTAD (2021), the finance industry is one of the earliest adopters of innovative
technologies such as big data and blockchain. Within this sector, these technologies are actively being
used to improve operational and transactional processes such as credit decisions, risk management,
fraud prevention, trading, personalized banking, and process automation. Adopting blockchain
technology in the financial sector takes into consideration obstacles that might hinder or affect its
success and requires further agreement on the implementation standards across institutions, including
technology scalability and interoperability (Morabito, 2017). Various researchers have conducted
studies into technology adoption in different sectors of the economy, with varying conclusions.

In assessing the readiness of the Korean Financial Industry in adopting blockchain technology,
Gokhale (2016) concluded that blockchain technology would have to be thoroughly tested for its
robustness, security, and data integrity before there can be a mass integration of the technology into
the Korean financial markets. The study also opined that the Korean government regulation at the time
was not abreast with the advancement in blockchain technology and as such any such implementation
would involve the input of regulatory bodies.

Using the L&K Model, Leem et al (2008) analyzed the behavior of South Korean enterprises
towards IT adoption and usage, revealing that even though a majority of the small enterprises
were in stage 2 (IT Infrastructure Stage) maturity, a few of the large enterprises fell in stage 3 (IT
Organization and Rules Stage). They attributed the unpreparedness of the small enterprises to
suboptimal infrastructure implementation caused by a lack of education and improper organizational
change, creating dissatisfaction in IT investments. Given that South Korea in terms of technology
and innovation is many steps ahead of Ghana (UNCTAD, 2021), it is of great interest to determine
how the Ghanaian financial sector will perform over a decade later.

METHODOLOGY

Research Design

According to Pandey and Pandey (2015), a good research design is significant in facilitating the smooth
scaling of research operations, by applying appropriate data collection techniques and providing a
suitable guide for the research. The descriptive research design was adopted for this study since
according to (Kothari, 2004), it allows the researchers to clearly define what must be measured and
provides adequate methods for the measurement.

Research Population

The population of research describes the complete collection of data that contains the data points of
interest and whose properties or characteristics are analyzed and studied (Bartolucci et al., 2016).
The financial sector in Ghana is made up of financial institutions including banks and regulators that
supervise KYC processes in the financial sector as well as third parties that play a role in the process.
A total of twenty-four thousand, three hundred (24,300) people are employed in the twenty-three (23)
commercial banks that are regulated by Ghana’s central bank (Ankrah, 2018). The population of this
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study is limited to commercial banks for two reasons: (1) commercial banks will be the initiators of
KYC processes if blockchain is adopted. This is because other transactions within the sector such as
insurance brokerage, investments, etc., must involve these banks at a certain point in their lifetime.
Thus, all payments and transfers must pass through a bank that should already have performed KYC
for the parties involved. (2) Compared to other deposit-taking institutions such as rural banks and
micro finances, commercial banks are the leaders in technological innovation (Dahl et al., 2017).

Sample Selection

A purposive sampling technique was employed for this study with the following criteria: (1)
Respondents were conversant or involved with the KYC processes of banks. (2) Respondents had
sufficient knowledge in information and communication technology (ICT), and (3) Respondents were
knowledgeable in blockchain technologies. According to Etikan et al., (2016), purposive sampling, also
called judgment sampling, involves the deliberate selection of participants due to their qualities such
as knowledge in a field of work and/or interest in a particular matter. Its strength lies in its intentional
bias and despite this inherent bias, it is known to provide robust and reliable data (Tongco, 2007).

Since Hair et al., (2010) recommend a rule of thumb of 5-10 sampled respondents per every
measurement variable, a representative sample size of one hundred and thirty (130) respondents (13
variables x 10) was selected for the survey. Out of which hundred and twenty (120) were employees
of the banks and third parties, while ten (10) were industry experts.

Data Collection Method

The study employed a structured self-administered questionnaire (for the 120 sampled bank and third-
party employees) and semi-structured interviews (for the 10 sampled industry experts/practitioners)
as the data collection instruments to obtain the primary data. Questionnaires and interviews were
based on the BCMM and adopted a mix of close-ended and open-ended questions to glean enough
information from respondents that were truly representative of their opinions.

Twelve (12) respondents were used to pretest the questionnaire, with the data collection process
commencing only after all amendments have been effected.

The four (4) components of the BCMM, namely, Networks, Information System Architecture
(hardware, software, and people), Computing Methodologies, and Security and Privacy, were assessed.
The network component was measured by two measurement variables namely, bandwidth and causes of
latency. The information systems component, on the other hand, was measured by eight measurement
variables namely, Possibility of Extending Storage Capacity, Reasons for System Upgrade, Reasons
for System Replacement, Mode of Communication with Third-Party Systems, Processes of Applying
Updates and System Integration Implementation Methods, as well as Frequency of staff training on
new systems and Frequency of External staff training. Lastly, the security and privacy component
was measured by three measurement variables namely, Mechanisms for Ensuring the Privacy of
Customer Information, Frequency of Penetration Testing, and Mechanisms for Ensuring Data Packet
Security. Altogether, thirteen (13) Measurable variables were used.

During the data collecting process, 116 out of the 120 questionnaires sent out were returned, out of
which six (6) questionnaires were rejected because they contained more than 25% blanks per Sekaran
(2006), which stipulates that a questionnaire can be scrapped and not added to the data set for analysis
if blank spaces account for over 25% of the entire questionnaire. Also, one (1) industry expert could
not be available for most of the scheduled interviews leading to his exclusion from the sample. This
subsequently, brings the valid questionnaires to 110 and the valid industry experts interviewed to 9.

The survey data was cleaned, coded, and analyzed using Microsoft Excel 2016. Also, after
transcribing the interview files, the data were coded and analyzed in MS Excel after identifying the
themes for categorization. Data analysis was both descriptive and inferential as the collected data is
represented using measures of central tendencies as well as visually shown as frequency distribution
tables. The demographics of the respondents for both the questionnaire and interview are shown in table 2.
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Table 2.
Demographics of respondents

Demographic Item Frequency Percentage (%)
25-35 67 56.30
35-45 45 37.82
Age Above 45 7 5.56
Diploma 9 7.56
Bachelors 81 68.07
Masters 27 22.69
Education Doctorate 2 1.68
Male 73 61.34
Gender
Female 46 38.66
Top Management 16 13.45
Mid-Level Management 38 31.93
Role Non-Management 65 54.62

RESEARCH FINDINGS

In the assessment of blockchain maturity of Ghanaian financial institutions and their readiness to adopt
Blockchain technology for KYC processes, the maturity of the institutions’ information systems, security
and privacy methods, and regulatory framework were assessed using the Blockchain Maturity Model.

Information systems architecture of financial institutions

Wang, Chen, and Xu (2016) considered information systems components to be made up of the
requirements of the blockchain which are the Network, Hardware, Software, and People. The states
of each of these components were assessed and the results are presented as follows.

Network Component

The efficiency and reliability of the network are very crucial for the success of any blockchain project
since the technology is mostly controlled by the network infrastructure. In assessing the maturity of
the network, the bandwidth and latency of the institutions’ network were assessed. A summary of
the findings is presented in table 3.

It was revealed that most financial institutions (as indicated by 85 percent of respondents) operate
with a download bandwidth below 10Mb/s (table 3), with no institution registering a bandwidth
above 50Mb/s.

It was also discovered that the majority of the institutions (72 percent of respondents) experience
high network latency when network traffic increases, compared to other causes such as bad weather
conditions (10.9%), the distance between the source and the destination (9.1%), fiber cuts (0.9%),
router issues (0.9%), problems with the service providers (0.9%) and others (4.5%).

Nevertheless, the majority of the respondents (63 Percent) still considered their network to be
reliable, with 37% admitting their network has not been reliable.

Hardware Component

In Assessing the hardware maturity of financial institutions, it was necessary to assess the scalability
of existing storage since adopting blockchain technology requires every institution to store a duplicate
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Table 3.

Summary of findings for Network component assessment
Designation Frequency Percentage (%)
Average Bandwidth of Office Internet — Download (Mb/s)
Less Than 1 33 30.0
1-10 61 55.5
11-25 12 10.9
26 - 50 4 3.6
51-175 0 0.0
76 — 100 0 0.0
Greater Than 100 0 0.0
Causes of High Network Latency
Increase in Network Trafic 79 71.8
Bad weather 12 10.9
Distance Destination 10 9.1
Fiber cuts 2 1.8
Router Issues 1 0.9
Service Provider Issues 1 0.9
Other issues 5 4.5

block of transactions from every other participating node leading to a voluminous transactions
ledger. Additionally, in adopting blockchain for KYC processes there is a very high possibility that
these organizations will be required to change or upgrade portions or their entire system. Hence, the
willingness and preparedness of organizations to implement the needed upgrades are considered by
assessing the availability of a testing environment as well as the reasons for a system upgrade and/
or replacement. A summary of the finding is presented in Table 4.

It was revealed that all of the institutions surveyed currently have enough memory for the storage
of KYC data, with a majority of institutions having the requisite hardware infrastructure to support
additional memory. As shown in Table 3, a majority of the respondent (43.6%) indicated that their
institutions have the necessary hardware infrastructure to support double the current storage capacity.
Another 40.9% indicated that their storage capacity could be extended to more than three (3) times the
current capacity. 9.1% indicated their system could support triple the current memory capacity, with only
4.5% of respondents indicating they lack the requisite infrastructure for an extension of memory capacity.

Although not all respondents (only 80%) confirmed the existence of a testing environment, all
respondents unanimously confirmed upgrading and changing part of their hardware within the past
24 months, signaling the readiness of the financial institution to improve or at least maintain a stable
system. According to the findings, the main reasons why these institutions upgraded their hardware
were to increase efficiency (60%); stay competitive in the industry (20.9%); comply with industry
standards (10.9%) and meet the demands of customers (8.2%). When it came to the total replacement
of the hardware, however, the results became much more thinly spread. The main reasons indicated by
respondents that necessitated a total system replacement include the need to support business strategy
(46.4%); a newer version was available (16.4%); when regulators demanded it (14.5%); when the
existing system had a functional defect (11.8%); when the manufacturers stopped providing support
for the existing equipment (10.9%).
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Table 4.
Summary of findings for hardware component assessment

Designation Frequency Percentage (%)

Possibility of Extending Storage Capacity

Cannot be Extended 5 4.5
Up to Double the current capacity 48 43.6
Up to Triple the current capacity 10 9.1
More than Triple the current capacity 45 40.9
Not sure 2 1.8

Reasons for System Upgrade

To increase efficiency 66 60.0
To stay competitive. 23 20.9
To comply with industry standards 12 10.9
To meet customer demand 9 8.2

Reasons for System Replacement

To support business strategy 51 46.4
When a newer version is available 18 16.4
When the manufacturer no longer supports the system 12 10.9
When regulator demands 16 14.5
When the Existing system is faulty 13 11.8

Software Component

The blockchain concept is still fairly new and as such there will be a continuous release of system
updates to stabilize the technology as it is with any innovation. Also, adopting blockchain technology
for KYC processes will require the systems of different institutions to communicate with each other.
Hence, it is critical to assess how institutions apply system updates and even how system integrations
are conducted. Assessment of the software component of the information systems architecture involves
investigating how the current systems of financial institutions communicate with other systems, the
process of applying updates to systems, and how system integration is implemented. A summary of
the findings is presented in Table 5.

The findings show that not only have most financial institutions (over 98%) in the country
moved away from operating stand-alone systems (only 1.8%), but they have also employed a variety
of innovative technologies to exchange information with third-party systems for KYC activities. The
most popular of which was found to be API architecture (40.9%), followed by ISO protocol (28.2%),
file transfer between systems (19%), EDI integration (8%), and others (2.7%).

The results also revealed that the IT departments of most of the institutions (over 77%) have been
empowered to apply system updates (out-of-place — 60% and in-place — 17.3%) which will usually
depend on a laid down operational standard procedure rather than a bureaucratic process. Additionally,
11.8% rely on the authority of a steering committee to apply updates whiles 10% leave the job of
applying updates to third-party consultants, with 0.9% using other methods.

Regarding who leads the system integrations processes, the results show that the majority of
institutions (61.8% of respondents) implement system integrations using a collaboration of the in-
house IT team and external consultants. A few (20% of respondents) however, use only the In-house
IT team, only external consultants (17.3% of respondents), and other methods - 0.9%.
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Table 5.
Summary of software component assessment findings

Designation Frequency Percentage

Mode of Communication with Third-Party Systems

API architecture 45 40.9
ISO protocol 31 28.2
File Transfer 21 19.1
EDI Integration 8 7.3
Other 3 2.7
None 2 1.8

Processes of Applying Updates

IT team (out-of-place update) 66 60.0
IT team (in-place update) 19 17.3
Steering committee 13 11.8
Third-party consultants. 11 10.0
Other 1 0.9

System Integration Implementation Methods

IT Team and Third Party Consultant 68 61.8
IT Team (In-house) 22 20.0
Third-party consultants (Outsourced) 19 17.3
Other 1 0.9

The People Component

Assessing the people component of the information systems architecture involves the assessment of
how institutions currently train their staff on cyber-security issues, how often institutions train their
staff on the use of new systems and how often external training sessions are organized for staff. The
people component is necessary for assessing the readiness of staff to work with blockchain technology,
as well as the willingness of the institution to support existing staff to acquire the requisite knowledge
and skill to use new technologies. A summary of the findings is presented in table 6.

Like any other innovative technology, all respondents unanimously agreed that adopting
blockchain for KYC processes will require a significant upgrade in their technical knowledge and
expertise in the area. However, it was discovered that most institutions do not keep a regular staff
training regime. When it comes to the readiness of institutions to provide training to staff when new
systems are implemented in the organizations, a majority of the respondents (40%) indicated that they
mostly learn on the job without any special in-house training. Another 25.5% only receive training
when resource persons are available in-house. Only 34.6% keep a regular training regime, receiving
training at least once a year in-house. Institutions are rather more willing to send staff out to attend
external training programs to enhance their skill. A majority (60%) of employees received external
training when their role required a particular new skill. Additionally, 36.4% of employees attended
external training at least once a year. Only 3.6% of employees have never received any external training.
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Table 6.
Summary of People component assessment findings

Designation Frequency Percentage

Frequency of staff training on new systems

Quarterly 18 16.4
Twice a year 10 9.1
Once a year 10 9.1
Based on the availability of the resource persons. 28 25.5
Staff learn on the job. 44 40.0

Frequency of External training for staff

Quarterly 7 6.4
Twice a year 13 11.8
Once a year 20 18.2
When your role requires it 66 60.0
Never 4 3.6

Security and privacy concerns regarding the use of blockchain technology

In the BCMM, the privacy and security category stands on its own and is measured to determine the
maturity level of an organization for adopting blockchain or any technology for that matter (Wang et
al., 2016). Security and privacy readiness were measured through the assessment of the following three
areas, namely, mechanisms used by organizations for ensuring the privacy of customer information;
the frequency of which penetration testing is carried out at each of the assessed institutions; and the
mechanisms employed by institutions to ensure data packet security across the network. The findings
are presented in table 7.

The results reveal that financial institutions have adopted a combination of reactive and
proactive mechanisms to ensure customer data is secure. Data encryption was found to be the most
dominant technology used to ensure privacy in the sector as 44.5% of respondents confirm its use
in their institutions. Followed by access level mechanisms, 39%, and multifactor authentication,
13.6%. Security tokens (2.7%) were found to be the least adopted measure to ensure the privacy of
customers’ data.

In ensuring the security of the network, however, antivirus technologies were found to be the most
popular mechanism as 73.6% of respondents confirmed its use in their institution. Followed closely by
Internet Protocol Security (IPsec) 61.8% and DMZ, 39.1% as a form of defensive mechanism against
external attacks. Only 12.7% of the respondents opted for Pretty Good Privacy, while 0.9 opted for
each of the remaining including utilizing tunneling technologies (such as DM VPN, IPSEC Tunnels,
and GRE Tunnels), firewalls technologies, and DDOS.

Additionally, it was revealed that most institutions (63.6%) perform penetration tests at least
once every year, which is consistent with the guidelines in (Kionga, 2020). However, 28.2% of the
institutions perform these tests when there is an opportunity or resources become available. While
some 8.2% are yet to conduct any such tests.

Policy and Regulatory Requirements for Blockchain Adoption

In assessing the policy and regulation component of the model, qualitative data was gathered by
interviewing nine (9) industry experts (including IT experts, consultants, software developers, and
blockchain Industry practitioners) to help gauge the complete sentiment across the industry.
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Table 7.
Summary of Security and privacy component assessment findings

Designation Frequency Percentage

Mechanisms for Ensuring Privacy of Customer Information

Data Encryption 49 44.5
Access Levels 41 37.3
Multi-Factor Authentication 15 13.6
Security Tokens 3 2.7
Other 2 1.8

Frequency of Penetration Testing

Quarterly 38 34.5
Twice a year 16 14.5
Once a year 16 14.5
When resources become available 31 28.2
Yet to be done 9 8.2

Mechanisms for Ensuring Data Packet Security (Multiple answers allowed)

Antivirus 81 73.6
Internet Protocol Security (IPsec) 68 61.8
DMZ 43 39.1
Pretty Good Privacy 14 12.7
Tunneling technologies (DMVPN, IPSEC and GRE) 1 0.9
Firewalls 1 0.9
DDOS 1 0.9

Adequacy of Current Laws and Policies

The sentiment was unanimous across the board that the adoption of blockchain technology would
not require any significant change or amendment in the current KYC policies. One of the IT Expert/
Consultant opined that even though significant changes will not be required for the initial adoption,
there need to be certain minor adjustments to ensure the sustainability of the technology:

........ Even though changes may not be needed right away, there definitely might be a few adjustments
in the future as we get to see the issues that will arise. Thus, fine-tuning may be needed in the long
run. Nonetheless, 1 still believe the current laws are enough to adequately regulate the industry.

Another IT expert while agreeing that the laws do not need a change even proposed some of the
additions that might be needed to facilitate a quick take-off, including the introduction of incentives
and criminalizing certain actions of customers:

They will not change, but there could be additions. Two major possible policy additions could
include those that give incentives for financial institutions that perform the initial hard work of KYC
and customer due diligence and also the criminalizing of customers deliberately providing wrong
information during the KYC process........

14



International Journal of E-Services and Mobile Applications
Volume 15 « Issue 1

The introduction of incentives to financial institutions that initiate KYC processes, for instance,
could be a significant driver for the adoption of blockchain technology. Also criminalizing the
deliberate provision of inaccurate customer information could help ensure that the information is
accurate from the source since there have to be mechanisms to ensure the accuracy of the information
of every new customer at the collection point before it is distributed through the network. A few
however were skeptical, questioning the preparedness and willingness of the regulators to adequately
enforce these regulations. As indicated by one of the software engineers:

....... Regulations in our books are robust in so many ways. The issue usually has to do with the
willingness of state actors to enforce them.

Mode of Blockchain Implementation

When it came to whether blockchain adoption should be imposed by the policymakers on the financial
institutions, most (89%%) of the experts disagreed, with some proposing ways to improve the adoption
rate without compulsion. One of the software developers suggested that instead of forcing banks to
adopt the technology, the regulator could use a bank’s adoption to boost its rating:

Blockchain adoption should be optional. Instead of issuing licenses for blockchain technology, an
institution’s adoption of blockchain technology could be used as a means for measuring a bank’s
ratings to indicate the use of best practices.

It is believed that this could significantly improve participation in an already very competitive
industry. This sentiment was largely confirmed by another IT consultant who believed that Banks are
already aware of the potential value of technologies such as blockchain and if an enabling environment
is created, they will not hesitate to adopt it:

The banks for instance are already fiercely competing in every area. If the internet and other enabling
technology are available to them, they will adopt blockchain without hesitation. They already know
the value of such technologies.

Another IT Consultant opined that the role of the regulators must be to ensure that the right data
is captured, and checked for fraud as well as ensure the protection of data under the Data Protection
Act. It was also generally implied from all the opinions that even though blockchain technology is
distributed and does away with trusted third parties, there should still be some control by a regulatory
entity.

However, a few who believe the technology should be imposed on the institutions feared that
leaving it to the banks may delay the process because most banks may not be willing to be the first
to share their data:

........ It must be compulsory for all banks, otherwise, every bank will wait to see how it will work.
Since they might not want to be the first to share their data.

Who should lead?

It was almost unanimous (89%) that it is a bad idea for the regulator to try and lead since the banks
are in a better position to understand what is best for their business. It was generally the opinion of
the experts that the regulator is not in the position to lead since they lack the technical expertise to do
so. As opined by one of the IT consultants, the Ghanaian regulators will not be willing to implement
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blockchain until the regulator sees other financial institutions around the world implementing and
benefiting from it:

Ghana is generally a late adopter of technology and the regulator is also showing no signs of initiative
in this discovery. As a result, blockchain technology may become popularized in about five(5) years
especially when leading financial institutions around the world are upholding it.

Some even believe that for fear of losing control the regulator might not be willing to lead the
process:

From experience working with the regulators, I don’t believe the regulators will take up the initiative
to adopt the technology as they may lose some control over the financial institutions.

However, the 11% who believe the regulator must lead opined that the regulator has the muscle
to compel all banks to join the network. Believing that the benefits of blockchain technology may
not be realized if only a few banks join the network.

DISCUSSING OF FINDINGS

Network

Since blockchain requires a stable and reliable network to achieve a real-time update of the ledgers
on all participating nodes, the reliability, and stability of the network are very crucial for its success.
The results point to a general confirmation of network reliability across most institutions. However,
there was also an acknowledgment of an increase in network traffic being the chief cause of high
network latency. Hence, the network component was placed at the ‘Repeatable’ stage since the network
traffic problem still exists but is controlled and coordinated to still provide a generally stable network
(see table 8). This is consistent with the finding of Wang et al., (2016), who also placed the network
component at the ‘Repeatable’ stage, identifying it as the main concern for blockchain adoption.

Hardware

The Hardware component of the Information Systems architecture was assessed based on the storage
capacity, availability of a testing environment, frequency of system upgrades, and the reasons for
upgrading. The results indicate that institutions are generally proactive in investing in increasing their

Table 8.
Summary of Blockchain maturity of Ghanaian financial institutions using BCMM

1. Initial 2. Repeatable 3. Defined 4. Managed 5. Optimized

Networks Network Internet Bandwidth
Network load
Network reliability

Information Hardware System upgrade Storage Testing Environment
Systems Software System updates System Systems
integrations communication
People Staff training
Computing Policy and Regulatory | Policy and
Methodologies | requirements Regulation
Security and | Security System Security
Privacy Privacy Data Privacy
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storage capacity. This is a crucial development since institutions most definitely will be required to
invest in upgrading the hardware infrastructure to accommodate the large volumes of data they will
need to store in the distributed ledger, as alluded to in Swan (2015). Nonetheless, Wang, Chen, and Xu
(2016) indicated that traditional storage is not efficient for blockchain adoption. Hence, the Storage
is placed at the ‘Defined” stage. On the other hand, the testing environment component was placed
at the ‘Managed’ stage since the results point to the existence of a testing environment in most (over
80%) of the institutions. Additionally, the results revealed that institutions did not keep a policy on
system upgrades. Instead, these activities are reactive and only performed when it is needed to attract
customers or when the strategy of the business demands it. Due to the reactive nature of the system
upgrade component, it was placed at the ‘Repeatable’ stage (see table 8).

Software

Since the results reveal that more than half of the institutions have moved away from the use of
purely stand-alone systems, suggesting that systems are getting more consolidated and reliable.
Hence, communication was placed at the ‘Managed’ stage. As opined by Egner (2017), financial
institutions have realized that using APIs to communicate with third-party systems opens up one’s
systems. Thus, attracting traffic to one’s products and co-creating customer value for the end-user,
as well as encouraging the sharing of losses and profits amongst participants involved in the API
ecosystem when exploring new markets. According to Huang and Tilley (2003), the managed stage
involves defined quality management strategies for the established processes employed to manage
risk effectively.

The results also suggested that the various Information Technology departments have been
empowered to apply system updates in the test environment and then in production which will
usually depend on a laid down operational standard procedure rather than a bureaucratic process.
This effectively led to the placement of the system update component at the ‘Repeatable’ stage, since
institutions will not need significant changes with a new system (see table 8).

The presence of in-house developers working with consultants is a proactive attempt by institutions
to cut down on implementation costs and also facilitate system integrations. Hence it was placed at
the ‘Defined’ stage. At the defined stage, standards and process management procedures are not only
established but properly outlined for organization-wide usage (Huang & Tilley, 2003).

People

Across the institutions, there is a general lack of initiative for skill and awareness training on new
technologies. Even though institutions will usually train staff at least annually, the availability of
resource persons for specific subject areas is still a determining factor for taking up training for most
institutions. Skills level and expertise in blockchain and other advanced technologies in Africa are
relatively low, posing a challenge for projects and initiatives in their quest to find and attract adequate
talent for solution development (Smart Africa, 2021). This is because blockchain technology is still not
fully emerged and providing training sessions for institutions will be fully dependent on the availability
of an expert, which in most cases will be nonexistent. The people aspect of the Information Systems
architecture is therefore placed at the ‘Initial’ stage (see table 8).

Security and Privacy

The results revealed that financial institutions are very concerned about security and data privacy
and have adopted multiple methods to ensure their systems are secure and the privacy of customer
information is guaranteed. The privacy concern of blockchain technology for the Ghanaian financial
industry is how the blockchain seeks to keep customers’ information private, especially from
competitors and the general public. Security-wise also, financial institutions are concerned about
how their systems are secured from external threats and attacks from fraudsters. A major concern
is whether the blockchain truly provides a more robust system compared to the traditional methods
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concerning security and privacy since there may be less confidence in newer systems. Generally, the
results revealed that financial institutions are proactive with regard to security during the setting up of
their systems for operations thereby placing the security component at the ‘Defined’ stage (see table 8).

Also, the results showed that institutions will want to first hide sensitive data by encryption
which signifies the priority put on the privacy of its information and that of its customers. Financial
institutions have documented standards when it comes to the privacy of information putting it under
the ‘Defined’ stage. As indicated by Mattila (2016), for permissioned blockchains such as what is
being discussed in this research, there is increased security and more privacy with people’s financial
assets since blockchain allows records of ownership to be created and afterward made immutable.
Additionally, blockchain provides a solution that offers a human-centric solution to access, share
and manage personal data but with strict adherence to security and privacy standards (Baars, 2016).

Policy and Regulatory Requirements

The results suggest a lack of concrete solutions on how to seamlessly merge the policy and regulatory
requirements with the use of blockchain technology for KYC. Even though policies already exist for
the traditional KYC method, there seems not to be a straightforward approach to simply translating
the policy and regulatory requirements to the blockchain implementation roadmap. As posited by
Patel, Bothra, and Patel (2017), the uncertain regulatory status of the subject matter compared to other
regulated technologies hinders the proliferation of blockchain awareness in the financial industry.
According to Mattila (2016), factors that could affect the adoption of blockchain technology could
include the rise of competing disruptive technologies and also changes in regulations. It is revealed
that there is supposed to be some control of some sort over the blockchain technology especially as
it is being used for KYC but it is also uncertain whether the regulator will embrace the technology
and assume that control.

Since the technology is still unclear both to regulators and financial institutions, measuring the
readiness of policy and regulatory requirements regarding the adoption, it is appropriate to place
this at the ‘Initial’ stage (see table 8). This is because there is still a lack of understanding of the role
of regulations and policies in blockchain technology for KYC which in itself is an emerging trend.

As concluded by Wang, Chen, and Xu (2016), the blockchain system itself has not attained
optimum maturity but has very promising potential. By extension, in adopting blockchain technology
for KYC, financial institutions will eventually be fully ready in all the aspects under investigation.
Ghanaian financial institutions are late adopters of new technology but warm up to it eventually,
especially when there is enough evidence of its usage and there is sufficient understanding and
appreciation of the technology.

CONCLUSION

There are currently numerous applications for blockchain technology, which will only continue to grow.
The use of blockchain technology in the financial sector allows financial institutions and regulators
to access reliable customer KYC information in near real-time. Blockchain technology also increases
the ability of regulators as well as banks to track customers across the industry to enforce compliance
and reduce fraud within the sector. However, the Ghanaian financial sector was largely found to be in
the very early stage of maturity and unready to adopt blockchain for KYC in its current state, since
within the framework of the BCMM, the information system architecture, the security and privacy
management levels, and policy and regulatory requirements of blockchain adoption in the financial
sector were found to be in Repeatable, Define and Initial stages respectively.

Even though the information system architecture is at the repeatable stage of maturity, there is
a sense of proactiveness for possible changes and investment in systems if blockchain technology is
truly seen to guarantee operational and overall efficiency. Also, given that security and privacy are
reactive actions from financial institutions (Ahram et al., 2017), it presupposes that maturity in this
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area will improve if blockchain technology is introduced especially since blockchain provides in-built
security controls that adopt big data and data management services in masking and auditing data.
Additionally, The central bank has a role to play at least in setting clear and concise standards. Even
if the bank does not lead the process, it must at least facilitate and coordinate the adoption process.
Alternatively, in creating standards and compliance measures for financial institutions, the regulators
could experiment with a few banks to build confidence before attempting any large-scale adoption.
There is also the need for working collaboration between technocrats in the financial, technology,
and regulatory sectors to bring out the full potential of blockchain technology as it pertains to our
Ghanaian markets.

This paper gives relevant insights for academics on a number of levels. To the scientific
community, it demonstrates the feasibility and applicability of the BCMM in a real-world scenario
to assess the maturity of a significant economic sector of a developing economy. Also, it paints a
comprehensive picture of the state of technological maturity and exposes some of the major limitations
that currently hinder the adoption of blockchain for KYC in the Ghanaian financial sector, pointing
to the specific areas that need improvement and the specific type of improvement and investment
need. These findings serve as a reference for practitioners and researchers in the field of blockchain
adoption in developing countries.

The limitations of this research include the relatively low sample size of both bank employees
and blockchain experts, as well as the chosen sub-sector (only commercial banks were used). Even
though the chosen sample was representative of the current research, generalization of the finding may
become problematic, since apart from banks, the financial sector is made up of diverse institutions,
such as insurance brokers, credit unions, etc., with variable structures and needs.

Future research should therefore expand the research population and sample size to cover the
other sub-sectors of the industry. Other areas of future research may include developing and studying
methods and frameworks for the integration and migration of existing customer KYC information to
the blockchain platform since the efficiency of this transition including the integration and migration
is equally paramount to the adoption of the technology. By extension, frameworks, documentation,
or software libraries must be developed to guide the setup of blockchain technology and provide
guidelines for integration with other third-party systems.
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