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ABSTRACT

Serious games have been shown to be effective in engaging end-users for various types of training.
However, the research in cybersecurity awareness training with serious games is scarce. The authors
are interested in (1) the engagement factors that could predict users’ intended behavior after learning
and (2) whether or not playing a game repeatedly can affect engagement. They assessed players’
coping and threat appraisal and measured their multidimensional (i.e., cognitive, affective, behavioral)
engagement in cybersecurity awareness. The participants (N=122) in this experiment were randomly
assigned to either three or five rounds of gameplay of a commercial cybersecurity awareness serious
game. The findings revealed that users’ engagement levels were significantly better sustained through
five sessions of gameplay with cognitive (but not affective or behavioral) engagement. Serious game
developers should include more activities in the cognitive dimension, rather than the affective or
behavioral dimensions to assure high engagement and influence the intended cybersecurity awareness
behaviors.
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INTRODUCTION

The use of serious games for non-entertainment and ‘serious’ purposes (e.g., education or training) is
rather common in today’s learning. Serious games are particularly successful because they make great
use of computing technology to enhance inherent interaction features, such as personal communication,
narratives, simulations, and just-in-time feedback to players’ in-game choices (Grossard et al., 2017,
Baranowski et al., 2016). These games provide a safe and inexpensive platform for learners to experience
authentic learning and motivate and help them become more engaged in the learning activities (Ferguson
& Colwell, 2018; All et al., 2016; Barnes et al., 2008). Players’ experience and motivation can be enhanced
through user-centric authentic activities (e.g., examining objects through exploration, self-discovery, and
problem-solving) via a series of scenarios with complex tasks (Serrano-Laguna et al., 2017; Baggio &
Beldarrain, 2011). Enjoyable play experiences are key to developing strategic thinking in the learners
(Bogost, 2021; Greitzer et al., 2007). Even non-technical audiences (such as minority and female groups)
have learned and benefited from using serious games (Poster, 2018; Adams & Makramalla, 2015).
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Bouvier et al. (2014) defined engagement in serious games as “the willingness to have emotions,
affects, and thoughts directed toward and aroused by the mediated activity to achieve a specific
objective” (p. 7). When serious game activities connect with the players’ perceptual, intellectual,
or interactive anticipations, they can impact players’ emotions and thoughts. This, in turn, results
in the players feeling engaged beyond the activities themselves and continuing to feel engaged even
after the activities have ended (Hamari et al., 2016; Alrashidi et al., 2016). In addition, players’
information processing abilities can often be enhanced through increased persuasion, attitude change,
and awareness (Muhamad & Kim, 2020; Gass & Seiter, 2018). The enhanced information processing
abilities make serious games useful in many areas, from a training tool for tactical and operational
warfare in the military (Samcovi¢, 2018), to persuading for ‘behavioral and/or attitudinal change’
in learning. Examples of behavioral change include the promotion of better health (Vlachopoulos &
Makri, 2017; Boyle et al., 2016), prevention of diseases (Wiemeyer & Tremper, 2017) and substance
abuse (Willmott et al., 2019), and even cybersecurity (Herr & Allen, 2015), which deals with awareness
and prevention of fraudulent activities.

The paper proceeds as follows: First, we discuss the motivation and conceptual framework of
the study. After that, we describe the data collection methods and research material. Then, present
the study’s results and findings, and finally, identify the study’s limitations.

MOTIVATION

Since cybersecurity (serious) games are created to increase end-user awareness and persuade them to
refrain from ‘behaviors’ that could lead to security threats (Herr & Allen, 2015), an important topic for
research would appear to be the influence on behavior and attitude changes from cybersecurity games
to increase engagement. Interestingly, literature reviews identified that the studies on cybersecurity
game effectiveness remained limited (Bada et al., 2019; Boyle et al., 2016) and that there are problems
with many of the training games. Challenges facing these serious games include research gaps from:

e many cybersecurity games focus too heavily on technological information (Mes et al., 2013),
which can negatively affect learners’ engagement;

e many technical concepts (e.g., cryptography algorithms) discussed are too challenging for the
learners and difficult to implement without an information technology background (Galvez et
al., 2015), which can negatively impact learners’ engagement;

e many earlier studies (before 2017) were not evidence-based (De Bruijn & Janssen, 2017), leading
to a gap in research;

e most studies failed to report impacts on learning outcomes because the researchers were not
educator-researchers (Alotaibi et al.,2016);

e most studies failed to examine ‘training prescription’ (i.e., how best to implement training to
achieve intended user behaviors); and,

e many studies only investigated user’s motivation about cybersecurity threats (Ahmad et al.,
2014; Hendrix et al., 2016; Mes et al., 2013) and not the relationship between engagement and
the (cybersecurity) game.

The last point is particularly important because one would expect that serious games that are
not as engaging will not be as effective; this means they cannot activate the designed or intended
benefits (i.e., change in behaviors and attitudes) as they could in more engaging games. Lacking the
research on the relationship between engagement and cybersecurity serious games, no one knows how
engaged the players are or what engaged them: contents or gameplay. Furthermore, the literature is
not clear on how gameplay affects engagement. For example, many commercial games come with a
feature called Game+, where players may replay the same game after completion. Does playing the
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game more times, so there is repeated exposure to the same/similar content, affect engagement? The
literature is unclear in this respect.

The theoretical contribution of this study is to explore a new relationship between concepts
(Salamzadeh, 2020). Hence, with a cybersecurity awareness serious game, we investigated the effects
of (a) multidimensional engagement levels, and (b) number of gameplay sessions, on the users’ intended
behaviors (Figure 1). We used two instruments to measure the dependent variables for each participant:

1. The Cybersecurity Intended Behavior (CIBV) scale was used to assess users’ PMT factors,
specifically, coping appraisal (X1) and threat appraisal (X2) for the intended behaviors (van der
Linden, 2014); and,

2. The Multi-Dimension Factors of Engagement (MDFE) was used to assess the affective (X3),
cognitive (X4), and behavioral (X5) factors of participants’ engagement (Abbasi et al., 2017).

The independent variable in the study is the number of playing sessions (Y ) assigned for each
participant group. We compared (a) the relationships between X, and X, among X, X,, and X, and
(b) the relationships for the variable pairings between Y and X, X, and X..

Figure 1. Study conceptual framework model

’ Intended Behavior ‘ Number of Playing

Sessions (Y1)

Coping Appraisal (X1 | .
[ ping App x1) R /*‘ Affective (X3) | 3-Training
sessions

™

Cognitive (X4)
[ Threat Appraisal (X2) ]< 5-Training
sessions
Behavioral (X5) }

ENGAGEMENT AND SERIOUS GAMES

il

Engagement is an important construct in explaining how and why activation of learners’ attention and
interest during serious games can lead to behavioral and attitudinal change (Qusa & Tarazi, 2021).
Furthermore, realistic scenarios are another necessary factor in cybersecurity-based serious games
to activate learners’ engagement (Flood et al., 2018). Therefore, designers of serious games often use
interactive narratives with captivating storylines and realistic scenarios to enhance game engagement
and persuade learners towards ‘change’ (Baslyman & Chiasson, 2016; Nagarajan et al., 2012).
Cybersecurity serious games are designed to make aware to the learners what constitutes
cybersecurity threats and what they should, or should not, do to comply with cybersecurity guidelines.
An intended behavior is the ‘desired’ behavior to be attained by the end-user. Mainly, it refers to “the
motivational factors that influence a given behavior where the stronger the intention to perform the
behavior, the more likely the behavior will be performed” (Bada et al., 2015, p. 7). Algahtani and
Kavakli (2020) noted that the primary aim of any cybersecurity awareness program is to strengthen
intended behaviors by shaping users’ emotions and beliefs. Given the persuasive approach required
in cybersecurity awareness training and the persuasive potential of serious games, the combination
can form a great approach for delivering cybersecurity awareness instruction (Yasin et al., 2019).

140



International Journal of Gaming and Computer-Mediated Simulations
Volume 14 - Issue 1

The literature shows three psychological factors that can affect learners’ engagement in serious games;
namely: (1) affective factors such as emotional response, interest, and enjoyment; (2) cognitive factors, including
learning goals, self-regulation, and self-efficacy; and (3) behavioral factors such as effort, participation, and
achievement (Alrashidi et al., 2016; Bouvier et al., 2013). Even though many studies in the literature focused
on just one engagement factor (i.e., cognitive, affective, or behavioral) to assess the playing experience (for
example, Tong et al., 2016; Verkuyl et al., 2022; Galvez et al., 2015), some researchers (O’Brien & Toms,
2010) viewed engagement as a holistic framework that can affect the gameplay experience. For example, a
player’s knowledge of cybersecurity (cognitive), how strongly they feel about compliance (affective), and if
they catch themselves when performing certain actions when using technology (behavior) can all constitute
the serious games’ (multi-dimensional) ‘intended learning outcomes.’

This study applied a multi-dimensional engagement model that combined cognitive, affective,
and behavioral factors better to evaluate the learners’ cybersecurity gameplay experience. The multi-
dimensional engagement model enabled this study to distinguish between (a) the coping appraisal
variables, which assess users’ motivations to comply with cybersecurity measures, and (b) the threat
appraisal variables, which examine users’ perception of the vulnerability of the cybersecurity threat
and their assessment of the severity of failing to comply with the security measures.

We explore two research questions in this study with a cybersecurity serious game:

1. Do engagement levels affect users’ intended behaviors?
2. Does the number of game sessions (i.e., repeated gameplay) affect users’ engagement levels?

Null hypotheses:

H °: Engagement levels do not affect users’ intended behaviors.
H,°: The number of game sessions (i.e., repeated gameplay) does not affect users’ engagement levels.

Instead of comparing the group playing the serious game with a control group (which will make
this a media comparison), we choose instead to eliminate the need for a control group through a
repeated measure design. We explain our rationale in the next section.

MEDIA COMPARISON STUDIES

In instructional design, researchers frequently do not favor “between-group comparisons,” called media
comparison studies, as they are less meaningful because of confounding variables. In particular, these
studies compare one media (or technology, such as serious games) with another media or technology.
Examples include face-to-face teaching vs. a control group without instruction; or a traditional
classroom vs. a second class playing a serious game).

While media comparison studies are aplenty in the literature, they are ‘meaningless’ because
of confounding variables that make it like comparing ‘apples against oranges.’” Instructional design
researchers have criticized media comparison studies as poor research, as the presence of confounding
variables often resulted in findings with “no statistically significant differences” (see Clark, 1994,
2007; Cook et al., 2012; Hastings & Tracey, 2005). Hays (2005) was concerned that these studies
could overestimate the digital game-based learning effect when the control group is not engaged in any
instructional intervention. Loh and Sheng (2015) dismissed media comparison studies wholeheartedly,
citing the approach as one that was “flawed and [which] should be avoided in serious games research”
(p. 10). Instead, Loh and Sheng recommended that researchers create two similarly designed serious
games to make a ‘compatible comparison’ (similar to A/B testing).
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Hence, to avoid falling into the trap of media comparison, we have opted for a posttest-only,
repeated measure design that eliminates the need for a control group. Essentially, a repeated measure
design uses the players themselves as an internal control.

MATERIALS AND METHODS

Participants

Since many universities have begun implementing cybersecurity awareness training to comply with
external security audits, we reached out to this group of end-users (e.g., students, faculty, staff, and
anyone with network access privileges at a university) as potential participants for the study. As a
result, a website was created to detail the study’s purpose and serve as a link to the online serious game.

We recruited participants through several avenues, such as flyers, emails, word of mouth, the
research website, and both locally and internationally. A total of 177 individuals between the ages of 18
and 60, who were fluent in English and able to use a mouse and keyboard to play digital games, signed
up for our study via the research website. However, 55 of them did not complete all aspects of the data-
collection process (serious games and questionnaires) and were removed from the data set. In total, 122
participants completed all parts of the data-collection process and were included in the final analyses.

A priori power analysis was conducted using G¥*Power (Faul et al., 2009), based on the following
considerations: a medium effect size, 0.80 power, and a 0.05 alpha value (Greenlink, 2015). A sample size of
128 participants was determined by the analysis for the independent samples t-test. Participants were randomly
divided into two groups of 64 each. In addition, the ‘approved’ research period (with developer and IRB) is
already over. Unfortunately, we would not be able to collect additional data without violated prior agreements.

After evaluating several commercially available cybersecurity awareness games, we decided that Info
Sentinel' (MAVI Interactive, 2022) best fit the purpose of the studies. Info Sentinel was designed to change
the end-users’ cybersecurity behaviors (for the better) by raising their awareness of cybersecurity threats
and vulnerability through real-life scenarios. The study participants assumed the role of a security auditor
who was about to inspect a corporate office for cybersecurity violations that could render an organization
vulnerable. These violations could include passwords written openly on sticky notes, bootlegged software,
confidential documents left in a copier/scanner, and others. Many of the vulnerability and threat scenarios
in the game were based on real-life events to reveal blind spots and barriers to the players. The game
comprised of the primary module and two supplementary modules. Each module consisted of several
vulnerabilities and threat categories that needed to be detected by the player (Table 1).

Table 1. Vulnerabilities and threats categories in Info Sentinel

Sentinel Office Security: (Tutorial + Trainings 1, 2, and 3)

1. Inadequate protection of sensitive data,

2. Unlocked or unsecured cabinets, drawers and storage areas containing sensitive information,
3. Noncompliant destruction of sensitive documents,

4. Risk of intrusion into facilities or a computer network, and

5. Unprotected business hardware.

Sentinel Email Security (Training 4)

1. Phishing,

2. Inappropriate use of email accounts,

3. Insecure transfer of confidential information,
4. Spam or unsolicited email, and

5. “This email is authentic.”

Sentinel Social Media Security (Training 5)

1. Disclosure of sensitive information,

2. Risky solicitation or invitation,

3. Insufficient configuration of privacy settings, and
4. Inappropriate communication
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The players’ scores in Info Sentinel were determined by their ability to spot violations in the game
environment and correctly identify the threat categories for those violations. Distinctions were made
among (1) correctly identifying the violation; (2) identifying the violation but mis-categorizing it;
and, (3) misidentifying the violation altogether. The training was deemed complete when participants
encountered at least one violation for each category during each game session. The ‘success’ criterion
was a 70% correct identification rate. After gameplay was completed, the game logs were compiled
and downloaded for analysis, with access provided by the developer.

Instrument/Measures

Three surveys were used to obtain users’ data for the multi-dimension engagement model. The first
was a questionnaire on players’ background and demographic information. The second was the
MDFE (Abbasi et al., 2016) that used a five-point Likert scale to assess the participants’ cognitive,
affective, and behavioral factors of engagement. The Cronbach’s alphas for the six subscales of MDFE
were calculated and deemed high enough to confirm the internal consistency of the instrument: (1)
observation (a = .90), (2) conscious attention (o = .90), (3) dedication (a = .92), (4) enthusiasm («
=.93), (5) interaction (o = .89), and (6) social connection (a = .91). The purpose of the MDFE was
to assess which factors (viz., cognitive, affective, and/or behavioral) affected the players’ engagement
levels during gameplay.

The third instrument was the CIBV (van der Linden, 2014). Participants were asked to respond to
statements on the CIBV questionnaire regarding their attitudes and intended behaviors on cybersecurity
issues after training with the serious game. The Cronbach’s alphas for the Coping appraisal (o = .61)
and Threat appraisal (@ = .82) were likewise high enough to confirm the internal consistency of this
instrument (Pallant, 2001). The CIBV was to assess changes in the intended cybersecurity behaviors
after gameplay and whether or not playing the game helped change players’ thinking.

Data Collection

The participants were randomly assigned to either Group A (three rounds of gameplay) or Group B
(five rounds of gameplay), as shown in Figure 2. This arrangement allowed an evaluation of the effects
of multiple gameplay sessions on players’ engagement levels that was aligned with the serious game
design. The main game module constituted the three training sessions, which served as the minimum
training (for Group A), whereas the two extra modules together with the main module, constituted
the full game, with five training sessions (for Group B).

Figure 2. Playing sessions for two groups

Group A = #:ﬁ::é; 1 Training 2 =9 Training 3
»| Posttests
Group B H— .-rrrl::;?:;: | Training 2 | Training 3 | Training 4 | Training 5

To create the repeated measure design, Group A played Training #1, #2, and #3, lasting
approximately 40 minutes. Group B played Training #1, #2, #3, #4, and #5, lasting approximately 60
minutes. Participants were then asked to complete the MDFE and the CIBV questionnaires, which
concluded the data collection for the study. We downloaded game logs for analysis.
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Data Analysis

Statistical analyses were conducted using IBM SPSS (v. 25). We conducted multiple regression analyses
after meeting the conditions needed to satisfy the regression analysis assumptions to answer the first research
question. We included the MDFE subscales as the independent variables and the subscales for the CIBV as
the dependent variables. We then performed two multiple regression analyses for each dependent variable
and applied a Bonferroni adjustment (a-level = .025) to control the overall Type-I error rate.

To address the second research question, we analyzed the relationship between players’ engagement
levels and intended behaviors in a cybersecurity serious game using an independent-samples t-test.
First, we compared the differences in the scores for the engagement levels of the two groups using the
number of sessions played (three or five) as the grouping variable and the subscale scores for the MDFE
as the dependent variables. Second, since multiple independent-samples t-tests were required for each
subscale, the Bonferroni adjustment (a-level = .025) was applied to control the overall Type-I error. An
independent-samples t-test followed this to determine which group had a higher MDFE subscale score.

RESULTS AND FINDINGS

Before conducting multiple regression analysis, box plots and standardized residual statistics were used to
identify outliers, the Q-Q plot to assess whether variables were normally distributed, the normal probability
plot (P-P) to check for systematic biases, and a scatter plot to test for homoscedasticity and the linearity of
the relationship between variables and each of the predictors. Finally, multicollinearity was assessed using
the correlation matrix, variation inflation factors (VIF), and tolerance values. Based on our assessment of
the plots and values, we progressed with the analysis as the main regression analysis assumptions were met.
Multiple regression analyses were conducted for each dependent variable subscale, while t-tests were
used to compare the means of the two groups (three vs. five training sessions) and determine whether playing
more sessions (i.e., receiving more serious game training) would affect end-users’ engagement levels.

Demographic and Descriptive Analyses

The pre-knowledge survey was designed by Whisper Information Security Awareness Quiz and has been
adopted by many cybersecurity awareness firms (Webroot, Inc., social engineering). The assessment tool
contains seven true/false questions and seven multiple-choice questions. These descriptive statistics represent
the mean scores of the participants based on their pre-knowledge initial assessment. Pre-knowledge scores
ranged from 7 to 0. The descriptive analysis indicated that the participants did well in the pre-knowledge survey
based on the mean (5.40) and standard deviation (1.225). Table 2 shows the distribution of pre-knowledge
scores, and the ratio of men to women was: 56.6% and 5.551 (male), vs. 43.4% and 5.226 (female).

Also, in Table 2, the 18-28 age group (5,478) had the highest percentage (54,9%). The 29-34 age
group came in second with 5.385 pre-knowledge (21.3%). The 35-40 age group were 15.6% of the

Table 2. Demographic data frequencies, percentages, and means for the participants’ age, gender, with the pre-knowledge
mean

Frequency Percentage Pre-knowledge Mean SD

Gender 53 43.4% 5.226 1.339
Female 69 56.6% 5.551 1.118
Male

Age 67 54.9% 5.478 1.078
18-28 years 26 21.3% 5.385 1.061
29-34 19 15.6% 4.895 1.791
35-40 5 4.1% 6.400 .894
41-49 5 4.1% 5.600 1.140
Over 49
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population with a pre-knowledge mean of 4.895. Age groups 41-49 and over 49 made up 4.1% of the
sample. Both age groups had a pre-knowledge mean of 6.400 and 5.600, respectively.
Multiple Linear Regression Analysis

As shown in Table 3, about one-third of the variance in the coping (32%) and threat (33%) appraisal
models can be explained by the multi-dimensional engagement factors. The R? values for both the
coping and threat appraisal models are similarly strong.

Table 3. Standard regression model summary with regression significance values

Model R R? Adjusted R?
1 57 32 31
2 57 33 31

1. Dependent variable: Coping appraisal. Predictors: (Constant), Cognitive, Affective, and Behavior. 2. Dependent variable: Threat appraisal. Predictors:
(Constant), Cognitive, Affective, and Behavior.

The analysis of variance (ANOVA) results shows that both regression models were statistically
significant at the Bonferroni-adjusted a-level of .025 (Tables 4 and 5). In particular, the coping
appraisal value is F(3,118) = 18.67, p < .001, while the threat appraisal value is F(3,118) = 19.06,
p < .001. The findings indicate that the multi-dimensional engagement levels (cognitive, affective,
and behavioral engagement) play significant roles in predicting the intended cybersecurity behavioral
factors (threat and coping appraisal) among the users.

Table 4. One-way ANOVA results comparing mean coghnitive, affective, and behavioral engagement with coping appraisal

Model Sum of Squares df Mean Square F p-value
Regression 8.01 3 2.67 18.67 .000
Residual 16.87 118 0.14

Dependent variable: Coping appraisal. Predictors: (Constant), Behavior, Cognitive, and Affective.

Table 5. One-way ANOVA results comparing mean cogpnitive, affective, and behavioral engagement with threat appraisal

Model Sum of Squares df Mean Square F p-value
Regression 12.85 3 4.28 19.06 .000
Residual 26.51 118 0.23

Dependent variable: Threat appraisal. Predictors: (Constant), Behavior, Cognitive, and Affective.

PREDICTING END-USERS’ INTENDED BEHAVIORS

The individual regression coefficients were used to test whether each predictor (cognitive, affective,
and behavior) was significant in predicting the end-users’ intended behavior (coping and threat
appraisal). The f-value is measured in standard deviations (SD), where the higher the f-value is, the
greater the impact of the predictor variable on the criterion variable.
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Coping Appraisal

Cognitive engagement is a statistically significant predictor of end-users’ coping appraisal (f coniive
= .68, t = 4.14, p < .001; see Table 6). The B-value of 0.68 indicates that coping appraisal would
increase by .68 SD for every one SD increase in cognitive engagement after holding the other predictor
variables constant. Neither affective nor behavioral engagement are significant predictors of coping
appraisal. The regression equation for the effect of the multi-dimensional engagement factors on the
coping appraisal is, therefore:

Coping Appraisal = 2.60 +.42 x Cognitive — 0.05 X Affective — 0.02 x Behavior

Table 6. Regression coefficients with coping appraisal as the dependent variable

Model gzg;.::::: ‘;;l Std. Error ]S}t;:(:;l;dized Coefficients t p-value
Constant 2.60 .20 13.18 .000
Cognitive 42 .10 .68 4.14 .000
Affective —-.05 11 -.09 —.46 .65
Behavior -.02 .08 -.04 —.28 78

Dependent variable: Coping appraisal

Threat Appraisal

Cognitive engagement is also a statistically significant predictor of end-users’ threat appraisal factor
of intended behaviors (f = .37, t = 2.24, p = .03; see Table 7). Similarly, neither the affective nor
behavioral engagement levels are statistically significant in predicting threat appraisal. The regression
equation for the effect of the multi-dimensional engagement factors on threat appraisal is, therefore:

Threat Appraisal = 2.52 4 .28 x Cognitive + .09 X Affective + .07 X Behavior

These findings indicate that cognitive engagement alone (but not affective or behavioral
engagement) can partially predict the coping and threat appraisal factors in users’ intended behaviors
with cybersecurity serious games.

Table 7. Regression coefficients with threat appraisal as the dependent variable

Model [Cjzgfef::::tlig Std. Error lS;:ltl;gl;dized S ubll T p-value
Constant 2.52 25 10.19 .000
Cognitive .28 .13 37 2.24 .03
Affective .09 13 13 .66 51
Behavior .07 .10 .10 71 48

Dependent variable: Threat appraisal

Correlation Between Dependent and Independent Variables

Table 8 shows that both the coping and threat appraisals are significantly correlated with all three
levels of engagement: cognitive engagement, affective engagement, and behavioral engagement.
The range of r-values (.41 to .56) reveal a moderately strong correlation between appraisal and

146



International Journal of Gaming and Computer-Mediated Simulations
Volume 14 - Issue 1

Table 8. Bivariate correlations for the criteria and predictor variables

Cognitive Affective Behavioral _value

Engagement Engagement Engagement p
Threat appraisal .56 54 .50 .000
Coping appraisal .56 A7 41 .000

Note: Significance tests are 2-tailed.

multi-dimensional engagement variables. The bivariate relationships between the intended behavior
variables (as predicators) and each multi-dimensional engagement level (as predictors) show that each
independent variable alone is significant in predicting the dependent variables—without considering
the effects of other independent variables.

Does Repetition Affect Engagement?

Next, we will answer the following research question: Does playing cybersecurity serious games
over multiple sessions affect engagement? We conducted an independent-samples t-test to determine
whether there are statistically significant differences in the engagement levels (cognitive, affective,
and behavior) between Group A and Group B that underwent three and five training sessions of
gameplay, respectively.

Due to adding up the alpha levels of Bonferroni adjustments, all the p-values for the engagement
levels were greater than .30 (Table 9), meaning that we cannot reject the null hypothesis of equal
variance, and we assume that Group A and Group B (each with an equal number of participants, n =
61) have equal variance. Table 10 shows the mean (), SD, and independent-samples t-test results for
each of the three engagement levels for Groups A and B. There are statistically significant differences
between the two groups at all engagement levels (cognitive, affective, and behavioral).

Table 9. Levene’s test for the equality of variances

F p-value Reject null hypothesis
Cognitive .88 35 No
Affective .10 75 No
Behavior .05 .82 No

Table 10. Means and standard deviations and independent-samples t-tests of the engagement levels for Groups A and B with
equal variance assumed

Group SD t-statistic df p-value
A 3.80 .69
Cognitive —4.08 120 .000
B 431 .70
A 3.57 .84
Affective —4.43 120 .000
B 4.21 .76
A 3.49 77
Behavior —4.19 120 .000
B 4.08 .79
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Given the statistically significant differences between Groups A and B, the null hypothesis for the
second research question can be safely rejected. Thus, the findings suggest a difference between the means
of the two groups assigned to either three or five training sessions. In other words, the multi-dimensional
engagement levels when playing three sessions are not the same as those when playing five sessions.

When considering the descriptive analysis in Table 10, the results show that the players in Group
B, with five training sessions, were more engaged in all three levels (i.e., cognitive, affective, and
behavior) than the players in Group A, with three training sessions. The greater the number of training
sessions, the higher the engagement level among the players.

DISCUSSION OF MAJOR FINDINGS

Demographic and Descriptive Analysis

The participants included 69 males (56%) and 53 females (44%). The lower participation by females
could be related to a lack of previous experience in digital gameplay by women (Grevelink, 2015).
Younger participants showed greater interest in the study. This observation might be explained by
youth having more digital gaming experience than older participants (Ferguson & Colwell, 2018).
This finding was consistent with Galgouranas and Xinogalos’ (2018) work, showing over 97% of
young people preferred playing digital games. Final analysis revealed that the participants had good
knowledge of cybersecurity subject matter, especially in social engineering. Females and males aged
41-49 scored the highest when compared to other age groups; however, no significant differences were
found between gender and age groups: t__. (120) = —1.456,p =.148, and tage(l20) =0.375,p=.709.

gender
Findings of Predictor Variables
Cognitive Engagement

The MDFE instrument was used to measure the effects of cognitive engagement in this study. Based
on regression analysis, both the threat appraisals and the coping were significantly predicted by
cognitive engagement. In this study, cognitive predictors were partially significant in the model and
other predictors (e.g., affective, behavior), but when the predictors were added together, cognitive
was significantly greater than affective and behavior (Y. Sheng, personal communication, April
2019). The bivariate correlations (Table 8) indicate that each predictor by itself is moderately and
significantly correlated with the intended behavior variables. In other words, there is a degree of
overlap between predictor variables, in which affective or behavioral engagement is absorbed by
cognitive (Azen & Budescu, 2003).

As a whole, Sentinel Office Security’s cognitive engagement activities (including the challenge,
graphics, and attainable goals) affected users’ intended behavior. Players explored an office to identify
cybersecurity threats and vulnerabilities in the game. During each session, several threat categories
were hidden in different spots (e.g., inside a file cabinet, under the mouse pad, and in drawers).
Therefore, players remained cognitively engaged in identifying and categorizing potential threats.
Consequently, cognitive features offered players a mechanism to enhance processing, decision making,
and learning (Lamb, 2013; Lamb et al., 2017).

Affective Engagement

The bivariate correlation in Table 8 shows that affective engagement (as a predictor) is moderately
and significantly correlated with the desired behaviors variables, with a degree of overlap between
engagement levels (Darlington & Hayes, 2017; Azen & Budescu, 2003). Because of their overlap,
it is difficult to distinguish between them (Y. Sheng, personal communication, April 2019). Two
causes may explain why cognitive engagement outweighed affective engagement. First, the number
of training sessions (i.e., total training time) might not have been sufficient to affect participants’
emotions. Byun (2012) and Loh and Sheng (2015) concluded that short playing times (less than 10
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minutes) and few sessions were insufficient to affect engagement or flow. Short playing times (with
only a few sessions) also did not reflect real-world practices since most players spend hours game
playing to satisfy their engagement and motivation needs in real life.

Second, the MDEF instrument might not have detected and measured affective engagement.
Bouvier et al. (2014) defined self-reports as providing first-person views and data to explain players’
emotions, intentions, and decisions during the learning experience. However, the method is not
without limitations, as Azevedo (2015) identified. These limitations included the inability to explain the
“sequences of actions” chosen by players and record what players thought about during games. According
to Kim et al. (2018) tracking instruments (e.g., eye trackers and heart monitors) could track affective
factors and detect players’ psychophysiological responses during gameplay. A second approach is the
“course of actions” methodology developed specifically for serious games analytics by Loh et al. (2016).

Even though affective engagement was not a significant predictor of the end-users’ intended
behavior in this study, one should still consider affective engagement factors for effective
(cybersecurity) training. Those players who achieved affective engagement (i.e., self-efficacy, personal
reflection) became fully immersed in the game - an essential step in gaining persuasive experiences
related to cybersecurity tasks and future goals (Lu & Lien, 2020). Therefore, the factors that might
have influenced affective engagement need further investigation.

Behavior Engagement

In terms of bivariate correlation (in Table 8), there is a certain degree of overlap between the multi-
dimensions of engagement, which makes cognitive engagement more significant than behavioral
engagement. (Y. Sheng, personal communication, April 2019). When testing users’ intended behaviors
as combined engagement levels (for both the coping and threat appraisals), behavioral engagement
was not found to be a significant predictor. There are two possible causes for this observation. First,
the MDFE behavior engagement questions measure social interaction preferences. Sentinel Office
Security was a one-player game without social interaction or teamwork. Therefore, certain players
might not have enjoyed the social interaction and may not have been satisfied. Schoenau-Fog and
Bjoerner (2012) argued that playing with others fosters social interaction. Participants in Schoenau-
Fog’s (2011) study expressed a sense of involvement with other players during online or console
games with multiple players. The playing experience can become an objective in and of itself through
multiplayer games. Schoenau-Fog (2011) suggests that players may keep playing and/or returning
to the game for social interaction.

Second, the MDEF questionnaire was not designed to track player behavior (decision-making,
cognitive activity, or problem-solving). Instead, player performances were captured by tracking their in-
game actions and navigational patterns. Before achieving immersion and the self-determination elements
(autonomy, self-efficacy, relatedness), players had to become involved in the games (Hallifax et al., 2021).
Game constructs and contextual environments (e.g., distractions) can cause players to adjust their playing
behaviors to gain control of the situation (Cheng & Tsai, 2020). By tracking players’ interactions over
time (Time_on_Task) and effort (Accuracy_Rate), we can gain valuable insight into players’ interactions,
behaviors, and performance in games. Serious games provide ‘in-process’ assessment tools that can
track learning progress. Currently, serious games are facilitated by software that collects gameplay data
and transmits it to remote servers (i.e., clouds), stored in a rational database (Loh, 2013). Researchers
could cluster and predict players’ behaviors using advanced data mining techniques.

We will need more investigation to better understand the factors that might have influenced
behavioral engagement. Future researchers might apply a behavioral engagement assessment to
track players’ performances (i.e., decision-making skills, cognitive abilities, and reasoning patterns).
Improved metrics reflecting the unique features of cybersecurity serious games (rather than the generic
metrics from other science fields) are required to meet this objective (Loh, 2015). One potential
methodology is the “course of actions” process (Loh et al., 2016) that was specifically aimed at
serious games analytics research.
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The Number of Assigned Training Sessions

Learning how end-user engagement levels change over time instead of over a single session can assist
practitioners in prescribing and implementing cybersecurity training. An independent sample t-test
was used to examine the statistical differences in engagement between unrelated groups in this study.
Groups A and B received three and five training sessions, respectively. The t-test revealed a significantly
different engagement pattern between the two groups (cognitive, affective, and behavioral).

The descriptive analysis in Table 10 shows that Group B had more engagement in the three
engagement levels (cognitive, affective, and behavioral) than Group A with three training sessions.
Participants’ engagement level increased with more training sessions assigned. Those players who
reached an optimal experience, which satisfied personal goals effectively, continued to play digital games,
Choi and Kim (2004) found. In the t-test and based on the definitions of each engagement level, players
who received more training sessions expressed that the cybersecurity game helped to improve their
observation skills, raise their level of attention (cognitive engagement), improve their level of enthusiasm
(affective engagement), and increase their social connections (behavior engagement). However, since
the t-test was a non-directional t-test, the researcher could not generalize the results to the rest of the
population. Further investigation is needed to identify the factors contributing to this outcome.

Additionally, repeating tasks over time maintains cognitive familiarity and influences the level
of automaticity to improve performance (Landers et al., 2017). In repeated training sessions, a novice
trainee can gain knowledge and skills to become proficient and competent. Training requires deliberate
practice to attain expertise (Loh & Li, 2016). Deliberate practice effect/phenomenon is also widely
documented in the expertise literature (Macnamara & Maitra, 2019; Fadde, 2012).

Few researchers specified how frequently end-users should receive cybersecurity training or the
appropriate number of training sessions. Leaders of the Information Sharing and Analysis Organization
(ISAOs, 2019) have recommended providing ongoing training for systems’ end-users because
cybercriminals changed tactics and new threats emerge daily. Leaders should implement periodic
security training sessions that include information on the latest phishing and social engineering attacks.

CONCLUSION

Cybersecurity serious games (and game-based training) are populated with engagement and motivation
features that can positively contribute to the learning process. We, therefore, expect a cybersecurity
serious game to affect users’ intended behaviors at all levels of engagement (cognitive, affective, and
behavioral). However, the findings in this study showed that only cognitive engagement, but not affective
and behavioral engagement, is a statistically significant predictor of users’ intended behaviors. We suspect
this has to do with the limitations of the self-reported instrument, which we discuss in the next section.

Moreover, this study showed a performance difference between the groups that were prescribed a different
number of training sessions. Prescription is an important aspect of instructional technology research; in other
words, the implementation process of prescribing the training is an important key to making the training effective.

Limitations

We believe that the self-reported instruments used in this study may have resulted in several limitations.
First, self-reported data has an inherent validity risk since the responses completely depended on the
veracity of the participants involved. While we tried to ensure an adequate sample size (determined
through G*Power) to establish an adequate power and effect size, any generalization of the findings
should be limited to the size of the population. The convenience and purposive sampling may also
limit the external validity of the findings. Future research could expand on the current study by
duplicating the research with different populations, samples, and contexts.

We suspect that the self-reported instrument may not be sensitive enough to “detect the signals”
in this study, specifically, the affective and behavioral engagement generated through playing Sentinel
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Office Security (Parry et al., 2021). Loh and Sheng (2014) recommended 1-2 hours per session as an
appropriate playtime for serious games research; this contrasts with many studies in the literature that
report only 15-30 minutes of gameplay. In this study, Sentinel Office Security can be completed in
under an hour due to its setting in an enclosed office. While the play duration is not too short (as with
15-30-minute games), it still fell short of the recommended timeframe of one to two hours. Hence,
it is possible that the game may not be long enough to generate the range of affective and behavioral
engagement needed for the instrument or that the self-reported instrument may not be sensitive
enough to detect the ‘weaker ‘engagement signals produced in less than one hour of gameplay. In
other words, the under 60-minute playtime may have contributed to a weaker signal; therefore, the
effects may not be well detected by the self-reported instrument.

Affective and behavioral engagement have both been proposed as crucial factors for learning
with serious games. However, this study found that only cognitive engagement, but not affective or
behavioral engagement, is a significant predictor of user-intended behavior. One explanation is that
the self-reported instrument may have been weak at detecting the signals of affective and behavioral
engagement. A better instrument or alternative data-collection methods may be needed to detect the
weaker signals properly. For example, researchers may consider employing psychophysiological
instruments, such as eye trackers, heart-rate monitors, and facial (emotion) recognition software
to better measure affective data. Similarly, automated user-tracking techniques, such as telemetry
(Zoeller, 2013) and Information Trails (Loh and Sheng, 2015), maybe more appropriately used to
trace players’ courses of action in serious games for behavioral engagement analysis.

Suggestions for Future Research

This study indicates that it may be easier to reach younger college males (who showed the greatest
interest in the games) than students of other age groups and females using serious games as the
instructional tool for cybersecurity training. Practitioners and trainees might use this finding to
implement future cybersecurity training, including targeting younger males for initial cybersecurity
rollouts. However, while 177 participants indicated their interest in participating in the study, only 122
(68.9%) completed the training successfully. This completion rate means that approximately 30% of the
students did not follow through, which may have difficulty attracting and enrolling users who are less
motivated in cybersecurity training, even when the training is offered in the format of a serious game.

Incorporating affective engagement (i.e., self-efficacy and personal reflection) into the design
of serious games is a much harder task than doing so for cognitive or behavioral engagement. Since
affective engagement was also harder to detect in short(er) playing durations, a future study may
need to prescribe longer or more training sessions to detect or amplify the weak(er) signal. It is also
difficult to assess affective engagement using a self-reported instrument. Game designers would also
do well to include cognitive-engagement activities and tasks in future cybersecurity serious games
to encourage learning and improve learning outcomes.

Even though behavioral engagement was also an important influencing factor for ensuring players’
involvement in activities, this study could not find any evidence to support behavioral engagement
as a significant predictor of user-intended behaviors in a cybersecurity serious game. In a future
study, designers of cybersecurity serious games may consider adding multiplayer experiences and/or
teamwork activities to cater to or satisfy players’ sense of autonomy and relatedness, a prerequisite
for behavioral engagement. It is possible that the self-reported instrument in this study may have
impeded the (weak) signal of behavioral engagement. Rather than reusing generic metrics from other
scientific fields to explain the unique features of cybersecurity serious games, it would be better to
create novel and improved serious game analytics to cluster players’ performances and even identify
learners for remediation or (re)training (Loh et al., 2015).

The multifaceted nature of engagement, cognitive, affective, and behavioral, provides a
comprehensive understanding of the learning process rather than just a single facet. These factors are
not isolated processes; rather, they dynamically overlap and are interrelated. In this study, cognitive
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engagement absorbed the effect of affective and behavioral factors. The self-reported analysis showed
that end-users’ engagement levels fluctuated over multiple playing sessions. Players in Group B (who
underwent more training sessions) showed greater engagement levels, heightening their observational
skills and increasing their conscious attention to the innovative cybersecurity scenarios.

Serious games that can attract players to engage in additional play sessions can satisfy the players’
engagement needs, be it cognitive, affective, or behavioral. More serious gameplay sessions not only
engage and immerse players in the training but could also increase the “time-on-task” of the players in
cybersecurity training, which would help master the subject matter and achieve automaticity. Knowing
how often to prescribe training and the length of instructions included in serious games training could
further save organizations time and resources, especially because serious games can be costly to produce.

This researcher concluded that the number of training sessions could influence engagement
levels. However, more investigation is necessary to reveal the factors or variables that might affect this
influence. This limitation represented a viable approach for future studies. Moreover, this researcher
did not collect enough demographic data on the participants to study these questions effectively.
Future researchers could pair the multi-dimensional engagement model with deep demographic
profiles to explore how the interface characteristics of digital games might interact with individual
differences. Especially noteworthy is the finding that cognitive, affective, and behavioral dimensions
were significantly and moderately correlated in this study. Future research should investigate whether
this is specific to the self-reported measures or the cybersecurity context.

The Sentinel Office Security along with Sentinel Email Security and Sentinel Social Media
modules were used to present the social engineering threat issues. However, future researchers may
consider other serious games with different scenarios and strategies (i.e., defense and offensive
strategies and attacker centricity) to present more complex and subtle information security issues,
which may target advanced computer security students or information security decision-makers (i.e.,
cybersecurity while traveling, password protection, and safeguarding data).

More Research About Engagement (and Not Motivation)

Our final recommendation is to divert the focus of future research to attend to engagement in serious
games (compared to the past focus on motivation). This aligns with Marcum’s (1999) proposal that
engagement would be a more appropriate theory for performance improvement than motivation theory,
particularly in training. Similarly, Merrill (2013) also advocated that instructional design should be
aimed at becoming more effective, efficient, and engaging. While engagement is often regarded
as closely related to (high) motivation, separating it from motivation theory, as Ge and Ifenthaler
(2018) suggested, certainly seems more appropriate for future research with serious games (as a type
of instruction). The larger question would be: Could engagement be systematically implemented to
change how instructional design occurs in the future, especially in a new era where games, simulations,
and virtual and augmented realities thrive? Moreover, this study showed a performance difference
between the groups prescribed different numbers of training sessions.

Prescription is indeed an important aspect of instructional technology research. In other words,
how to prescribe the training is an important key to making the training effective. When prescribing
cybersecurity training, it is recommended that more training sessions be included by providing
ongoing training for systems’ end-users, since cybercriminals are constantly changing tactics, and
new threats are emerging almost daily. We have made several recommendations for future studies to
incorporate data-analysis techniques to understand participants’ interaction and behavior in gameplay.
Incorporating analytical methodologies and processes into cybersecurity training using serious games
for detailed performance measurement would seem to be a wise next step.
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ENDNOTE
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