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ABSTRACT

VANET (vehicle ad-hoc network) is an emerging technology in today’s intelligent transport system. In
VANET, there are many moving nodes, which are the vehicle running on the road. They communicate
with each other to provide the information to drivers regarding the road condition, traffic, weather,
and parking. VANET is a kind of network where moving nodes talk with each other with the help
of equipment. There are various other things that also make VANET complete like OBU (onboard
unit), RSU (road aside unit), and CA (certificate authority). In this paper, a new PSO enable multi-
hop technique is proposed that helps VANET to select the best route and find the stable cluster head
and remove the malicious node from the network to avoid false messaging. The false can occur when
there is a malicious node in a network. Clustering is a technique for making a group of the same type
of node. This paper is based on PSO-enabled clustering and its importance in VANET. While using
this approach in VANET, it has increased the 20% packet delivery ratio.
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1. INTRODUCTION

Vehicle Ad-hoc Network one of the emerging technologies in the field of /7S (Intelligent Transport
System). There are two classifications of this network: MANET and VANET. VANET plays an
essential role in the area of ITS. A further category of VANET is V2V (Vehicle to Vehicle), V2I
(Vehicle to infrastructure) and Hybrid V2I and V2V both. This research takes advantage of this
communication. The main aim of VANET is to avoid the collision, share the traffic information and
efficiently manage the available resource. VANET vehicles communicate with each other to share
important information available. The vehicle is sharing information for communication with each other
for solving the purpose of an intelligent transport system. Figure 1 shows the VANET architecture.
It shows obvious how VANET communication takes place with the help of RSU, the Internet and
OBU, how these devices communicate with each other.
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Figure 1. VANET Architecture (Kumar et al.2018)
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2. CLUSTERING

Clustering is a method of grouping the vehicle based on some predefined metrics such as velocity,
density, and direction. Clustering is one of the control mechanisms in VANET. VANET is a MANET
subclass, and many of the clustering technique is derived from MANET for VANET. Clustering in
VANET has a highly dynamic topology that why most of the clustering algorithm is consider velocity
and direction as an essential parameter for clustering. Clustering is a technique where each Cluster
Head (CH) has a Cluster member (CM) and CG (cluster gateway). In clustering, each cluster member
can become a cluster head (CH), but one can become a CH due to some condition in the algorithm.

2.1 PSO (Particle Swarm Optimization)

PSO is a heuristic algorithm for optimization. IT was expected to work with a nonlinear persistent
optimization issue. It is a technique based upon swarm movement and intelligence enrage from the
social behavior of birds gathering. Flocking can acquire the optimal result in this algorithm ever particle
searches to scan the optimal solution with its speed. Every moving particle has an N-dimensional
space that appropriately modifies its flying (Kumar et al., 2018).

The PSO algorithm can understand deeply by described following step below

Randomly, instate the swarm with the level of the Earth heading confidential and independent
location vectors.

Providing a sensible vector of velocity to every practical available in network.

Tap and make record of the fitness of each people.

Verify the optimal implementation of molecules in the social market.

Update velocity and position vectors as shown in (6) and (7) for each particle.

Discrete the vector of the location.

If any available iota flies beyond the potential arrangement space, return the molecule to its best
possible and available solution before the time has come.
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e Repeat step 1 — 7 until the minute the most unmistakable number of cycles has hit (Limbasiya et
al., 2018).

3. LITERATURE REVIEW

After an initial overview of related work, we examine specific prior work related to the PSO algorithm
used in VANET. There are many types of research works based on PSO. Some of them are reviewed
in the literature.

Husnain et al. (2017) research work focuses on clustering in VANET. There is a Comparatives
study of PSO based algorithm. Several algorithms have been discovered and applied in VANET
clustering. The study of CL PSO and MOPSO has been done, and there is a comparative study based
on transmission range and number of clusters in the VANET environment. In class, the optimal number
of sets is found in the maximum transmission range.

Dhurandher et al. (2019) Proposed a geometric shape based PSO approach for Routing. GPSV
proposed technique uses the angle between the node and determines the best suitable route to transfer
the data. For the possible shape, simulation has been done in the GPSV protocol. Circular, sine, and
lane wave is used to test the swarm formation. Simulation and results are shown in throughput, end
to end delay, and packet delivery ration.

Rawat et al. (2017) Presented a security scheme based on IOV (vehicle of the internet). IOV is
one new current scenario technology. Since IOV provides multiple applications such as road safety,
traffic updates and infotainment through information transmission. The proposed work describes
data identification strategies for falsifying attacks with hashers to improve network protection and
efficiency. The suggested scheme also points out the clustering method for reducing traffic congestion
time. The proposed algorithm solution eliminates IOV attacks and produces a higher performance
with less delay.

Waheb et al. (2016) has suggested a centralized cluster head method for intrusion detection. The
cluster head tracks data for the cluster member node in the proposed job. The cluster administrators
are responsible for creating the IDS and gathered data to delete the malicious node from the VANET
network. If the malicious node is identified, this information is transmitted to other heads of clusters.
This strategy focused on cluster head dissolves due to the high mobility of VANET nodes. The
suggested scheme restricts each node’s obligations due to the cluster head base. The downside of the
proposed method is that this strategy has a low detection rate and high detection time in the dense
network, and additional CH debts often degrade the network performance.

Kosuke Ozera et al. (2018) proposes the Fuzzy-based cluster management (FBCMS) cluster
approach in VANET. Two models called FBCMS1 and FBCMS2 for clustering are provided in the
proposed architecture in VANET. This method mainly involves three points rpm, protection and relative
acceleration of the group input parameters to choose the cluster head. The FBCMS1 considers and
uses a new parameter called the connectivity standard in the solution. The FBCMS2 versions include
the fuzzy logic controller’s trapezoidal and three-way membership features. The consequence of the
suggested solution with a high GS, SC, RA value is the vehicle’s broad connectivity, and a stable
cluster head is chosen. And the FBCMS2 results higher as compared to FBCMSI.

N.Taherkhani et al. (2016) developed a centralized and localized congestion management
technique using the clustering approach to machine learning. Three units are working together to
solve the problem. This technique consists of three components: congestion management, data control
and channel congestion detection. The congestion management device uses a valid value parameter.
Data from various resources and filters are stored in the control unit and grouped using a machine
learning algorithm. Data congestion in the channel is observed in the congested detection unit. Then
the measured values are eventually transmitted to the surrounding vehicle by RSU. This proposed
scheme achieves improved performance over delay and packet error ratios.
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Khattab et al. (2017) QDA and Linear Discriminant Analysis defend VANAT from denial of
service (DOS) and black-hole attacks. The actions of the malicious node are paying a great deal of
attention. In the simulation, SUMO is created and supplied to NS2, a network simulator that provides
the result through trace files. The technique suggested is used to collect pathological node data such
as normal or abnormal. The method exposes the attack before it is produced.

The OLSR (optimized link state routing) was suggested by Abdel Waheb et al. (2013). It is one
of MANET’s renowned routing protocols. VANET QoS OLSR uses MPR (Multipoint Rely). MR is
used for retransmission of the network packet, a form of the constructive protocol where each node
has a path of each network node. In this overhead message protocol to keep the tracks, QOLSR is
proposed high later, as it selects the optimum route for choosing the wireless Adhoc protocol. Abdel
Wahab introduced other VANET QoS OLSR protocol in 2013. This protocol works for VANET as
it can find ways in a rapid restriction of a shift in topology

A sophisticated clustering algorithm is proposed by Clausen T et al. (2001) and A. Temurnikar
et al. (2020). The proposed work is based on PSO, which is used to create a stable cluster where four
modules operate on the algorithm, NS2 and SUMO are used for simulation. The algorithm results show
improved efficiency over the previous algorithm based on measured parameters such as production,
packet delivery ratio, end-to-end delay, energy usage and overhead routing.

The new technique of clustering, based on a weighted algorithm (SVWCA) for the VANET,
which is based on PDR (packet drop ratio), PMOR (packet modification rate), and PMIR (packet
misroute rate), was adopted by A.Temurnikar et al. (2013). Any node importance in the network is
calculated to identify a malicious node.

Trupil Limbasiya et al. (2018) proposed a secure authentication to measure total execution time
for the discrete attack. Dhiman et al. (2020) and Pandey et al. (2020) applied an H-REVA algorithm
based on the hypervolume concept. The result of the algorithm is better than the competitor algorithm.
More Recent work proposed by Mukesh Soni et al. (2018) for Detection of Sybil attack of the network.

Khekare el al. (2013) proposed a smart city framework for intelligent traffic systems that avoid
false messaging and provide actual traffic and weather conditions to drivers. Later on, Khekare et al.
(2014) proposed an emergency messaging system to avoid an accident and alert drivers by emergency
messaging. Kehekare et al. (2020) used an optimal path routing algorithm for VANET based on a
reinforcement learning algorithm.

Mukesh Soni et al. (2018) has proposed a security scheme for remote user identification Mukesh
Soni et al. (2021), given a lightweight message verification authentication scheme. Choudhary et
al. (2021) has proposed a safety feature in an automatic vehicle that help in accident time, provide a
location, and call to emergency number to save a life. Soni et al. (2021) also proposed a QUIC protocol
for fast navigation on the internet, which builds on UDP. Soni et al. (2018) has given a brief study
of the handle and simulate a large scale of Big data and also give the analysis of human movement
identification using Wi-Fi signal.

Kaur et al. (2020) introduced an optimization algorithm named Tunicate Swarm Algorithm
(TSA). This algorithm can solve real case study of search problem Garg et al. (2020), given a novel
approach based on a neural network to detect defected surface, which can also be applied for Vehicles.

Dehghnani, Gaurav et al. (2020) presented an optimized algorithm based on a heuristic population
named spring search algorithm (SSA), aiming to solve a critical problem related to single-objective
constrained optimization, and also worked on a Multi-objective Seagull Optimization Algorithm
(EMoSOA). This algorithm employs a dynamic archive concept, grid mechanism, leader selection,
and genetic operators to cache non-dominated Pareto solutions. Later on, the idea of security based
on face recognition is proposed, which can be used on VANET driver face recognition to check the
driver’s authority.

A novel HKN-RVEA and MoSEE algorithm was proposed by Gaurav et al. (2020), and the
various work of optimization like rat swarm optimizer is proposed by author MOSHEPO a hybrid
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Authors & Years | Parameter Calculated | Simulation tools Recent Modification in PSO
Manickavelu et Delivery ratio, delay, NS2 Algorithm for route recovery in
al. (2014) Packet drop Ratio MANET
Kairwartya et al. | Throughput and delay MOVE Multi objective Dynamic Vehicle
(2015) Routing
Yassine Hernaf et | Simulation Time, Radio | MOVE, NS2, ACO and PCO Algorithm
al. (2017) Propagation SUMO
Sadip Midya et Service Delay, Mean SUMO, NS3, A PSO optimized resource allocation in cloud
al. (2018) Square Error MATLAB Architecture
Deepak Traffic Density, End SUMO, NS2 Traffic aware Routing in urban using PSO
Rewadkar et al. to end delay, Fitness model
(2019) function
Akthar Husain et | Delivery ratio, delay, MATLAB PSO Optimized Geocast Routing in VANET
al (2020) Packet drop Ratio,
Throughput, Normalized
routing load

multi-objective is applied to solve economic load dispatch problem. In the future, these techniques
can be used in VANET to solve the critical issue.

Table 1 summarizes the related work base on PSO, which contributes to the VANET network. As
shown in the table, Manickavelu et al. (2014) have proposed a method for MANET route discovery.
Kairwartya et al. (2015) proposed a multi-objective dynamic vehicle algorithm that worked on the
MOVE simulator. Later on, Yassine Hernaf et al. (2017) proposed an algorithm base on ACO and
PSO simulated on MOVE, NS2, and SUMO. Sadip Midya et al. (2018) developed a PSO optimized
resource allocation protocol based on cloud architecture. Traffic aware Routing in urban using PSO
model suggested by Deepak Rewadkar et al. (2019) and PSO Optimized Geocast Routing in VANET
proposed by Akthar Husain et al. (2020). Various parameters results have been calculated to give the
best PSO based VANET algorithm.

4. PROPOSED METHOD

In existing work, every vehicle node sends the broadcast message to its nearby node vehicle to update
details in the regular interval by hello message by this every node update their information table at
regular intervals. Nodes can identify how much they are far from the hop. This mobility information of
the node helps the Cluster member to choose the CH (Cluster Head). In this, unique work is proposed
for the selection of cluster head based on PSO. A PSO enables a multi-hop approach that has been
set up. Its job is explained below in the proposed algorithm. The entire work process is defined in
the context of a proposed algorithm below (Fig 2).

We have tried to resolve the problem of clustering by devising this algorithm. In the proposed
algorithm, the first step to form the network and region division. In the next step, the energy coverage
area calculation of communication devices. Further probability calculation of network with dead and
without dead sensor. The cluster setup with the help of the PSO mechanism. A vehicle with Max g_best
Value selected as cluster head. Cluster head start the forwarding the data to RSU and nearby vehicle.

4.1 Proposed Algorithm
Step 1: Start
Step 2: Network formation
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Figure 2. Working of Proposed Method
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Step 3: Probability calculation with and without dead sensor
Step 4: Calculation of QoS and Distrust Value
Step 5:  Making List of Honest and Dishonest Vehicle

Step 6: Cluster set up with PSO
A: Initialize vehicle

B: compute fitness of each vehicle
(i) If present fitness value is superior the pbest then

Pbest = present fitness

(ii) gbest to greatest between all pbest
C: for each vehicle update position and velocity
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Step 7:  Vehicle with max gbest selected as cluster head
Step 8: CH start communication with RSU and CM (Cluster Member)
Step 9:  Stop

5. RESULTS AND DISCUSSION

For the simulation, the commonly used network simulator NS2 is used. Clustering V2V routing
algorithm based on PSO ins proposed to improve the efficiency of the network. The algorithm
comprises mainly three components first network formation, Probability calculation with and without
dead sensor, PSO optimization, and CH (cluster head selection). The vehicle’s different speed is
considered in the simulation, and the simulation scenario is given in Table 1. After a simulation
is performed, NS2 produces two files. Nam and.tr extensions. NAM files are used to visualize the
simulation in NS2, as seen in figures, while the simulation outcome is evaluated using the.tr file.
With the gnu plot, x graph, or other methods, the result can be plotted. However, awk scripts were
used to measure average throughput, average end-to-end delay, and packet transmission ratio for this
project. Thus, data are plotted using LibreOffice Calc. The simulation screenshot is shown in Figure
3, and Figure 4 is shown. Where PDR and throughput are calculated at a different speed. Various
speed of a vehicle is considered for Proof of the proposed work. Figure 5 and Figure 6 shows the
result calculated at a different rate in term of PDR and throughput. In Figure 5, PDR is calculated at
a different rate where the y-axis shows the PDR, and the x-axis shows time. In Figure 6, throughput
is calculated where the y-axis shows the throughput, and the x-axis shows the time.

5.1 PDR (Packet Delivery Ratio)

Packet Delivery ratio is ratio of data packets successfully delivered by total no of data packet generated.
Mathematically representation of Packet delivery ratio.

PDR= PD/PG (1)

Where PD= Total number of packets delivered successfully, PG= Total number data generated

5.2 Throughput

The VANET performance is successfully obtained byackets in terms of kbps. Mathematically, the
output can be represented as:

Throughput = SP/TL 2

where SP is the total number of packets transmitted successfully, TL is the timestamp recorded
in last transmitted packet.

To simulate realistic experimental conditions, we made the necessary adjustments, which are
shown in the Table 2. The simulation tools NS2 uses all mobile nodes with speed between 20m/s to
60 m/s using a network size of 1200mx600m.

Figure 3 is Initialization of Network on simulator NS2 where we have taken of 100 mobile nodes.
A proposed multi-hop PSO algorithm works on it.

In Figure 4, the is communication between the mobile nodes. A Cluster head chosen with the
help of PSO enables a multi-hop algorithm. It has been started to communicate with nearby nodes
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Table 2. Simulation Parameter

Parameter Value
Simulation tools NS2
Network Size 1200mx600m
Number Of Nodes 100
Simulation time 60s
MAC Protocol IEEE 802.11
Vehicle Speed 20,30,40,50,60 m/s
Protocol Used AODV
Figure 3. Initialization of network
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Figure 5. PDR Vs Time
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6. CONCLUSION

In this paper, a novel PSO enable multi-hop approach has been proposed for clustering and security
specially design for urban scenarios. NS2 simulator is used for simulation. SUMO allows to create
traffic and generate random traffic. SUMO is a good simulation tool for VANET. In the simulation
of proposed work, PDR and Throughput is calculated at a different speed to know robustness of the
network. The result of proposed work is having 20% improvement over the previous outcome. The
proposed method is used to overcome the existing problem and to enhance the performance of the
network.
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