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ABSTRACT

Cross-sitescriptingisoneofthenotableexceptionseffectingalmosteverywebapplication.Hence,
thisarticleproposedaframeworktonegatetheimpactoftheXSSattackonwebserversdeployed
inoneof themajor applicationsof the InternetofThings (IoT) i.e. the smart city environment.
Theproposedframeworkimplements2approaches:first,itexecutesvulnerableflowtrackingfor
filteringinjectedmaliciousscriptingcodeindynamicwebpages.Second,itaccomplishedtrusted
remarkgenerationandvalidationforunveilinganysuspiciousactivityinstaticwebpages.Finally,
thefilteredandmodifiedwebpageisinterfacedtotheuser.Theprototypeoftheframeworkhasbeen
evaluatedonasuiteofreal-worldwebapplicationstodetectXSSattackmitigationcapability.The
performanceanalysisoftheframeworkhasrevealedthatthisframeworkrecognizestheXSSworms
withverylowfalsepositives,falsenegativesandacceptableperformanceoverheadascomparedto
existentXSSdefensivemethodologies.
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1. INTRODUCTION

Urbanizationandmigrationrequireglobaldevelopmentofeconomic,social,institutionalandphysical
infrastructure.Consequently,itputspressureonthecity’sorganizationasrequestforresourceslike
education,healthcare,transportation,government,andsafetyexceedtheiravailability.Toovercome
theseissues,citiesarefocusingontheutilizationoftechnologyi.e.becoming‘smart’.Smartcities
(Ferraz&Ferraz,2014;Seth,2013)are thecities thatharness InformationandCommunication
Technologytoautomateandenhanceservicesforimprovingthelivingstandardoftheircitizensand
attainsustainabledevelopment.Thisconceptof“smartcities”istheoutcomeofthenewcomputing
paradigm,thatis,InternetofThings.Internethasbeenrisenuptothelevelwhereeverythingnearby
usisconnectedandturnsouttobepartofsomeformofnetwork.Informally,wecandefineIoTasa
networkformedbydevicescapableofgenerating,sendingandreceivinginformationrelatedtoany
business,accessesbyanyperson,anytimeirrespectiveofthegeographicallocation.Technology
shouldbeusedtomakecitiessmartintermsoftheservicesprovidedsuchassmarttrafficcontrol,

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonOctober1,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary21,2021inthegoldOpenAccessjournal,JournalofOrganizationalandEndUserComputing(convertedtogoldOpen

AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/
licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand

originalpublicationsourceareproperlycredited.

https://orcid.org/0000-0003-0766-0530


Journal of Organizational and End User Computing
Volume 32 • Issue 4 • October-December 2020

86

smartparking,smarthealth-care,smart transportation,smartcitymanagementsystemlikewaste
management,watermanagement,SmartStreetlightingandsoon(Hossain&Shamim,2018;Li,&
Daming,2019).Therefore,inanutshell,smartcitymeanseverythingisembeddedwithsensorsto
enablethemtointeractwiththeenvironment.Smartcitiescompriseofsomeofthemaincomponents
asillustratedinFigure1.Indeed,smartcityconcepthasgivenanewdirectionfornation’sgrowth;
nevertheless,fortheexchangeofthedata,itutilizesserverinfrastructurewhichbringssomemajor
challenges also. Cyber security is the biggest challenge because people share large amount of
informationcomprisingpersonalandprofessionalovertheInternet(Li,Jianzhong,2018;Almomani,
Ammar,2013;Parada,Raúl,2018;Drennan,Judy,2019).Therearenumerouscyber-attacksthathave
contaminatedwebapplication.

Figure2showsdetailedarchitectureofthesmartcityandalsoshowswhattypeofattacksare
launchedatwhichlayerinthearchitectureofsmartcity.ItmayincludeDDOS,phishing,XSS,SQL
injection,spammingetc.Codeinjectionvulnerabilitiesarethemostcommonanddangerousthreat
onInternet.ItincludesCross-SiteScripting(XSS)(Chaudhary,Gupta,&Gupta,2019;Gupta&
Gupta,2016a,2016b,2018b),SQLinjection,etc.XSSattack(Chaudhary,Gupta,&Gupta,2016;)
isatypeofcodeinjectionattackinwhichadversaryinjectsmaliciousscriptcodeintothesource
programofthewebapplication,triggersmaliciousactionslikecookiestealing,sessionhijacking,
dis-informationandsoon.Itcovers3types:PersistentXSS(Gupta&Gupta,2018d,2018e,2018f),

Figure 1. Smart city components
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ReflectedXSS(Guptaetal.2017a,2018c)andDocumentObjectModel(DOM)basedXSSattack
(Gupta,Gupta,&Chaudhary,2018a).

NumerousXSSdefensivesolutionshavebeenproposedbytheresearchersfordetectingand
alleviatingtheeffectofXSSvulnerabilitiesfromthedifferentplatformsofWebapplications.XSSFilt
(Pelizzi&Sekar,2012),aclient-sideXSSfiltercoulddiscovernon-persistentXSSvulnerabilities.
ThisfilteridentifiesandthwartsportionsofaddressURLfromgivinganappearanceinwebpage.
Thisfiltercouldalsodiscoverpartialscriptinsertions.XSSAuditor(Bates,Barth,&Jackson,2010)
isafilterthatrealizesequallyextraordinaryperformanceaswellashighaccuracyviajammingscripts
followingtheHTMLparsingandpriortoexecution.Thefiltercansimplyspotthecomponentsof
theresponsewhichareconsideredasascript.BIXSAN(Chandra&Selvakumar,2011)comprisesof
JavaScriptDetector,whichdiscoverstheexistenceofJavaScript,anHTMLparsetreeproducerwhich
isusedtodiminishtheinconsistentperformanceofwebbrowserandfortherecognitionofstatic
scripttagsforpermittinglegitimateHTMLsourcecode.ScriptGard(Saxena,Molnar,&Livshits,
2011)isacomplementarytechniquethatpresumesthecollectionofaccuratesanitizersandinjects
themtomatchtheparsingcontextofwebbrowser.

Anautomatedtechniqueproposedby(Livshits&Chong,2013)ofsanitizerplacementbystatically
analyzingthestreamofinfecteddataintheprogram.However,placementofsanitizerisstaticand
sometimes changes to dynamicwherever required. JSand (Agten et al., 2012) is a server-driven
JavaScript-basedsandboxingsupport,whichimplementsaserver-specificpolicyontheinjectedscripts
withnorequirementoffilteringormodificationofscripts.Thetechniquefacilitatesthedeveloperofa
websitetosafelyincorporatethird-partyscripts,withnorequirementofdisorderlyalterationstoboth
clientandserver-sideinfrastructure.XSS-Guard(Bisht&Venkatakrishnan,2008)isatechniquethat
detectsthecollectionofscriptsthatawebapplicationintendstocreateforanyHTMLwebrequest.
Thetechniquecreatesashadowwebpagetolearnthewebapplication’sintentforeveryHTTPweb
response,includingthelegitimateandexpectedscripts.Anydivergencebetweentherealgenerated

Figure 2. Architecture of smart city with possible threats
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webpageandtheshadowwebpagepointstowardsthepossiblescriptinclusions.However,main
issuewiththeseexistingtechniquesisthattheycannotsolvetheproblemofisolatingexecutable
untrustedJavaScriptcodefromtheremainingdataofHTMLwebpage.Moreover,thesearenotable
toeffectivelymakedistinguishbetweenvalidandinjectedJavaScriptcodeinthewebpage.Someof
theexistingtechniquesdemandsmajoralterationsintheexistinginfrastructureofWebapplications.

1.1. Key Contributions
Onthebasisoftheseissues,authorshavedesignedaframeworkbasedonvulnerableflowanalysis
and injection of trusted Remark statements in the web page. At the server-side, our framework
performs2mainfunctions:classificationofresponsewebpageintostaticanddynamicwebpage;
andinjectionoftrustedremarksstatementsatthebordersofvalidJavaScriptcodepresentinthe
webpage.TheseremarkshelpindifferentiatingmaliciousJavaScriptfromthevalidJavaScriptasit
includesfeaturesofvalidJavaScriptintheformofprotocolswithrandomlygeneratednonce.These
protocolsformthebasisofcomparisonbetweenJavaScriptcodestodetectXSSattack.Attheclient-
side,itdetectstheXSSattackbyapplyingdifferenttechniquesforstaticanddynamicwebpage.For
staticresponse,it,firstly,extractsscriptsandthenmakeacomparisonwiththeremark.Ifvariance
isfoundthen,itindicatesXSSattack.Fordynamicresponse,initially,itidentifiesvulnerablesource
bycompletingvulnerableflowanalysis.Then, itdeterminesthecontextof thismalicioussource
followedbyapplyingfilteringonitwiththehelpoffilteringAPIs.Finally,modifiedresponseweb
pageisdisplayedtotheuser.

1.2. Outline of this Paper
Therestofthepaperisorganizedasfollows:Insection2,wehaveintroducedourworkindetail.
Implementationandevaluationofourworkarediscussedinsection3.Finally,section4concludes
ourworkanddiscussesfurtherscopeofwork.

2. PROPOSED WORK

ThispaperpresentsahybriddefensiveframeworktoprotecttheInternetusersfromXSSattack,in
smartcityenvironment.Theserver-sideframework,initially,explorestherequestedwebapplication
toextractallthewebpagesofthatwebapplication.Then,itstaticallyanalyzesthecontentofthe
webpageandclassifiestheminto2types:dynamicwebpageandstaticwebpage,dependingonthe
presenceofinputfieldinthewebpage,respectively.Furthermore,itreturnsthedynamicwebpage
tothebrowserandinjectsremarkstatementsat thebeginningandendingofthevalidJavaScript
codepresentinthestaticwebpage.Thisisdonetoensuretheproperdiscriminationbetweenvalid
andmaliciousJavaScriptcode.Theclient-sideframeworkdynamicallyexecutesthetainttracking
toidentifythepartofthemaliciousinjectedstringusedinthesensitivefunctionsinthesourcecode
ofthedynamicwebpage.Then,itsubstitutesthetaintedstringvaluewiththetestingattackvector
toexploitXSSvulnerability.Ifattackissuccessfulthen,itfilteredoutthetaintedsourcewiththe
filteringAPIs.Inaddition,itchecksforthevalidityofremarksstatementinthestaticwebpageto
detectXSSattack.Thenextsub-sectiondiscussestheabstractoverviewofourframework.

2.1. Abstract Design View of the Framework
Theproposedframeworkworksinfourmainphases:1)staticallyclassifiesthewebpagesoftheweb
application;2)generatesremarkstatementscomprisingrandomlygeneratednoncesandfeaturesof
validJavaScriptcodeblock;3)checksforthevalidityofinjectedremarkstatements,attheclient-
side,todetectXSSattack.;4)dynamicallyperformsthetaintanalysisandperformsthefilteringon
thetaintedstringvaluewiththefilteringAPIs.Figure3elaboratestheabstractdesignoverviewof
ourframework.



Journal of Organizational and End User Computing
Volume 32 • Issue 4 • October-December 2020

89

ThisframeworkalleviatesthepropagationofXSSwormbyperformingtwomainmechanisms:
dynamictaintanalysisandremarkstatementsinjectionandvalidation.Payloadtesteraccomplishes
theclassificationofwebpagesintodynamicandstaticwebpages.Hereinafter,dynamicwebpage
undergoestaintanalysisprocedurewiththehelpofvulnerableflowidentificationcomponent.Exploit
generatorcomponentisusedtoidentifysuspiciouswebpagewiththehelpofinsertingtestingattack
payloadatthetaintsourcelocationandlaunchtheXSSattack.Ifattackissuccessfulthen,itfilters
themaliciousstringvalue.Otherwise,dynamicwebpageisfreefromXSSattack.Staticwebpages
areexaminedfortheidentificationofmaliciousinjectedJavaScriptcode.Thisisdonebyinjecting
remarkstatementsattheborderofthevalidJavaScriptcodeblock.Remarkvariancedetectorseizes
thewebpageand implementsanumberof tests todetectXSSattack.Firstly, it identifies ifany
JavaScriptcodeblockwithoutremarkstatementispresentornot.Ifpresentthen,itisconsideredas
injectedcodeandremovedfromtheresponse.Otherwise,ittestsforthevalidityofremarkstatements
comprisingrandomnonceandfeaturesofvalidJavaScriptcode.Ifanonceisincorrectthen,itis
declaredasinjectedcode.Otherwise,itmatchesthesuspectedfeaturesofJavaScriptcodewiththe
featuresincludedintheremarkstatements.Ifanydeviationisfoundthen,itisconsideredasinjected.
Finally,itchecksforthepresenceofanyduplicateremarkstatementstoidentifyremarkstatements
insertedbytheattacker.IfitidentifiesthepresenceoftheinjectedJavaScriptcodeintheresponse
then,itisremovedfromtheresponsewebpagealongwiththeinjectedremarkstatements.Figure4
highlightsthedetailedworkingprocedureofourframeworkintheformofflowchart.Hereinafter,
thenextsub-sectionhighlightsthedetailedillustrationofourframework.

2.2. Detailed Design View of the Proposed Framework
This section furnishes thecomprehensivearchitecturaldetailofourhybrid framework.Figure5
shows thedetaileddesignoverviewofourclient-serverXSSdefensive framework.Theoutlined
frameworkexecutesinfourhigh-levelphases:1)ClassificationofHTTPresponsewebpages;2)
Remarkgeneration;3)Remarkvalidation;4)Exploitationandfilteringphase.

2.2.1 Classification of HTTP Response Web Page
Thekeygoaloftheserver-sideimplementationistoefficientlyclassifythegeneratedHTTPresponse
webpageandinsertremarkstatementsatthebordersoftheJavaScriptcode.Thekeycomponents
whichimplementtheseoperationsare:InternalWebpageTracing,Webpageretrieval,Payloadtester.
2.2.1.1 Internal Web Page Tracing

Figure 3. Abstract design overview of client-server framework
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Itisaserver-sidecomponentthatimplementsscanningofthewebpagetoextractallthewebpages
oftherequestedwebapplicationandsavethemforthelaterprocessing.Oncethecliententersthe
requestedURL then, it inevitably crawls thewebapplicationwith thehelpof a selenium-based
crawler.Initially,ituprootsalltheinternalandexternalURIlinksfromtheresponsewebpageand
thenmakesarequesttoretrieveallwebpagesfromtheserver.

Figure 4. Flow chart of our proposed framework
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2.2.1.2. Web Page Retrieval
Itisaserver-sidecomponentwhichisresponsiblefortheextractionofrequestedwebpageoftheweb
application.Thiscomponentreceivesthelogprovidedbytheinternalwebpagetracingcomponent
asitsinput.Then,itcheckstherequestedURLtoidentifythespecifiedwebpageofwebapplication
asrequestedbytheuser.Finally,itextractsthewebpagefromthelogandsuppliedittotheother
componentforlaterprocessing.
2.2.1.3. Payload Tester
Itsmainaimistoclassifythewebpageintotwocategories:dynamicwebpageandstaticwebpage.
2.2.1.3.1. Dynamic Web Page
Webpagewhichcontainsanytypeofinputfieldsuchassearchbox,commentbox,formfieldsand
soon.Payloadtesterhasclassifiedthesewebpagesasdynamicbecauseusercanenteruntrusted
inputvalueintotheinputfield.Forinstance,webapplicationdemandingusertofillaformregarding
personalinformationviaawebpage.

Figure 5. Comprehensive design overview of our proposed framework
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2.2.1.3.2. Static Web Page
Staticwebpagesarethewebpageswhicharereadonly.Itdoesnotcontainanyinputfieldtoreceive
userinput.Forinstance,webpagecontainingaproductspecification.

Iftherequestedwebpagefallsunderthecategoryofdynamicwebpagethen,itisreturnedto
theclientforfurtherprocessing.Otherwise,staticwebpagesareforwardedtothetrustedremark
generationcomponentforlaterprocessing.

2.2.2. Remark Generation Phase
Thisisthesecondphasewhichreceivesstaticwebpage.Thekeymottoofthisphaseistogenerate
thetrustedremarkstatementthatistobeinjectedatthebeginningandendingofthevalidJavaScript
codeblock.Thisisdonetoensurethatatthetimeofexecutionattheclient-side,browserisableto
distinguishbetweenlegitimateandmaliciousJavaScriptcodeinjectedbytheattacker.Toaccomplish
this,firstly,weuprootallthelegitimateJavaScriptcodeembeddedinthewebpage.Then,itanalyzes
eachJavaScriptcodetofindouttheuniquefeaturesandembedthemintheprotocol.Theseprotocols
areinjectedintotheresponsewebpageatthestartingandendingofthevalidJavaScriptcodeblockin
theencryptedform.Thekeymoduleswhichperformthisfunctionalityare:TrustedRemarkgeneration
andencoding.Thesearedescribedbelow:
2.2.2.1. Trusted Remarks Generation
Thetrustedremarkstatementcomprisesofarandomlygeneratednonceandextractedfeaturesof
thevalid JavaScript codeembedded in the staticwebpage.These featuresarewrapped into the
protocolsanditinjectstheseprotocolsintheremarksstatementforexecutiontimecheckingatthe
client-side.Thismodulecomprisesthefollowingkeycomponents:ScriptExtractor,featureIdentifier
andProtocolGeneration.
2.2.2.1.1. Script Extractor
Itisaserver-sidecomponentwhichperformstwomainfunctionalities:first,extractionoflegitimate
JavaScriptcodeembeddedinthestaticwebpage.Second,injectionofinitialremarkstatementsat
thestartingandendingofextractedJavaScriptcodeblock.Toaccomplishitsfirsttask,itutilizes
HTMLparseri.e.HtmlUnit[34],toparsewebpageandextractJavaScriptcodeandstorethemina
separatelog.Tocompleteitssecondtask,itinsertstheinitialremarkstatement(comprisesofrandomly
generatednonce)intheextractedJavaScriptcode.Toachievethis,itmodifiesthelocationsinthe
sourcecodeofthewebpagewhereJavaScriptcodeispresent.Then,itstoresthemodifiedcode
intotheoriginalsourcecodeofthewebpage.Here,authorshaveexamine5caseswhereJavaScript
codemaybepresentinthewebpage:1)inlinescripts;2)scriptsinclusionviaremotesourcefile;3)
scriptsinclusionvialocalexternalsourcefile;4)scriptsinclusionviaeventhandlingcode;5)script
inclusionviaURLattributevalue.Table1explainthesecasesandalsoshowhowitinjectstheremark
statementsinitsinitialstage.Firstexample,showsainlinescriptinclusionwithmethodnamedas
documents.cookie(“ABC”).ItinjectsremarkstatementatthestartingandendingoftheJavaScript
codeblock.Initially,remarkstatementscompriseofarandomlygeneratednonce(a32-bitnumber)as
/*N1*/.RemotelyaccessibleJavaScriptfilecannotbemodified;therefore,itinjectsremarkstatement
with<script>tagtoconvertthemintoinlinescriptcode(example2).JavaScriptcodeincludedinthe
localexternalfileishandledseparately.So,noremarkstatementwillbeinjectedforthem(example
5).Thiswillreducetheoverheadofinjectingremarkstatements.
2.2.2.1.2. Feature Identifier
Itisaserver-sidecomponentwhichreceivesextractedJavaScriptcodelogasitsinput.Theaimof
thiscomponentistoanalyzeeachscriptinthelogtoidentifytheuniquefeatures.Theseidentified
featuresarethenusedfortheprotocolgeneration.ToinjectmaliciousJavaScriptcode,attackereither
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modifiestheJavaScriptfunctiondefinitionwrittenbytheprogrammerorinjectsafunctioncallto
maliciouslywrittenfunction.Forinstance,considerthecodesnippetasshownbelow:
<input type=”text” name= “username” value=”<%request.
getParameter(“U_name”)%>”>

Here,nofilteringmechanismisappliedontheusernamebeforeitisusedintheresponseweb
page.Thus, thisfield isvulnerable to theXSSattack.Suppose,anadversary injectsamalicious
function as: <script>alert(“document.cookie”);</script>. Therefore, the original code becomes
<input type=”text” name= “username” value=”<script>alert(“document.cookie”);</script>”>.
Consequently,whenbrowserrendersthisresponsethenattackergetscookieinformationoftheuser.
Therefore,functioncallandfunctiondefinitionpatternsareextractedoutfromthevalidJavaScript
code,asitsuniquefeature.Table2illustratessomeoftheexamplesrelatedtotheprobablefeatures
ofthevalidJavaScriptcodeincludingfunctioncallandfunctiondefinitionfeatures.Forexample,
firstexampledescribestheinbuiltfunctioncallasMath.pow(4,5),werepresenttheprobablefeatures
as{pow,2,4,5}.Itmeansfunction‘pow’has2parameters4,5.Similarlyotherexamplesareshown.
2.2.2.1.3. Protocol Generation
It is a server-side component which is responsible for the encapsulation of extracted JavaScript
features inprotocol.Theseprotocolsare thenincludedin the initial remarkstatement.This is to
ensure that legitimateJavaScriptpresent in theresponsewebpagecanbeproperlydistinguished
fromtheinjectedJavaScriptcodebycomparingtheirfeatureswithonesstoredinprotocol.Table3
describesthescriptcode,protocolgenerationandremarkgeneration.Protocolsarestoredbyusing
ProtocolID,type,nameandparamcount.Accordingtothenumberofparameters,paramfieldstores
theactualparameters.ModifiedremarksstatementcomprisesanonceandprotocolIDas/*N1,1*/.
Infunctioncalltype,insteadofparamcount,weuseargcountandargfields.

2.2.2.2. Encoding
Thisisthelastworkingcomponentattheserver-sideofourframeworkwhichpreservestheintegrity
oftheremarksstatementi.e.protocol.Ifrawformofremarkisexposedtobrowserthen,itmightbe
possiblethatanattackermodifiestheprotocolssothatitreflectsfeaturessimilartolegitimateone
butactuallyaremalicious.Toaddressthisproblem,wetransformprotocolsintoencodedformatand

Table 1. JavaScript code with initial remark statement injected with different source type

Source 
type

Code instance Code with initial remarks

Inline <script>
document.write(“ABC”);
</script>

<script>/*N1*/
document.write(“ABC”);
/*N1*/</script>

Script
call
(remote
site)

<scriptsrc=“http//www.example.com/exm.js”></
script>

<script>/*N1*/</script>
<scriptsrc=“http//www.example.com/exm.js”></
script>
<script>/*N1*/</script>

Event
Handling

<bodyonLoad=“alert(“ABC”);”>…..</body> <bodyonLoad=/*N1*/alert(“ABC”);”/*N1*/>…
</body>

URL
property
value

<ahref=“javascript:window.alert(“ABC”)”> <ahref=/*N1*/javascript:window.alert(“ABC”)
/*N1*/>

External
script
injection

<scriptsrc=“external.js”></script> <scriptsrc=external.js></script>
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thenembedthemintoremarkstatement.ItusesBase64encodingrepresentationtoachieveourgoal.
Itstoresallencodedprotocolsinjectedinremarkstatementintoarepositoryforprocessingatthe
client-side.Theseprotocolsaredecodedattheclient-sidebeforecomparisonoffeatures.

Allthe,aforementioned,phasesareimplementedattheserver-side.Intheentireprocessatthe
server-side,initially,weclassifytheresponsewebpageintodynamicandstaticwebpage.Ifweb
pageiscategorizedasdynamicwebpagethenitisforwardedattheclient-side.Otherwise,static
webpageundergoestrustedremarkstatementinjectionprocess.Then,modifiedstaticwebpageis
returnedtotheuser.

2.2.3. Remark Validation Phase
Heretofore,ourproposedframeworkhaseffectivelyclassifiedresponsewebpageandinjecttrusted
remarkstatementintostaticwebpage.Inthisphase,weperformtheanalysisofthestaticwebpage
todetectinjectedJavaScriptcodefortheidentificationofXSSattack.Thisphaseisaccountablefor

Table 2. Extracted probable features of the valid JavaScript code

Type Example Probable features

Inbuiltfunctioncall Math.pow(4,5) {pow,2,4,5}

Userdefined
functioncall

functionactive(a,b,c){..}; {active,3,a,b}

Nestedmethodcall
(userdefined)

pro(3,pro(6,7)) {pro,2,3,{pro,2,6,7}}

Nestedmethodcall
(inbuilt)

Math.pow(2,Math.min(3,4)) {pow,2,2,{min,2,3,4}}

Anonymousfunction
call

varX=pro(a,b){…}; {X,2,a,b}

Hostobjectmethod
call

VarID=document.getElementByName(“value”);
ID.innerHTML=“helloworld”;

{document.getElementByName,1,
value}

Table 3. Protocol generation with modified remark statement

Script code Protocol generation Modified remarks

<script>
varx=product(2,3);
</script>

<protocolID>1</protocolID>
<type>def</type>
<name>product</name>
<paramcount>2</paramcount>
<param>2</param>
<param>3</param>

<script>/*N1,1*/
varx=product(2,3)/*N1,1*/
</script>

<bodyonLoad=“active(a,b)”>…
</body>

<protocolID>2</protocolID>
<type>call</type>
<name>active</name>
<argcount>2</argcount>
<arg>a</arg>
<arg>b</arg>

<bodyonLoad=/*N2,2*/“active(a,
b)”/*N2,2*/>..</body>

<ahref=“javascript:window.alert
(document.cookie)”>

<protocolID>3</protocolID>
<type>call</type>
<name>window.alert</name>
<argcount>1</argcount>
<arg>document.cookie</arg>

<ahref=/*N3,
3*/“javascript:window.alert
(document.cookie)”/*N3,3*/>
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theauthenticationoftheremarkstatement.Thekeycomponentstoaccomplishthistaskare:Parser,
Scriptseparation,Decoding,andRemarkVarianceDetector.
2.2.3.1. Parser
Itistheclient-sidecomponentwhichreceivesthestaticwebpagewiththeremarkstatement.Itis
responsibleforconstructionoftheParsedTree(PT)correspondingtothatwebpage.Itistoensure
thatthebrowserrendersthewebpagecorrectly.Forinstance,considerthefollowingcodesnippet
as shown in listing 1. In the above example, untrusted user input is applied at S_GET(‘name’)
and$_GET(‘age’).TheparsetreegeneratedfortheabovecodesnippetisshowninFigure6.Each
nodeofthetreerepresentsHTMLtagsortext.Thistreewillbeprocessedtodeterminescriptnode
embeddedintothewebpage.

Listing 1.ExampleshowsvulnerableHTMLcodeproducedbyvulnerableserver.
<html> 
<body> 
<div name= “val” onClick= “my()”> Click Me!!! </div> 
<script> 
function my() { 
document.getElementByName(“val”).innerhtml= “hello” + “$_
GET(‘name’)” + “you are” + “$_GET(‘age’)” + “years old”;} 
</script> 
</body></html>

2.2.3.2. Script Separation
Thiscomponentisaclient-sideprocessinwhichparsetreeisprocessedtoidentifyallJavaScript
codewithinjectedremarkstatement.Asshowninlisting1,userprovidestheuntrusteddatabythe
$_GET[‘...’]variables.$_GETsupposedtoprovidethenameoftheuserwhoiscurrentlylogged
inand$_GETprovidestheageofthecorrespondinguser.Asnosanitizationprocedureisapplied
onthesevariablesandaredirectlyprocessedbythebrowser,so,thesearevulnerabletotheXSS
attack.Therefore,scriptsnodesmustbeseparatedfromtheresponsepage.Toeasethisproblem,it
searchesintheparsetreetocheckfortheopeningandclosingHTMLtags.Then,foreverycoupleof
JavaScripttags(<script>….</script>),itinspectseachuniquepathbetweenopeningandclosingtags
byusinggraphtraversalalgorithmsuchasDepthFirstSearch(DFS).Eachidentifiedpathrepresents
theJavaScriptcodethatthewebpagecodemightresult.Figure7illustratesthealgorithmusedfor
theScriptseparation.Thisalgorithmworksasfollows:Script_logisalogmaintainedtostoreall
possiblerecognizedJavaScriptcode includedin thewebpage.ThisalgorithmprocessesControl
FlowGraph(CFG)asfollows:

Itexamineseachnode(v)inthegraph(V,E)tocheckitscontent.Ifitis<script>tag,thenit
extractsthecontentofeachnodeinScript_logthatappearsduringthetraversalofuniquepath,until
anodewithcontent</script>isfound.Otherwise,ignorethecontentofthatnode.Finally,itoutputs
Script_logcomprisingofJavaScriptcodethatawebpagemightresult.
2.2.3.3. Decoding
Itisaclient-sideprocesstodecodethetrustedremarkstatementsinjectedatthebordersofthevalid
JavaScriptcodepresentinthestaticwebpage.Inthesecondphaseofourframework,weperform
encodingoftheremarkstatementtoensuretheintegrityoftheextractedfeaturesofvalidJavaScript
code,storedinremarks.Inordertoperformacomparisonbetweentheseknownfeaturesandscript
presentintheresponsewebpage,thereisaneedtotransformtheencodedfeaturesintorawform.
Therefore,thiscomponentperformsthereversibleprocessofencoding,attheclient-side.Encoding,
basically,buildsupamappingbetweencontenttypesfromthefeaturestoencodedvalueandstores
thesemappinginarepository.Indecodingprocess,thisrepositoryisusedtowhichperformreverse
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mappingi.e.encodedvaluetooriginalcontenttype.Thiscomponentwillproducedecodefeaturesof
thevalidJavaScriptcode,asitsoutputanditifforwardedtothenextcomponentforfurtherprocessing.
2.2.3.4. Remark Variance Detector
Itisaclient-sidecomponentwhichisresponsiblefordetectingthevarianceinthescriptfeatures
extractedatclient-sideandtheknownfeaturesofthevalidJavaScriptcodeextractedattheserver-
side.Itreceivestwothingsasitsinput:decodedfeaturesandextractedscriptcode.Then,itchecks
forwhetherscriptwithoutremarkispresentornot.Ifpresentthen,itisinjectedmaliciouscode.
Otherwise,itchecksfortheremarkvalidity.Ifnonceisinvalidthen,itisindicatedasinjectedcode.
Otherwise,itchecksforthevalidityoftheembeddedprotocols(i.e.comparethefeaturesstoredinit
withtheJavaScriptextractedfromtheresponsepage).Iffeaturesarevalidthen,responseisfreefrom
XSSattack,otherwise,itisconsideredasinjectedcode.Finally,iftheframeworkdetectedinjected
maliciousJavaScriptcodethen,itisremovedfromtheresponsewebpageandmodifiedresponse
webpageisdisplayedtotheuser.Ifnoinjectedcodeisfoundthen,frameworkremovestheremark
statementsfromtheresponsewebpageandresponseisforwardedtotheuser.Figure8represents
theentireworkingprocessofthiscomponentintheformoftheflowchart.

2.2.4. Exploitation and Filtering Phase
Thisisthelastphaseoftheframeworkattheclient-side.Theinputtothisphaseisthedynamicweb
page.Thekeygoalofthisphaseistoidentifythelocationofthetaintedsourceandthesensitive
functionwhere thisvalue isused (i.e.determine thevulnerablepoints in thesourcecodeof the
responsewebpage).Moreover,itperformsfilteringonthetaintsourcetonegatetheeffectofthe
injectedmaliciousscriptatthesourcepoint.Finally,filteredresponseisdisplayedtotheuser.The
keyComponentstoaccomplishtheentirefunctionalityofthisphaseare:DetermineVulnerableflow,
ExploitGeneration,andFiltering.

Figure 6. Parse tree generated for the code shown in listing 1
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2.2.4.1. Determine Vulnerable Flow
Thiscomponentisresponsibleforthedeterminationoftheflowofuntrusteduserdatafromsourceto
thesensitivefunctionpresentintheresponsewebpage.WebapplicationismarkedasXSSfreeifitis
possibletodecidetheoutputofwebpagestatically(i.e.staticJavaScript).Nevertheless,ifdynamic
JavaScriptisgeneratedbythewebapplicationthatgeneratestheimproperlysanitizedcontent,then,
attackercanutilizedthisvulnerabilitytoinjectsomemaliciouscode.Table4illustratesthevulnerable
sourceandsinkslocationsusedinourframework.Forexample,considerthefollowingcodesnippet
shownintheFigure9.Inthiscode,unameisdirectlyresultingfromtheparametervaluenameand
isoutputtouserdeprivedofanyvalidationmechanism.

Adversarymayexploit thisvulnerabilitybyinjectingmaliciouscodeatnameparameterlike
“<script>alert(document.cookie);</script>.Consequently, unamehold this JavaScript code and
browserrendersattacker’sprovidedcode.Hence,thiscomponentextractstaintedsourceandsink
informationas:taintsource(uname= request.getParametervalue(“name”)andtaintsink(document.
write(tag)).Thisinformationisforwardedtothenextstepphasetodeterminethecontextandanalyze
itforthepresenceofXSSloopholes.

Figure 7. Algorithm implemented for JavaScript separation
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2.2.4.2. Exploit Generation
Thismoduleexaminesthevulnerableflowtoidentifyvulnerablesourceandsink.Then,itgenerates
context-basedtestingattackpayloadthatcanbesimplyusedtoverifyvulnerablewebpages.It is
achievedin3mainsteps:MaliciousFlowDecomposer,ContextRecognizerandTestingPayload
injector.
2.2.4.2.1. Malicious Flow Decomposer
It is thecomponentwhich receives the logs thatcontains informationabout thevulnerable flow
presentinthewebpage.Itextractsthefollowingfromthelog:1)TaintSourcewhichcontainsthe

Figure 8. Flow chart showing the working process of the remark variance detector
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sourcetypeandthestringvalueinthesourceusedinsink.2)TaintSinkwhichdefinesthelocation
wherestringvaluesuppliedbytheattackerisusedintheprogram.3)TaintIDwhichistheunique
identifiertoidentifyeachvulnerableflow.4)TaintURLwhichcontainstheURLofthewebpage
inwhichvulnerableflowwasrevealed.
2.2.4.2.2. Context Recognizer
Thiscomponentisresponsibleforthedeterminationofthecontextofthevulnerablesource.Itaccepts
theinformationprovidedbythemaliciousflowdecomposerandthenusesittodeterminetheportion
of the web page where vulnerable string value is injected. Figure 10 illustrates the algorithm
implementedforthisstep.Thisalgorithmworksasfollows:Inputtotheabovealgorithmistheset
ofIDsofuntrustedsourceT_ID.Con_logisalogmaintainedtostorecontextofeachuntrusted
source. For each tainted source TI∈  T_ID, it attached a context recognizer CR in the form as
CI← (CR)TI.ThegeneratedoutputistheinternalrepresentationoftheextractedJavaScriptcode
embeddedwiththecontextrecognizerCRcorrespondstoeachuntrustedvariablepresentinit.After
this,itismergedwiththeCon_logasCon_log←CI∪ Con_log.ForeachCI∈Con_log,itgenerates
andsolvesthetypeconstraints.Here,Λ representsthetypeenvironmentthatperformsthemapping
oftheJavaScriptvariabletotheContextrecognizerCR.Inthepathsensitivesystem,variable’scontext
changesfromonepointtootherpoint.Thus,tohandlethisissue,untrustedvariablesarerepresented

Table 4. Vulnerable source and sink location

Taint source Taint sink

Location document.URI,window.location,location.
search,location.href,URL,document.
location,baseURI,location.hash

location.href,location.pathname,location.port,
location.protocol,location.search,location.assign,
location.replace,location.hash,location.host

Link href,media,rel,rev,type link.innerhtml,link.namespaceURI,link.toString,style.

HTML Iframe,image,body,div,audio,video,em,
form,input,style,var

InnerHTML,outerhtml,src,action,value,toString,
defaultChecked,checked,selectedIndex,rel,write,
writeln,script.innerhtml,textcontent.Crossorigin.

JavaScript Script,document,events. Src,eval,setTimeout,setInterval,baseURI,document.
URL,document.cookie,document.scripts,onClick,
onLoad,onChange,onMouseOver.

Storage Cookie,localStorage,sessionStorage Cookie,localStorage,sessionStorage

History - Current,next,previous,length,toSring

Window - defaultStatus,status,location,frames,innerHeight,
innerWidth,localStorage.

Figure 9. Code snippet
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throughthetypingjudgmentsasΛ  e:CR.Itindicatesthatatanyprogramlocation,ehascontext
recognizerCRinthetypeenvironmentΛ .Finally,allCIvariableshavebeenassignedthecontext
dynamicallyandproducethemodifiedlogCon_logasoutput.Thisstepprovidestaintedsourcewith
theiridentifiedcontext,inwhichbrowserinterpretsit.
2.2.4.2.3. Testing Payload Injector
Toexploitthevulnerabilitypresentinthewebpage,itsubstitutesattackvectorattheplaceoftainted
string.Testingattackvectormustbe injectedaccording to thecontextof the taintedstring. It is
achievedwiththehelpofavailablerepositoryofXSSattackvector.Then,thismodulevalidatesthe
successfulexecutionoftheinjectedattackvector.Ifattackissuccessfulthen,TaintedIDandTaint
Sourceinformationisforwardedtothefilteringmodule,otherwise,webpageisnotvulnerableand
isreturnedtotheuser.
2.2.4.2.4. Filtering
ThiscomponentacceptsthetaintSourceandtaintedIDinformationasitsinput.Itappliesfiltering
onthetaintedstringpresentatthetaintSourceinthewebpage,withthehelpofFilteringAPIs.This
isdonetohalttheexecutionofinjectedmaliciousstringandtriggersmaliciouseffects.Figure11
showsthealgorithmprocessedforthecompletionofthefilteringprocess.Theworkingprocedureof
thisalgorithmisexplainedbelow:AlgorithmtakesCon_logasitsinputwhichstoresidentifiedcontext
ofalluntrustedJavaScriptvariable.FAPI_libistheexternallyavailablelibrarywhichstoresfiltering
APIscorrespondingtoeachmaliciouscontext.T_IDisthelistcomprisingtheIDsofeachtainted
source.ForeachUntrustedSource(i.etaintedvalue)TI∈T_ID,itextractsthecontextofTIasXI
fromtheCon_log.Then,itidentifiesforthecorrespondingFilteringAPI,fromtheFAPI_lib,with
matchingcontextandstoresitinFI.ItappliestheidentifiedfilteringAPIontheTIandstoreresult
intotheYI.ItthenmergesYIwithFAPI_libasFAPI_lib←YI∪ FAPI_lib;finally,itembedsall
sanitizedvariableintotheHTTPresponseandproduceHTTPresponsefortheuser.

3. IMPLEMENATION AND PERFORMANCE EVALUATION

Authorshaveimplementedtheirworkinjava,formitigatingtheeffectofXSSvulnerabilitiesfromthe
testedsuiteofreal-worldwebapplications.Initially,Authorshavemanuallyverifiedtheperformance
oftheframeworkagainstavailableXSSattackrepositories(HTML5SecurityCheatSheet,RSnake,
2008,TechnicalAttackSheetforCrossSitePenetrationTests),whichincludesthelistofoldandnew
XSSattackvectors.VeryfewXSSattackvectorswereabletobypasstheframework.Authorshave
utilizedHtmlUnit(HtmlUnitparser)toinjecttheinitialtrustedremarkstatements.Toinjectremark,
itmodifieslocationswhereJavaScriptcodeispresent(i.e.inline,eventhandling,etc.)andstorethe
modifiedsourceprograminformationinMySQLdatabase.ToextractthefeaturesofvalidJavaScript
code,AuthorshaveusedRhino(RhinoJavaScriptparser)JavaScriptparser.

3.1. Experimental Evaluation
AuthorshavecategorizedtheXSSattackvectorsintofourmaincategoriesi.e.CharacterEncoding
Scripts (CES), Embedded Character Tags (ECT), Event Handlers (EH) and HTML Quote
Encapsulation(HQE).Table5illustratestheattackpatternsofthesecategoriesofXSSattackvectors.
TheobservedresultsofourframeworkonfiverealworldHTML5webapplicationscorresponding
tochosencategoriesofXSSwormshasbeenshownintheFigure12-16.

AuthorshavealsocalculatedtheXSSdetectionrateofourframeworkbydividingthenumber
ofattacksdetected(i.e.#ofTruePositives)tothenumberofXSSattackvectorsinjectedoneach
individualHTML5webapplication.Table6highlightsthedetectionrateofallfivewebapplications
w.r.t.individualcategoryofXSSworms.ItisclearlyreflectedfromtheTable6thatOsCommerce
andBlogItobservedoverallhigherpercentagedetectionrateinallthefourcategoriesofXSSworms.
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Inthenexttwosub-sections,authorshaveevaluatedtheperformanceanalysisoftheframeworkby
applyingtwostatisticalanalysismethods:F-ScoreandF-test.

Figure 10. Algorithm implemented for the context recognizer
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Figure 11. Algorithm for filtering process

Figure 12. Observed results on Simplecms



Journal of Organizational and End User Computing
Volume 32 • Issue 4 • October-December 2020

103

Table 5. Categories of XSS worms with their pattern examples

XSS Worm 
Category

Explanation Script Example

CES Thetechniquesofcharacterencodingareutilizedfor
exemplifyingadatabaseoftypescriptsthroughcertain
encodingsystem.Suchtechniquesareutilizedforcalculation,
datastoring,andbroadcastofdocumentedinfoandcouldbe
utilizedforexploitingnumerousattacks.

%253cscript%253ealert(document.
cookie)%253c/script%253e

ECT Thiscategoryofattackisgenerallyembeddedinsidethe
normalsyntaxofJavaScriptcode.

<IMGSRC=”jav&#x09;ascript:alert(
‘XSS’);”>

EH Thesearenon-compulsorysystemcommandsintheformof
scripts,whichonlyexecutewhenanalterationisobservedin
theservicestate.

<inputonBlur=”alert(‘xss’)”
type=”text”>

HQE ThiscategoryisgenerallyusedforexploitingtheXSSattack
onwebapplicationsthatpermit“<script>”tagbutnot
“<SCRIPTSRC...”

<scriptsrc=”data:text/
javascript,alert(1)”></script>

Figure 13. Observed Results on OsCommerce
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Figure 14. Observed Results on WebCalender

Figure 15. Observed Results on PunBB

Figure 16. Observed Results on BlogIt
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3.2. Performance Analysis using F-Score
Authorshavepresenteddetailedperformanceanalysisofourframeworkbyconductingastatistical
analysismethod (i.e.F-Score).Theanalysis conducted reveals thatour frameworkexhibitshigh
performanceas theobservedvalueofF-Scores inall theplatformsofHTML5webapplications
is0.9.Therefore, theproposedframeworkexhibits90%successrate inall thefiveHTML5web
applications.Table7highlightsthedetailedperformanceanalysisofourwork.

Precision=
TruePositives TP

TruePositives TP False Positives FP

( )

( ) ( )+


Recall=
TruePositives TP

TruePositives TP FalseNegatives FN

( )

( ) ( )+


FalsePositiveRate(FPR)=
False Positves FP

False Positives FP TrueNegatives TN

( )

( ) ( )+


FalseNegativeRate(FNR)=
FalseNegatives FN

FalseNegatives FN TruePositives TP

( )

( ) ( )+


F-Score=
2

2

( )

( )

TruePositives

TruePositives FalseNegatives False Posit+ + iives


Table 6. Detection rate (in %age) of HTML5 web applications

Web Applications CES ECT EH HQE

Simplecms 88.8 86.8 88.0 86.3

OsCommerce 91.6 94.7 92.8 91.0

WebCalender 86.1 89.4 88.0 88.6

PunBB 88.8 86.8 85.7 88.6

BlogIt 88.8 86.8 92.8 88.6

Table 7. Performance analysis by calculating F-Score

Web Application Total # of 
TP

# of 
TN

# of 
FP

# of 
FN

Precision FPR FNR Recall F-Measure

SimpleCms 160 140 6 9 5 0.939 0.6 0.034 0.965 0.952

OsCommerce 160 148 2 4 6 0.973 0.67 0.038 0.961 0.927

WebCalender 160 141 8 6 5 0.959 0.428 0.034 0.965 0.962

PunBB 160 140 4 7 9 0.952 0.478 0.087 0.939 0.945

BlogIt 160 143 6 6 5 0.959 0.5 0.034 0.966 0.913
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3.3. Performance Analysis Using F-Test Hypothesis
InordertoprovethatthenumberofXSSwormsdetectedislessthantothenumberofXSSattack
vectorsinjected,weusetheF-testhypothesis,whichisdefinedas:

NullHypothesis(H0)=NumberofXSSwormsdetectedisequaltothenumberofXSSattackvectors
injected.(S12=S22)

AlternateHypothesis(H1)=NumberofXSSwormsinjectedisgreaterthannumberofXSSattack
vectorsdetected(S12<S22)

Table 8. Statistics of XSS Attack Vectors Applied

# of Malicious Scripts Injected 
(Xi)

(Xi - µ ) (Xi - µ )2 Standard Deviation 
S1 = 

( ) / ( )Xi N
i

N

− −
=
∑ µ 2
1

1

1 1

158 2 4 3.162

160 4 16

156 0 0

154 -2 4

152 -4 16

Mean(µ )= Xi N/∑ 1 =156 ( )Xi
i

N

−
=
∑ µ
1

1
2=40

Table 9. Statistics of XSS attack vectors detected

# of JS Attack Payload Detected 
(Xj)

(Xi - µ ) (Xi - µ )2 Standard Deviation 
S2 = 

( ) / ( )Xi N
i

N
� ��

�
� 2

1

2
2 1

150 1 1 3.316

154 5 25

148 -1 1

148 -1 1

145 -4 16

Mean(µ )= Xi N/∑ 2=149 ( )Xi
i

N
��

�
�

1

1
2=44
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ThelevelofSignificanceis(α=0 05. ).ThedetailedanalysesofstatisticsofXSSattackworms
appliedanddetectedareillustratedintheTables8and9.AnalysisusingF-testisshowingbelow:

NumberofXSSWormsInjected(#ofObservation(N1))=5
DegreeofFreedom(df1)=N1-1=4.
NumberofXSSWormsDetected(#ofObservation(N2))=5
DegreeofFreedom(df2)=N2-1=4.

WecancalculateF-Testas:FCALC=S1
2/S2

2=[(3.162)2/(3.316)2]=0.9092
ThetabulatedvalueofF-Testatdf1=4,df2=4andα = 0 05. is

F
( , , )df df1 2 1−α =F(4,4,0.95)=6.3882

ItisalreadyknownthattheNullhypothesisiscorrectifthetwovariancesareequalandcondition
FCALC<F

( , , )df df1 2 1−α isfalse,however,inthiscase,sinceFCALC<F(4,4,0.95)istrue,therefore,thealternate
hypothesis(H1)istruethatmeansthenumberofXSSwormsdetectedislessthannumberofXSS
attackvectorsinjectedandanydifferenceinthesamplestandarddeviationisduetorandomerror.

3.4 Limitations of our Work
Thissectiondiscussedaboutsomeofthelimitationsofourwork.

• VulnerabletoClickJackingandPhishingAttacks:Initially,theattackvectorcouldutilizethe
capabilitiesofClickJackingorPhishingattacksforstealingsensitivecredentialsofuser.(e.g.
user-id,password,etc.).Thisisbeyondthescopeofthiscurrentwork.Secondly,itcanalsobe
arguedthatastheattackvectorsareexecutingunderthelicenseofwebsite,thisisconsidered
aneasywayfortheattackvectortoexploitsuchattacks.

• VulnerabletoDrive-byDownloadWorms:Finally,thisframeworkisalsoexposedtoworms
likeKoobface,whichtransmitthebinariestothewebbrowserofvictimbyutilizingdrive-by
exploits.Thiscategoryofattackisalsobeyondthescopeofthiswork.

Table 10. Comparison of existing work with our XSS defensive work

Techniques 
Parameters XSSFilt XSSAudior BIXSAN ScriptGard Livshits Jsand XSS-

Guard
(Present 

work)

AM Active Active Passive Passive Passive Passive Passive Active

MP Dynamic Static Static Static Dynamic Static Static Dynamic

TOXH Reflected Reflected Stored Reflected Reflected Stored Reflected Reflected,
Stored

Ttrac ✗ ✗ ✗ ✗ ✓ ✓ ✓ ✓

CRW ✗ ✗ ✓ ✗ ✓ ✗ ✓ ✓

APPR ✓ ✓ ✓ ✓ ✓ ✗ ✗ ✗

PSID ✓ ✗ ✗ ✓ ✗ ✗ ✗ ✓

SCM ✓ ✓ ✓ ✓ ✓ ✓ ✗ ✓

SCMod ✓ ✓ ✓ ✓ ✓ ✓ ✗ ✗
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3.5 Comparative and Strengths of the Proposed Work
ThissectiondiscussesthecomparisonofourframeworkwiththeotherrecentexistingXSSdefensive
methodologies.Table10comparestheexistingXSSdefensivemethodologieswithourworkbased
onnineusefulperformanceparameters:AM:AnalyzingMechanism,MP:MonitoringProcedure,
TOXH:TypeofXSSWormHandled,Ttrac:TaintTracking,CRW:CodeRewriting,APPR:Automated
Pre-ProcessingRequired,PSID:PartialScriptInjectionDetection,SCM:SourceCodeMonitoring
andSCMod:SourceCodeModifications.

Inaddition,recognitionofmaliciousscriptmethodsissimplyevadedbymostofthetechniques.
Moreover,lotofpre-processingisrequiredintheexistingframeworkofwebapplicationsfortheir
successfulexecutionondifferentplatformsofwebbrowsersaswellaswebapplications.Mostof
theexistingworkreliesontheconceptofexactJavaScriptinjection;however,theycouldnotableto
detectthepartialinjectionofXSSworms.

ThisframeworksimplyisolatestheuntrustedJavaScriptcodefromtheactualdatabyexecuting
theprocessofcoderewriting,thatisnothandledbymostoftheexistingXSSdefensivetechniques.
Inaddition, theproposedframeworkexecutestheruntimemonitoringontheJavaScriptcodefor
determining thedependencybetween the taintedsourceandsinkfunctions in theprogramcode.
Moreover,contextofuntrustedvariablesembeddedinsuchcodeisdetermined.Now,here,insteadof
performingcontext-sensitivesanitizationonsuchvariables,ourframeworkperformsthedeepstring
analysisonsuchvariablesfortrackingtheirtaintedflow.Theexaminationoftaintedvariableswill
becarriedoutinordertodeterminewhetheritmayfunctionasvulnerablepointornot.Theexisting
workperformsthecontext-sensitivesanitizationonsuchvariables.

4. CONCLUSION

Digitalization in every aspect of life demands more technological advancements for providing
informationanytimeanywhere.Thismaterializesthevisionofmakingcities“smarter”.Undoubtedly,
thisdevelopmentinducesmultiplebenefitstothepeople;nevertheless,itbringstolightmultiple
threatslikeXSS.Therefore,thispaperdescribedatechniquetoprotectusersfromXSSattack.This
isachievedthroughclassifyingresponsewebpageintostaticanddynamicwebpages.Staticweb
pagesareprocessedbyinjectingandverifyingtrustedremarkstatementstodetectpersistentXSS
attack.Moreover,itaccomplishesvulnerableflowanalysisfollowedbyfilteringoftaintedstring,for
determiningXSSattackindynamicwebpages.Authorshaveimplementedtheframeworkusingjava
developmentframeworkandhasevaluateditsdetectioncapabilityonfivereal-worldwebapplications.
Theresultsrevealedlowfalsenegativeratewithtolerableperformanceoverheadduetoinjection
andremovalofremarks.
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