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ABSTRACT

Thisarticlereflectsonfreedomofexpression,privacy,ethicalandsocial responsibility, in
thecontextofsocialnetworks,inthecontextoftheexperienceofdemocracyincyberspace.
Itasksquestionsaboutensuringtheprotectionofprivacy,freedom,andautonomyofinternet
users in the internet environment. It identifies national and international legislation that
guarantee the right to privacy and the protection of citizens’ personal data. It reviews the
literatureontheconceptofethicsandsocialresponsibility,indemocracy,inthedigitalage,
associatingthisdomainofknowledgewiththeconceptofprivacy,freedom,andethicaland
socialresponsibility,inthecontextofsocialnetworks.Thearticlediscussestheconceptsthat
guidethis themeandthataredirectly involvedwithrelateddomains.It isalert to theneed
forethicalandlegalprotectionofthedigitaldataofinternetusers,aimingattheautonomous
safeguardingoftheirdigitalidentities.
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RESEARCH THEME AND PRoBLEM

FreedomofSpeech,Privacy,EthicalandSocialResponsibility,inDemocracy,intheDigitalAge,
areinherentrightstoallhumanbeings,regardlessofrace,creed,sex,nationality,ethnicity,language,
religionoranyothercondition.Assuch,rightsarenotmerelyprivilegesgranted,byotherhuman
beings,but rights inherent to the statusof thehumanbeing,and for this reason, theycannotbe
restrictedatthewhimofsomeone.

Humanrightsareanintegralpartoftheessenceofman,andfundamentally,asasocialand
gregariousbeing,theyhaveadeterminingroleinmaintaining,harmonizingandsafeguardingfreedom,
peaceandjustice,amongindividuals,sothattheyfeelprotectedfromabuse,suchasdiscrimination,
intolerance,injustice,oppressionandslaverythatcanariseinthiscoexistence,aswellasfeeling
willingandfreetoassumethedignityofhumanbeings.
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GoALS

ThisarticleaimstopresentageneralpictureoftheevolutionoftherighttoFreedomofExpression,
Privacy,EthicalandSocialResponsibility,inDemocracy,intheDigitalAge,beingextremelysensitive
tothebehavioralchangesofsociety.Recognizingprivacy,asavolatilelegalobject,thearticleseeks
todemonstratethatthecontext,inwhichthesubjectsoftherighttoprivacyareinserted,isessential
foritseffectiveness.

Deductively,theworkstartsfromthefirststepsoftherighttoprivacy,asanautonomousfigure,
reaching the current interpretation by the organs of power. The text demonstrates the negative
dimensionoftherighttoprivacy,thatis,theonethatprotectstheprivacyandprivacyoftheindividual,
againsttheintrusionsofpublicpowerandothercitizens,andthepositivedimension,wheretheStateis
obligedtoimplementadministrativeandlegislativemeasurestoguaranteecitizens’privacy,protecting
themfromtheactionsofothercitizensandtheStateitself,especiallyintechnologicalcircles.

APPRoACH METHoDoLoGy

Thecomplexityandturbulenceoftheinformationandknowledgesocietyhavetakeninterdisciplinarity
andtransdisciplinaryintoconsideration,asprocessesessentialtothedevelopmentandinnovation
ofsciencesandtechnologies.Theimplementationoftheseconceptsinsomeareasfaceschallenges
thatgothroughnotonlytheverypolysemyoftheseterms,butalsotherigidvisionsarisingfromthe
verydominantdisciplinarytrainingandtradition.

Itisnecessarytounderstand,throughatheoreticalreview,thehistoryoffundamentalhuman
rights,throughhistoricalreferencedocuments;apsychosocialanalysisoftheconceptsofFreedom
andPrivacy;theregulatoryframeworkinwhichtheyfit;theInternet,asaplatformforexercising
rightsandfreedomsandtheassociatedproblems;digitaldata,thetrailofpeople;thesurveillance
ofcitizens;thesocialengineeringofPower;onlinesocialnetworksandspacesoftrustandconflict.

Itisadescriptiveandanalyticalapproach,seekingtoknowandanalyzetheexistingcultural
andscientificcontributionson thesesubjects,basedon thereviewof theexisting literature.The
researchwasstructuredbasedonthesystemicapproachforunderstandingtheproblemsofFreedom
ofExpression,Privacy,EthicalandSocialResponsibility,inDemocracy,intheDigitalAge.

FUNDAMENTAL CoNCEPTS

Freedom of Expression
Communicationisafundamentalprocessforhumaninteraction.Untiltoday,thereisnocertainty
abouthowprimitivemenbegantocommunicatewitheachother,whetherbyshouting,whetherby
grunting,whetherbygestures,orbythecombinationoftheseelements.Itisalsothroughitthathuman
beingsacquireawarenessofthemselvesandothers,internalize,produce,reproduceandtransmitto
others,throughlanguage,thebehaviors,values,norms,andtheirmeanings,insocietyandculture,
inwhichitisinserted.

Thecommunicationalprocesstakesplacethroughlanguage,namelythroughexpression,oraland
written.Ithasbeendiversifying,overtimeandspace,inventingnewchannels,fromrockpaintings,
drumsounds,smokesignals,paper,telegraph,telephone,radio,television,andtodaywiththeinternet,
itallowsmencommunicatewitheachotherinafasterandeasierway.

Communicationisthebasisofinteractioninthehumanrelationship,anditisalsothefoundation
oftherighttofreethoughtandfreeexpressionofman.Freedomofthoughtandfreedomofexpression
aretwoassociatedrights,sincethetwocomplementeachother.However,bothhavefreedom,witha
somewhatdifferentnature.Freedomisaconceptthatcontains,anoptionorwillandaconstraint,the
conflictwiththefreedomofanotherperson.Oneperson’sfreedomendswhenanother’sfreedombegins.
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Thinkingcanbedefinedastheactofthinking,becomingaware,reflectingormeditating;faculty
toconceive,tocombineandcompareideas;particularactofthemind,theresultofwhichisreflection;
wayofthinking;opinion,pointofview;actofmeditatingandfantasizing.Thought,givenitsrational
andexclusivenatureofman,isamanifestationofhumansubjectivity,aphenomenonreservedforthe
individual’sownmind.Inthiswayitcanbeconsideredorrepresented,asanon-actioninthesense
thatitdoesnotdirectlyaffectothers,except,whenmanifestedorexpressed,byacommunication
action(speaking,writing,acting,etc.).

Theexpressionisaconcreteaction,acommunication,anobjectivemanifestationofthought,
sincethenatureof theinteractionisalwaysinrelationto theother, that is, theexpressionis
theexternalandobjectivemanifestationofourthought,aboutothers.Freedomofexpression
isnotabsolute,becauseitcanbelimitedinitsaction,wheninitsfullexerciseitrunstherisk
ofcollidingwithotherindividualfreedoms,namely,therighttohonor,moralintegrity,image,
goodnameandreputation.

Freedomofexpression is the rightofanyone to freelyexpresspersonalopinions, ideasand
thoughts,withoutfearofretaliationorcensurebythegovernmentorothermembersofsociety.Itis
afundamentalconceptinmoderndemocracies,inwhichcensorshipdoesnotexist(Cabral,2010).
Freedomofthoughtandexpressionarethetwomainvectorsofrepresentativedemocracies,whichare
inharmonywithotherrights:therighttoinformation,therighttocontestinsofaras,forcitizensto
participateinchoosingagovernment,theyhavetotobeabletoaccessinformationorideas,expressed
publicly-publicopinion,contestthem,ifthatistheirwillandmaketheirjudgment,aboutthemin
ordertobeabletomakeachoice,namelyachoiceinthecontextofelections.

Freedomofexpressionisalegallyprotectedrightindemocraticsocieties,infact,itlegitimizes
them,beingprescribedinarticle19ofthe1948UniversalDeclarationofHumanRights.Everyone
hastherighttofreedomofopinionandexpression,whichimpliestherightnottobedisturbedby
theiropinionsandtoseek,receiveanddisseminate,regardlessofborders,informationandideasby
anymeansofexpression.(UniversalDeclarationofHumanRights).Everyonehastherighttofreely
expressanddisseminatetheirthoughtsbyword,imageoranyothermeans,aswellastherightto
inform,toinformthemselvesandtobeinformed,withouthindranceordiscrimination.

Privacy
Theconceptofprivacywasborninancientphilosophy,withthedistinctionsbetweenthepublic
and private domains. In ancient Greece, the interest of the state was superior to the private
interest.WiththedeclineofGreekpoliticallife,aftertheMacedonianinvasion,thephilosophical
interestshiftedfrompublictoprivatelife,thusvaluingthecitizen’sintimacy.Withthedecline
offeudalsociety,inwhichisolationwastheprivilegeofafew,privacybegantobeextendedto
all,asanelementtopromoteequaltreatment,betweencitizensandsocialparity.InAmericaand
Europe,untilthefirsthalfofthe19thcentury,thedefenseoftherighttoprivacywasconfused
withthatofprivatepropertyandhonor,butfromthesecondhalfofthe19thcenturyonwards,
theprotectionofprivacytookonnewshapes.

Inthe20thcentury,technologicalinnovationsbroughtaboutsuddenchangesintheconceptof
privacy,raisingtheriskofbreach.Thedesiretoobtaininformationaboutpeoplehasgrown.(Navarro,
2014)In1948theAmericanDeclarationoftheRightsandDutiesofManappeared,international
protectionoftherighttoprivacy,whichinArticle5,providesthefollowing:“Everyonehastheright
totheprotectionofthelawagainstabusiveattacksonhishonor,yourreputationandyourprivateand
familylife”.Second,Sampaio,(1998),inthesameyear,wasapprovedbytheGeneralAssemblyof
theUnitedNationsonDecember10,theUniversalDeclarationofHumanRights,whichenunciated
initsart.12,that“noonewillbetheobjectofarbitraryinterferencewiththeirprivatelife,family,
homeorcorrespondence,norattackson theirhonoror reputation.Everyonehas the right to the
protectionofthelawagainstsuchinterferenceorattacks”.
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Ethic
AccordingtoDuMont(1991),ethicsaimstoestablishprinciplesofhumanbehaviorthathelppeople
choosealternativeformsofaction.Theseconsiderationsleadtodefinitionsofethicsandmorals,
promptingustorefertodeontologyasthestudyofthecodesorethicsoftheprofessions.Targino
(2006,p.135)statesthatthedefinitionsofethicsoriginatefromthe“Greektermethos,asetymology
suggests, it is the part of philosophy that deals with the reflection on customs, encompassing
guidelines”.Whilethemoral“Latintermmoresreferstoactsandcustomsperse,thatis,thesetof
objectivenormsofconduct,changeableintimeandspace”.

According to Sá (2007), the word ethics is sometimes associated with the sense of morals,
butnotalwaysinanappropriateway.Ithasalsobeenunderstoodasthescienceofhumanconduct
towardsbeinganditsfellowbeings,tostudytheactionofmenandtheirconsiderationsofvalue.In
thisresearch,weemphasizeitsimportanceforlegalprofessionals,highlightingethicalperformance
inthecontextoftoday’ssocietyand,especially,abouttheirsocialresponsibility.

Withaviewtothetheoreticalfoundationofthestudy,weapproachthethemeofprofessional
ethicslinkedtothecodeofethics,studiedbydeontologywhich,accordingtoTargino(2006,p.135)
“comes from the Greek deontos, duty; logos, discourse or treatise, etymologically equivalent to
treatiseorscienceofduty”.

Social Responsibility
ForDuMont(1991),socialresponsibilityisanethicalconceptthatinvolvesnotionsofchange,ofhow
humanneedsmustbemet.Inaddition,theauthoremphasizestheinterestinthesocialdimensions
oftheinformationservice,whichhastodowithimprovingthequalityoflife.Organizationsaround
theworldhaveconsideredthemselvessociallyresponsibleforseveraldecades.Socialresponsibility
hasgainedmoreprominencesincethe1990s,withagreaterinfluenceofsociety,inthemediaand
NGOs,thatis,intheorganizationalworld.

Apparently,therewasaneedtogiveapositivecorporateimage,inordertomakeupforlosttime.
Despitethedebatesandtheconceptbeingwidelyused,socialresponsibilityisstillconfusedwith
welfare,whichassumesapersonalcharacterrepresentedbydonationsorthecreationofphilanthropic
foundations,asCajazeiras(2006,p.13)sees,“anotherconceptionofsocialresponsibilityverylinked
totheideaofdonation-thephilanthropicphase”.

Socialresponsibilitysurpasses theparadigmofassistance,whichinacertainwaylimits the
performance, repercussionandmonitoringbysociety.Thischange isdue to industrialadvances,
globalizationandtheintenseflowofinformationandtechnologies,causingthedegradationofquality
oflife,theintensificationofenvironmentalproblemsandtheprecariousnessoflaborrelations.As
aresult,societybegantodevelopattitudestosolveitsproblemsandthehighechelonstoadhereto
socialresponsibility,oftenunderpressurefromtheconsumercode.

Thus,thesocialresponsibilityofjudicialinstitutionsisdirectedtoactinanethicalandtransparent
manner,withattitudesthatreverttoimprovingthequalityoflifeofthecitizensinwhichtheyare
inserted,evenmitigatingenvironmentalproblems(Veloso,2006).Actingwithsocialresponsibilityis
notjustactingintheinstitution’smarketing.Itisgoingbeyondintereststhataimatpersonalorgroup
interests,becauseanyinstitutionthatconsidersitselfresponsible,musthavethecapacitytoattend
theinterestsof thedifferentparties-state,collaborators,serviceproviders,citizens,community,
government,institutionsandenvironment.

Democracy
Democracy is the political regime in which sovereignty is exercised by the people. The word
democracy comes from the Greek demokratía, which is composed of demos (meaning people)
and kratos (meaning power). In this political system, power is exercised by the people through
universalsuffrage.Itisagovernmentregimeinwhichalltheimportantpoliticaldecisionsarewith
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thepeople,whoelecttheirrepresentativesthroughthevote.Itisagovernmentregimethatcanexist
inthepresidentialsystem,wherethepresidentisthegreatestrepresentativeofthepeople,orinthe
parliamentarysystem,wherethereisthepresidentelectedbythepeopleandtheprimeministerwho
makesthemainpoliticaldecisions.

Democracyisagovernmentregimethatcanalsoexist,intherepublicansystem,orinthe
monarchical system, where there is an indication of the prime minister who really governs.
Democracyhasprinciplesthatprotecthumanfreedomandisbasedontheruleofthemajority,
associatedwithindividualandminorityrights.Oneofthemainfunctionsofdemocracyisthe
protectionoffundamentalhumanrights,suchasfreedomofexpression,religion,legalprotection,
andopportunitiestoparticipateinthepolitical,economic,andculturallifeofsociety.Citizens
have theexpressrights,and theduties, toparticipate in thepoliticalsystemthatwillprotect
theirrightsandtheirfreedom.

Theconceptofdemocracyhasevolvedovertime,andfrom1688,inEngland,democracy
was based on freedom of discussion within parliament. According to some 18th century
philosophers and thinkers, democracy was the people’s right to choose and control the
governmentofanation.Insomecountries,theevolutionofdemocracyoccurredveryquickly,
asinthecaseofPortugalandSpain.Despitethis, thisrapidevolutionhascreatedpolitical
insecurity.IncountrieslikeEnglandandFrance,aslowevolutionofdemocracyhasresulted
inthedevelopmentofstablepoliticalstructures.

SocialdemocracyisthedesignationofpoliticalpartiesandcurrentswithMarxisttendencies
thatarosebeforeWorldWarI.ThistypeofpoliticalideologyisbasedonMarxismandprinciples
suchasequalityandsocial justice,solidarityandfreedom.Socialdemocracyproposedachange
incapitalistsociety,usinggradualandneverrevolutionarymethods,accordingtothenormsofthe
parliamentaryanddemocraticsystem.

AncientGreecewasthecradleofdemocracy,where,mainlyinAthens,governmentwasexercised
byallfreemen.Atthattime,individualswereelected,ordrawsweremadefordifferentpositions.In
Atheniandemocracy,popularassembliesexisted,whereproposalswerepresented,andfreecitizens
wereabletovote.

Racialdemocracyisdirectlyrelatedtotheproblemofracismanddiscriminationandsuggests
thatBrazilhasmanagedtodealwithandresolvetheseproblemsinawaythatothercountries(such
astheUnitedStates)havenot.Racialdemocracyaddressestherelationshipsbetweendifferentraces
andethnicitiesinBrazil.Democracycanbedirectorpuredemocracy,whenthepeopleexpresstheir
willbydirectvote.Representativeorindirectdemocracy,thepeopleexpresstheirwillbyelecting
representativeswhomakedecisionsontheirbehalf.

Themaindifferencesbetweendemocracyanddictatorshipare:

• Model of elections:Indemocracy,electionsaredirect,thatis,thepeoplethemselvesvote.In
dictatorship,electionsareindirect,inwhichgovernorsarechosenthroughanelectoralcollege;

• Type of State:Indemocracy,thetypeofStateisdemocratic,whileinadictatorshiptheState
isauthoritarianandtotalitarian;

• Division of powers:Indemocracy,thereisadivisionofpowers.Thelegislature,theexecutive
andthejudiciaryfunctionindependentlyfromeachother.Inthedictatorship,thepowersare
concentratedinthehandofasinglepersonorgroup;

• Protection of rights:Ademocraticstateprotectsandensurestherightsofcitizens,inaddition
toconstantlylegislatingnewrights.Inadictatorship,rightsareoftenviolated;

• Popular demonstrations: Popular demonstrations are common in democracy, considering
freedom of expression. A dictatorial government often uses censorship to prevent popular
demonstrations,newsoranytypeofcommunicationcontrarytoitsideals.
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THEoRETICAL-METHoDoLoGICAL FRAMEwoRK FoR RESEARCH

Freedom, Privacy and Justice in the Digital Age
In1873theAmericanJudgeCooleydefinedprivacyas:“Therighttobeletalone”,orasaperson’s
righttobeleftalone,tobealone.(Silveira,1997).Thisrightwouldincludetheimmunityofpeople
inthefaceoftheactionofreporters,photographersorpeoplewhouseany“modern”devicesfor
recordingorreproducingsoundsandimages.LawrenceLessing,acontemporaryscholaronthesubject,
definesprivacyaseverythingthat“istheproductofarelationshipbetweeneverythingthatcanbe
monitoredorinvestigated,andallthelegalprotectionsandstructuresusedtohinderthismonitoring
and/orinvestigation”(Finkelstein,2011).

TheAmericanFederalConstitutiondoesnotprivilegetheRighttoPrivacy.Onlyafewstate
constitutions,suchasAlaska(1972),Arizona(1912),SouthCarolina(1970),safeguardtherightto
intimacyandprivacy.BearinginmindthattheAmericanjudicialsystembelongstoCommonLaw,
courtdecisionsmakelawbetweentheparties,withtheRightbeingguidedbyintimacy.Thereare
severaljurisprudentialmanifestationsonthelimitofaccesstoAmericanprivatelife,amongthem:
ThefirstcaseistheemblematicGriswoldv.Connecticut,381U.S.479(1965),inwhichitwasasked
towhatextentthegovernmentcouldinterfereintheintimatelifeofacoupleinordertodecideon
contraceptivemethods.

WilliamDouglas(1898-1980),affirmedthatmanyoftherightsandguaranteesnotexpressly
providedforintheBillofRightscouldbeextractedhermeneuticallyfromthe“penumbras”formed
by“emanations”thatflowedfromotherprotectionsoftheConstitutionitself,havingemergedthe
“righttoprivacy”(righttoprivacy)thatwasnotexpressedintheAmericanConstitution.Arthur
Goldberg (1908-1990) countered, saying that the introducedAmendment allowed the expansion
ofotherrightsthanthoseexpresslyenshrinedintheconstitutionaltext.Thus,theStatecouldnot
interveneinsexuallife,norinthedeprivationofintimacy.AnotherimportantcaseoftheRightto
PrivacyisreportedbyStanleyv.Georgia,394U.S.5574in1969.Inthiscase,the“rightofintimacy”
wasfurtherexpanded.Thepolice,armedwithacourtorder,enteredRobertStanley’shomeinsearch
ofevidencethathewas“gay”.Thepolicefoundthreepornographicfilms.Stanleywasconvictedof
possessionofobscenematerial.

ThurgoodMarshall(1908-1993),alludestotheAmericanidealof“thesearchforhappiness”
andinvokesLouisBrandeis’famousvote(1856-1941)inOlmsteadv.UnitedSates,277US438,478
(1928),whenitsynthesizesthe“rightofprivacy”,as“therighttobealone”,“themostcomprehensive
ofrightsandtherightmostvaluedbycivilizedmen”(themostcomprehensiveofrightsandtheright
mostvaluedbycivilizedmen).TheStatewasnotdeniedthepowertoregulateobscenity.But,no
doubt,thispowerdidnotreachtheindividual,inhisownhome.Violatedtherightofprivacyremained.

ThethemethathasfrequentlyagitatedtheAmericancourtsistherightofthepresstodivulge
factsaboutpeople’sprivatelives.Itisoftendifficulttoreconcilepressfreedomwiththeindividual’s
righttoprivacy.TheSupremeCourthasunderstoodthatifthefactreportedwasobtainedthrough
apublicsourceandnarratedwithveracity,itisconstitutionallysupportedbyfreedomofthepress.
Thereisaprecedentthathasservedasaguideforthecaseofdisclosingtruthfulinformation,of
publicinterest:CoxBroadcastingCorp.v.Cohn,420U.S.469(1975).

In1971,inacityinGeorgia,a17-year-oldgirlwasrapedandmurdered.Statelawprevented
themediafromdisclosingtherapevictim’sphotoandname.AWSB-TVreporterobtainedacopy
ofthefilefromacourtofficialandreleasedthedata.Thevictim’sfather,basedonstatelaw,fileda
lawsuitdemandingpunishmentandcompensation.IntheSupremeCourt,byamajority,thelawof
theStateofGeorgiawasdeclaredunconstitutional.Therighttofreedomofthepressprevailedover
thevictim’srighttoprivacy.

AccordingtoByronWhite(1917-2002),inhisexplanationofvotehestressed:“Thenewsbythe
mediaisanimportantsourceforcitizenstobeabletoinspectgovernmentalactivity”.Ontheother
hand,inthespecificcase,theinformationwasalreadypubliclyregistered.Thelimitsoftherightto
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privacyareconstantlybeingtested.InJanuary2012,theSupremeCourtunanimouslyruledthatthe
installationofGlobalPositioningSystem(GPS)trackersinthevehiclewasunconstitutional,without
theowner’sconsentorjudicialauthorization,forthepurposeofmonitoringthedriver’smovements
bythepolice,aswellassuchasinstallingacomputerprogramthatdetectsillegalfilesonthecitizen’s
computer,withouttheinvestigatedcitizennoticingtheinvestigation.

AccordingtoBrandão,(2013),Theproblembetweentherighttoprivacyandthenewinformation
andcommunicationtechnologiesisnotuniquetocontemporarytimes.WhenWarrenandBrandeis
(1890)wrotethearticleTheRighttoPrivacy,theirconcernwaswiththenewtechnologiesofthe
time,suchascamerasandbignewspapers.

The Constitution of the United States of America (1787) “is the oldest written National
Constitutioninuseandthatdefinesthemainbodiesofgovernment,theirjurisdictionsandthebasic
rightsofcitizens.”(ABriefHistoryofHumanRights-TheConstitutionof theUnitedStatesof
America(1787)andtheBillofRights(1791).

TheFrenchDeclarationofHumanRightsemergedinthecontextofgreatpoliticalandsocial
upheaval,undertheEnlightenmentinfluenceofnaturalrightsandRenaissanceideasthatevoked
equalityamongallhumanbeings,callingintoquestiontheoldideals.TheBillofRights(1791)“...
protectsfreedomofexpression,freedomofreligion,therighttokeepanduseweapons,freedom
ofassemblyandfreedomofpetition.”(ABriefHistoryofHumanRights-TheConstitutionofthe
UnitedStatesofAmerica(1787).

AccordingtoBrandão(2013),in1974FederalPrivacywaspublished,afederallegislationthat
startedtogovern,withintherestrictedscopeoffederalgovernmentagencies,themanagementactivities
ofstoredpersonaldata,allowingthedisclosureofindividualinformationwithsomerestrictionsand
expandingtheinterestedparty’saccesstopersonaldata(rightofaccess),includingforthepurpose
ofrequestingtheirchange(rightofrectification).Agenciesareobligedtofollow,amongothers,the
principlesofcollecting,onlyinformationessentialtotheiractivities,ofpublishingnewsaboutthe
natureandstructureofthedatabase,intheFederalRegisterand,notkeepinginformationabout,how
thepersonexercisestheirindividualrights.

AccordingtoCamara,(2014),inAmericanlaw,theproblemofthepotentialviolationofthe
provisionsof theprivacyprotection lawin theelectronicmedia, theElectronicCommunications
PrivacyActof1986(“ECPA”),hasbeenthesubjectofintensedebate.InthecaseofGoogle,the
AdSensetechnologyassociatedwithGmailemailmessageswouldnotbecompatiblewiththerules
ofthelaw,relatedtocrimesofelectronicinterceptionandunauthorizedaccesstocontentstoredon
theInternet.Thejurisprudence,however,seemstohavelittledepthonthetopic,supportingthenon-
applicationofECPArules,todatastorageservicesinelectroniccommunication.Thus,theargument
wastakentotheextreme,messagesreceivedandsentandtemporarilystoredonGmail’sserverswould
beexcludedfromthescopeofprotectionofthelaw,aboveallduetotheprivacyofuserslocatedin
differentNorthAmericanfederatedstates.

AccordingtoLucca,(2008),inMarch2004,Googlestartedtestingitselectronicmailservice,
“G-Mail”,becomingthecenterofcontroversiesinthedebateonprivacyandprotectionofdataand
personalinformationofinternetusers.ThiscontributedtothefirstlinesofstatelawsintheUnited
Stateson“onlineprivacy”,theCaliforniaonlinePrivacyProtectionActof2003.

AccordingtoLucca,(2008),todaytheUnitedStateshasstatelaws,suchastheForgetfulness
Act,inwhichthepostagemustberemovedfromtheair,ifrequired,butnotallStateshaveadhered
tothislaw.Inturn,theNorthAmericanChamberofCongressapproved,inApril2014,thebillfor
informationsharing,thecontroversialCyberandProtectionAct(Cispa)orHS-35.Cispaallowed,
withPresidentBarackObama’sapproval,companiestohandoverconfidentialdatatothegovernment,
withoutamandate,withoutanonymity,without judicial review.This law isnotonlybindingon
Americancitizens,butonallcountries,sinceallcomputeruserswhohaveanyrelationshipwith
NorthAmericancompanies,usingitsservices,thanks
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AccordingtoLucca,(2008),todaytheUnitedStateshasstatelaws,suchastheForgetfulness
Act,inwhichthepostagemustberemovedfromtheair,ifrequired,butnotallStateshaveadhered
to this law.For itspart, theNorthAmericanChamberofCongressapproved, inApril2014, the
bill for informationsharing, thecontroversialCyber andProtectionAct(Cispa)orHS-35.Cispa
allowed,withPresidentBarackObama’sapproval,companiestohandoverconfidentialdatatothe
government,withoutamandate,withoutanonymity,withoutjudicialreview.Thislawisnotonly
bindingonAmericancitizens,butonallcountries,asallcomputeruserswhohaveanyrelationship
with North American companies, using their services, free or paid, may have their private data
collected,submittingtoCispa.

Information Ethics Territory
The ethical aspects in communication, especially the development of the ethical dimension of
InformationCompetence,mustknowthefundamentalaspectsthatinvolvetheconceptsofethicsand
morals;therelationshipbetweenethicsandinformation,aswellastheethicsofinformationandthe
actionsandpracticesthatconstitutethemeswithethicalandmoralimplicationswithininformation
activities.Thefollowingaspectsarepresentedtobeanalyzed:

• Conceptualaspectsofethicsandmorals;
• GeneralconceptsonInformationEthics;
• Accessanddemocratizationofinformation;
• Privacy,securityandconfidentialityofinformation;
• Intellectualfreedom,freeexpression,freedomofaccessandcensorship;
• Ethicscommittees.

Itisimportanttoinformthatthethemesmentionedheredonotcoverallsubjectswithintheethical
interfaceandinformativeactivities.However,weapproachthosethatweconsidermostsignificant
forthetheoretical-technicalframeworkoftheprofessionalwhodeals,daily,withtheethicalaspects
proposedbyourstudy.

Conceptual Aspects of Ethics and Morals
Ethicscanbeunderstoodasastudyorascientific,philosophicalortheologicalreflectiononhuman
behavior,accordingtotheanalysisofValls(1994).Thebreadthsurroundingtheunderstandingof
theconceptionofethicsiswhatmakesitunderstood,ascomplex.Ethicsisatheoreticalconception,
whichinvestigatesthemoralbehaviorofwomenandmeninsociety.Itguaranteestheimportance
ofthescientificapproach,withitsconcepts,hypothesesandtheoriesaboutmoralproblems,which
bringstolightitsobjectiveofstudy:themoralofhumanfactsandacts.

Ethicsseeninthelightofrationalityandobjectivity,generatesnewknowledgethat,inturn,must
besystematic,methodical,measurableand,wheneverpossible,verifiable.Ethicsloadshistorical-social
experiencestoexaminemoralpractices.And,fromthatstartingpoint,whichseekstounderstandand
determinetheessenceofmorality,itscriteria,itsprinciplesanditschanges(SánchezVásquez,1975).

According toSánchezVázquez (1975), studiesonethicscanbedivided into fourdoctrines,
throughouthistory:

• Greekethics(ofwhichphilosophersstandout-Socrates,Plato,Aristotle);
• MedievalChristianethics(religiousethicsandChristianethics);
• Modernethics(anthropocentricethicsandKantethics);
• Contemporaryethics(fromKierkegaardtoexistentialism,pragmatism,psychoanalysisandethics,

Marxism,neopositivistandanalyticalphilosophy).
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EthicsormoralphilosophyemergedinClassicalAntiquityanditsmainexponentswereSocrates,
PlatoandAristotle.Socrates,byaskingquestions,challengedtheAthenianpeopletoreflectonthe
originandessenceofthevalues,customsandobligationstheyputintopractice,thusreachingthe
startingpoint,whosevalues andmoralobligationswereestablished: theconscienceof theagent
moral(Chauí,2000).

Plato,ontheotherhand,ischaracterizedbyhiscontemplationofideas,BeingandGood.For
him,thevirtues(justice,prudenceorwisdom,strengthorvalueandhope)shouldhaveasocially
differentiatedvalue(Valls,1994).AristotleisalsopartoftherelationshipbetweenBeingandGood,
buthiswayofreflectingonethicalissuesismarkedbytheendsthatmustbeaimedat,formanto
achievewhatisimportant:happiness.Thisisdefinedbyasetofgoods,governedbythreeaspects:
reason,feelingandliving(Valls,1994).

If,ontheonehand,Socratesowesthebeginningofmoralphilosophy,itisAristotlewhoowesthe
distinctionbetweentheoreticalandpracticalknowledge,intheconceptionofethics.Whilepractical
knowledgeaimstoguidewhatneedstobedone,inordertohaveagoodandfairlife,recognizingthat
allouractionshaveconsequences;theoreticalknowledgeisthatwhichstatesthattherearebeings
andfactsthatareindependentofouractionsorinterferences.Thus,itispossibletogiveethicsthe
categoryofpracticalknowledge(Cortina;Martinez,2005).

Aristotelianethicsistheethicsofthevirtuesthatdeterminehumanconduct,basedonman’s
rationality(Abbagnano,2007). Inopposition to thisconceptofethics, there is the ideaof ethics
defendedbyGreekphilosophers.Forthem,thinkingaboutethicsisthinkingaboutadeterministic
conception,basedontherationalandperfectnatureofreality,thatis,thenatureconceivedbyreason.

ThereisalsotheEpicureanethics(Greekphilosophers),withtypicallyindividualistictraits.In
thisconception,theindividualseekshisowngoodandhisvirtue,withoutworryingabouttherest
ofsociety.Despitetheapparentselfishness,ethicsisbasedonutilitarianpoints,suchas,theideaof
notharmingtheother,inexchangefortheirreciprocity(Nalini,1999).

However,itwastheAristotelianconceptthatwaslaterincorporatedintoChristianethics,bringing
thenotionofhappinessclosertothatofeternallife.Inaddition,twonewideaswereincorporated:
dutyandintention(Chauí,2000).ChristianethicsisgovernedbythetruthsrevealedbyGod,about
thewayoflifeofman,withinthedeterminationsofthatGodsothat,intheend,theindividualobtains
salvationandeternallife.

Christianethicsbringsequalitybetweenmen,asabigdifferenceandaddedanimportantdetail:
inatimeofgreatsocialinequalities,itonlyappliestotheidealworld,thatis,theworldafterdeath
and,inacertainway,itmaintainsandjustifiessocialinequality.Withsucharguments,thatbecause
theycomefromGodandhissupremecharacter,Christianethicsendsupelevatinghisnormsand
conduct,toalevelwheretheyareclassified,asabsoluteandunconditional,thatis,asaduty(Sánchez
Vásquez,1975).During thisperiod,SaintAugustineandSaintThomasofAquino standout, as
figuresthatrefertoGod.Thepreachedethicalidealistoliveaccordingtothespiritandlifeoflove
andbrotherhood(Valls,1994).

Kant’sreflectionpreachesindividualautonomyasanethicalideal.Theauthorestablishesthe
conceptsofcategoricalimperativeandhypotheticalimperative,tojustifyhisvision,withmanbeingthe
centerofall,thefunctionofethics.Fortheauthor,thecategoricalimperativestartsfromthenotionof
good,reason,freedomandgoodwillandmustbeconsidered,theessenceofthemoralnorm,intrinsic
totheconscienceofindividuals,guidingtheirethicalactions.Thehypotheticalimperative,onthe
otherhand,islinkedtotheobligationtocarryoutsomething,byreasonofreason,actingasadvice
toindividuals(Guimarães,2014).Modernphilosophytakesuptheconceptofethicsandpersistsin
theinnatecharacterofmoralideas.Inromanticphilosophy,amoreradicalformofthisconceptionof
ethicsisformulated,evenbasedontheindividual’sabilitytodecideforhimself(Abbagnano,2007).
However,overtime,ideologieshavereplacedspiritual,ethicalandreligiousvalues.

Inthe20thcentury,thereturnoffreedomasanethicalidealoccurs.Thenotionofethicslinked
toafairersociallifeandsocialrelationsisdeveloped,accordingtoAnaSilva(2014).Valls(1994)
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makesanimportantreflectiononthesocialethicalthoughtsofthe20thcentury.Fortheauthor,the
currentmassificationcarriesadifference:theindividualdoesnotbehavemoreethically,asitisnot
necessary,sincetheindividuallivesamorally.Also,accordingtotheauthor,duetothefactthatthe
individualisimmersedinacontextofcrisis,ideologies,masscommunication,theeconomyandthe
Statecontroltheindividual’s“freedom”.Thisconditionreducesthenumberofconscious,participating
andcriticallyempoweredcitizensinsociety.

AccordingtoFreiBetto,(2006).moralvaluesarelinkedtotheethicalattitudesofaparticular
socialgroup.Thesearethevaluesthatgovernouractionsandallowustoassesswhethertheyare
ethicallyacceptedornot.Valuescanbeframedinthefieldofmorals,whileprinciples,inthefield
ofethics,translateintoethicalprinciples.Inthisway,thevaluesrepresentthegood,whiletheethical
principles,whatmustbedone,tofulfillacertainvalue.

AccordingtoBlackburn(2008),inTheOxfordDictionaryofPhilosophy,ethicsisthestudyof
concepts(good,right,duty,obligation,virtue,freedom,rationality,choice)thatpermeatethereasoning
practical.Itcanbesaidthatitisaboutthestudyofobjectivity,subjectivity,relativismorskepticism,
inherenttotheconceptsmentionedabove.

Crisp (2011) establishes three reflections on the use of the term ethics, in the Routledge
EncyclopediaofPhilosophy.Thefirstconcernstheuseofthetermethics,asasystemofvalues,of
certaingroupsofhumanbeingsandtheirarticulations,theconceptmoststudiedbyAnthropology.The
secondreflectionconcernsethics,asthecharacterizationofasystem:themoralsystem(ormorality).
Inthisreflection,itinvolvesnotions,suchas,rightandwrong,guiltandshame,forexample.Thethird
reflectionistounderstandethics,asinherentinthemoralsystem,referringtorealmoralprinciples.
Theauthorobservesthatthemainfunctionofphilosophicalethicsistomakelinks,betweenwhat
constitutesethicsormorals,mainly,tounderstandwhathappenswhenpeoplemakemoraljudgments.

Itisoftenobservedtheuseoftheword’sethicsandmoralsassynonyms.However,thereare
authorswhodistinguishthem.Thewordethicsmustbeunderstood,asaknowledge,areflection,a
normative,a“scienceofconduct”.Thewordmoral,inturn,istheobjectofethicsandgeneratesaction
proposalsforconsistentsituationsanddirectingmoralconduct(Abbagnano,2007,p.380).Itcanbe
seen,accordingtoGuimarãesetal.(2008),thatethicsandmoralshavedistinct,butcomplementary
andintrinsicpositions,especiallywithregardtothedefinitionofvaluesandtheinfluenceofthesocial
context(moralityaddressescustoms,whileethics,reflectiononthem),comprehensiveness(amicro
vision,asagroup,iscarriedoutbymorals,incontrast,amacro,universalizedviewisproposedby
ethics),themodeofaction(ontheonehand,moral,basedonatypeofsocialpressureand,onthe
otherhand,ethicsisdirectlyrelated,withpersonalfreedomofchoice).

Thefieldofethicsisconstitutedbythevaluesandobligationsthatdeterminemoralconduct-also
described,asethicalvirtuesorethicalconduct-thatareputintopracticebythemoralorethicalagent
orsubject.Asamoralsubject,apersonisunderstoodtohavethefollowingcharacteristics:freedom
toself-determinehisrulesofconduct,capacityforreflectionandrecognitionofothermoralagents,
willanddecision-makingcapacity,inaccordancewithhisconscience,abilitytorecognizeyourself,
astheauthorofactions,oftheirimpactsandconsequences(Chauí,2000).

Inthediscussion,weinsertedtworelevantrelationships:

• Ethicsandthelaw;
• Professionalethics.

Consideringtheethicsrelatedtothescienceofthemoralbehavioroftheindividual,insociety,
andthelaw,asthescienceoftherulesandlawsthatregulatelifeinsociety,withthemissionof
ensuringsocialwelfareandjustice(Bernardes,2012),itispossibletoindicatefourcharacteristics
ofapproximation,betweenthesetwosciences.Thefirstconcernsnorms,presentbothinlawandin
morals,whichimposebehaviorsanddisciplinesoncitizens.Thesecondistheimperativenesswith
whichlegalandmoralnormsarepresented,asthesearenotmereconsiderations.Thethirdisthe
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missionofensuringwelfareandsocialcohesionandthefourthcharacteristicisthefactthattheyare
historicalformsofhumanbehavior,insofarastheyaccompanysocialtransformations,fromdifferent
historicalmoments(SánchezVásquez,1975;GarcíaRamírez,1997;Nalini,1999).

Theauthorsstatethatthereareaspectsthatdifferethicsandlaw.Thesphereofmoralityisbroader
thanthesphereoflaw,asitdeliberatesonalltypesofrelationshipsandformsofhumanbehavior,
whilethelawfocusesonvitalrelationships,fortheState.Thisconditionalsodemonstratesthatethics
ispriortolaw,sinceitmanifestsitselfatthetimeofcharacterizingman,asasocialbeing,prior
tosocialorganizationsandtheorganizationoftheState.Thereisalsoadivergentmoralormorals
insocietybutgovernedbyasinglestate.However,theremustbeonlyonelegalsystem(Sánchez
Vásquez,1975).

Anotherdifferencerelatedtothefactthatthemorallifeisinteriorandthelegallifeexterior.
Failuretocomplywithmoralrulescanleadthemoralagenttoaninternalreactionofremorse;while
non-compliancewithlegalrulesleadstosocialdisapprovalbyothermembersofsociety,toprison.In
thecriminalsphereitcanhaveeffectsonproperty,whenreferringtothecivilsphere,oritcanalsolead
theStatetoactinanoppressivemanner,onbehalfofthecitizen.Forthefulfillmentofbothnorms,
therearealsodifferences:moralnormsarenotofficiallycodified,whilelegalnormsareexpressedin
formsoflaws,codesandactsoftheState.Aspreviouslysaid,ethicsandlawhavecommonelements
anddivergentelements,andaremarkedbyhumanbehavior,withthesanctionoftheState,throughits
normsandlaws,inthecaseoflaw,andbythenatureofmorals,whichstandsoutfromstatesanction
inthecaseofethics(SánchezVásquez,1975;GarcíaRamírez,1997;Nalini,1999).

In relation to professional ethics, it is possible to emphasize that it is a branch that studies
humanconduct,beforeprofessionalaction.Thetermprofessionalethicsinvolvesagreattheoretical
discussion,since,asitissomethingconcrete,aboutarestrictedgroupofindividuals,manyauthors
haveuniqueconceptsregarding theuseof the termethics.Oneof themostappropriate termsis
Deontology(Rasche,2005;PérezPulido;HerreraMorillas,2009).

Deontologicaldiscussionsarepartof thestudyofappliedethics.Appliedethics,alsocalled
“practicalethics”or“socialethics”,ischaracterizedbytheuseofcontemporarylifeterms,combined
withanareaofethicaldiscourse.Itisafieldthatseekstousephilosophicaltraditionsanddecision-
makingmodelstoresolvepracticalissues.Inthisarea,wecanincludeprofessionalethics,legalethics,
sexualethics,informationethics,amongothers(Smith,2001).

Ethics and Information in the Digital Age
Therelationshipbetweeninformationandethicsgainedvisibilityinthe20thcentury,mainlybecause
“thepost-industrialsocietygaverisetotheinformationandknowledgesociety,throughtheperception
thatinformationhelpsinthemobilityofforces(ethical-moral)thatgovernsocietyandinteractions
betweenpeople.However,thestudyofinformationalethicsdoesnotonlyconcernthereproductive
researchsectoroftraditionalmodelsofethics,butseeksnewmethodological,epistemologicaland
normativealternativesforthinkingabouttheapplicationofinformationalethics,throughscholars
aroundtheworld.

Theneedtothinkaboutnewalternativesforstudiesininformationalethicstothedetrimentof
classicalcurrents,suchasdeontologyandutilitarianism,whichrefertotheinabilityoftheformerto
investigateissuesofavirtualnature,suchascybercrimes,pedophilia,prejudicesrace,gender,religion,
territoriality,virtualfightsbetweenfootballfans(andsportsingeneral)etc.andthelimitationofthe
secondwhenconsideringthatutilitarian’sconceivedigitaltechnologiesasneutral,beingpossible
todelimittheiraspectsofgoodnessorevil,onlybytheresult(Quilici-González,etal,2010,p.17).

Floridi (2008, p.12) states that: informational ethics is ecological ethics, something more
elementarythanlife,calledbeing-thatis,theexistenceandflourishingofallentitiesandtheirglobal
means-andsomesomethingmorefundamentalthansuffering,calledentropy.Thelatterdoesnotrefer
tothephysicists’conceptofthermodynamicentropy.Entropyherereferstoanytypeofdestruction
andcorruptionofinformationalobjects[...]thatis,anyformofimpoverishmentofthebeing.
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Informational ethics is, on theonehand, themodern scientific studyof ethics linked to
information(whichclassicalphilosophersdidnotdo)and,ontheotherhand,themoralbehavior
ofsubjectswithregardtotheuseandappropriationofinformation,inseveralphysicalandmainly
virtual spaces including information and communication technologies that affect subjects in
theirmoralpractices.

Theinfluenceofinformationandcommunicationtechnologiesfortheformationofpeople’s
conscienceandmoralsestablishalookbetweenthebeingandthebeing,whiletheproduction
of theglobal ethicsof information (macro ethics) is valued.To this end, the constitutionof
informationalethicsasmacroethicsseeksto“[...]analyzeinformationallyalltheentitiesinvolved
(includingthemoralagent)andtheirchanges,actionsandinteractions,bytreatingthem,notas
separate,butaspartaninformationalmedium,towhichtheybelongasinformationalsystems
inthemselves”(Floridi,2008,p.10).

Informationalethicshasanessentialcharacteristic,whichistoverify,howinformation
helpsintheproductionofpeople’ssensesandmoralbehaviors,aswellas,itisnecessaryto
considerthedirectassociationbetweenpeople(being)andbeings(technologicalmeans),as
phenomenaofaction,interactionandsocio-cognitivechanges,thisassociationbeingavital
assumptiontothinkabouthowinformation,throughdigitaltechnologicalmeans,interferes
inthemoralactionofinformationpeople.

Informationalethicsisthe“ethicsoftheoutsideworld”,ofhowtheinteractionsbetweenthe
subjectandtheuniversetakeplaceandhowtheseinteractionscontributetothedevelopmentofthe
subjects’moralactions. Informationand thevarious informationalobjects start toplayacentral
roleinmediatinginteractionstotheextent that theyhavemoralvalue,aresituatedasaspaceof
communicationandproductionofknowledgeandinterfereinthesociallifeofthesubjectsattesting
thattheinformationalobjectsmean“astructureofappropriatedatathatconstituteyouridentity
andasetofoperations,functionsorprocedures,whichareactivatedinyourrelationshipwiththe
environment”(FloridI,2008,p.10-11).

Thechangeofobjectfromtraditionalethicstoinformationalethicsresidesinthefollowingaspects:

• Concentrationofstudiesontheimpactofthemeansofdigitaldevelopmentindifferentspheres
(digital networks, digital communities, digital censorship, digital identity, free access to
knowledge,etc.),sinceitallowsthemultiplicityofinteractionsintimespace;

• Culturalchangesinwhichtheworldmovesfrominterculturalrelationspromotingtheconfiguration
of new informational values related to anxiety, emotion, instant and random advertising of
contents, thesubject’sneedtoexpresshimselfpublicly,withoutdirectphysicalcontactwith
othersubjects,theneedtohavethesharedideas,provingthatdigitalidentitypresupposesthe
realizationofsocialidentity;

• Informationalethicsisinterculturalandimpliesthattheotherisasinequanonrequirementfor
understandingthedi;

• Informationalethicsisinterculturalandimpliesthattheotherisasinequanonrequirementfor
understandingdigitaldevelopmentthattheotherisalwaysanotherconcrete,historical,situated
withallitsculturalbackgroundanditsdiversefundamentalaffects.

The two types of informational ethics complement each other in that the first analyzes
informationalsupport,asasupportstructuretoproduceinformation,whiletheseconddelineatesthe
interactionitselfbetweenthesubjectsofinformation,atthedigitallevel.Thesetwotypesofethics
allow,inanarticulatedway,tothinkaboutstudiesondigitalinformationalsupportsandsimultaneous
socio-digitalpractices,suchas,forexample,digitalcommunitiesandfreeaccesstoknowledge,which
canonlybeunderstoodwithinthescopeofdigitalsupports(ethicsofdigitalinformation)anddigital
communication(informationalethics).
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Privacy and Informational Ethics
RainerKuhlen(in:Capurro,2005)definesprivacyas“informationalautonomy”,whichconsistsof
people’spowerofchoice,theuseofinformationintheelectronicenvironment.Peoplemusthavethe
freedomtosearch,select,anduseinformation.Fromthemomentthatpeople’sautonomyisviolated,
theirownfreedomisviolated.Thisisbecause,accordingtoBeateRössler,“theautonomytoprotect
privacyisthebasisoffreedom,andnottheotherwayaround”(Rössler,in:Capurro;Eldred;Nagel,
2012,p.79).Lifethatisnotdeterminedbythepersonhimselfisaninfringementofhisprivacy.

AccordingtoLucianoFloridi(1999),theprivacyofinformationisrelatedtotherighttolifeand
freedom.“Informationalprivacybecomesafundamentalandinalienableright,similartotherightto
lifeandfreedom”.Oncetheinformationismadepublic,itisnolongercontrolledbythepeople(to
whomitbelongs)andbecomesa“deadpieceofthemevenhandedovertotheworld”.

Thesourceofthesocialproblemsarisingfromthe(bad)useofdigitaltechnologiesisnotinits
consequences,noteveninmoralrejections,aboutissuesofpersonalprivacy,butinthelackofcare
andrespectforpeople.Thereasonforthisphenomenonisthattheprivatedataassociatedwitha
personare“informationpackages”,inwhichpeoplearereducedtonumbersandmerecollectionsof
information,sothathumanbeingsaretreatedas“informationalentities”.

Personalprivacyisthedefenseofindividualinformation(informationthatisaconstituentpart
ofone’sbeing),inordertoavoidaprocessofalienationandinvasionofprivacy.Theinvasionof
privacyposesmanyethicalproblemsarisingfromthe(mis)useofICTsand,especially,theInternet,
whichhasaplayfulnature,whichcausesthespreadofresponsibility.Theinformationinthedigital
environment is immaterial in nature and the environment itself allows remote interaction with
“facelessindividuals”,thecrimescommittedarenotperceivedbytheirpractitioners,assomething
harmful,sincecyberspaceisseenasdifferentfromtheworldreal.Internetusers,actinginan“unreal
environment”,canalsoseetheinformationasunreal.Thereasonsthatcausecybercrimes(including
theinvasionofprivacy)arelinkedtowhatFloridicalled“diffusionofresponsibility”.

Privacy and Informational Ethics in the Context of Social Networks
Profitmarksthebackstageofsocialmediainterfaces.For-profitcompaniesonsocialnetworks,such
asFacebook,adoptstrategiestoattractusers’attentiontotheirproductsandservices.Accordingto
EliPariser,(2012),companiesgaintheloyaltyofInternetusersthroughpersonalizationandcontent
filtering.Thisisdonebyrequestingandanalyzingthepersonaldataofitsusers(usingtechnologies
suchascookiesandwebbeacons).

Oncethegreatestpossibleamountofinformationabouttheirusersisgathered,thesecompanies
developpersonalizationalgorithmstotargetads,servicesanddigitalexperiencestousers,basedonan
analysisoftheirprofile,thusboostingtheirsales.“Theattempttofindoutasmuchaspossibleabout
theirusershasbecomethefundamentalbattlebetweenInternetgiantssuchasGoogle,Facebook,
AppleandMicrosoft.”(Pariser,2012,p.12).

Theproblemlies,whenthesedigitalcompaniesuseusers’data,withouttheirconsentand,
inmoreextremecases, inorder toharmtheminsomeway.Thelegalcontractbetweendigital
companies(includingsocialnetworks)andusersisthetermsofuse,whereyouhaveaccessto
privacypolicies,cookiepolicies,useofthedataprovided,etc.Personalizationisbasedonfraud.
Inexchangeforthefilteringservice,wegivelargecompaniesahugeamountofdata,aboutour
dailylives[...].Thesecompaniesaregettingbetterandbetter,intheuseofthisdata,tooutlinetheir
marketingpolicies.However,weoftenbelieveexcessivelythatthesecompanieswilltakegood
careofthisinformation,butwhenourdataisusedtomakedecisionsthataffectusnegatively,we
rarelyfindout(Pariser,2012,p.20)

AccordingtoMichelFoucault,(2013),the“Watchandpunish”argumentsrepresentanimportant
contributionto theproblemof the invasionofprivacyandthepowerofsurveillanceofcitizens’
lives.ForFoucault,(2013,p.202).,Theideaofthe“all-seeingeye”canbeadaptedtoanytypeof
power(political,judicial,economic,etc.)wherethereisawatchfulrelationshipofagivenentity,
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towardspeople.Andtoexerciseit,thispowertakestheformofpermanent,exhaustive,ubiquitous
surveillance,capableofmakingeverythingvisible,butwiththeconditionofmakingitselfinvisible
[...], thousands of eyes posted everywhere, attention to mobile phones and always alert, a long
hierarchicalnetwork[...].Thisincessantobservationmaterializesinaseriesofreportsandrecords
[...]relatedtopeople’sbehavior.

Ferreira(2014),statesthatsurveillancetodayhastakenshapethroughtheprivatesector.Itis
possibletoobservethisapplicationintheway,howdigitalcompaniesdealwiththeinformationof
Internetusers,sincetheyhavegreatfreedomofaccesstotheinformationofInternetusersand,mainly,
ofuserswhouse theirservices.AccordingtoRafaelCapurro(2005), theconceptsofautonomy,
individualityandprivacyaretransformedinto“connectedindividuals”.Theauthorstatesthat“being-
in-the-world”isequated,incontemporarytimes,withtheideaof“being-in-the-world-shared”.For
Capurro,(2016),thenotionoftheethicsofsharedknowledgeiscontiguity,regardingsharinginthe
non-digitalanddigitalworlds.Oneworlddoesnotendwhentheotherbegins,buttheyalternate
constantly.Eldred(2012)statesthattheboundariesbetweenbothworldsareincreasinglyblurred.

Humaninterfaceswiththecyberworldmakeitfit,likeaglove,sothattheboundariesbetween
thecyberbeing-in-the-worldandthephysicalbeing-in-the-worldbecomeincreasinglyblurred.[...]
Thetwoareperfectlyintertwinedinaunifiedeverydaybeing-in-the-world.RafaelCapurro(2005)
statesthatthedebatearoundprivacyhasfosteredsecuritymeasuresintheWestsincetheSeptember
11terroristattackintheUnitedStates.

Theprotectionofprivacy,inthecontextofthecontrolsociety,isjeopardizedbythedevelopment
ofnetworkcommunication,viamobilephones. “We live inadigital environment, soprotecting
individualprivacy,fundamentallymeansprotectingourdigitaldata.”Privacywithinthescopeof
thephenomenologyofidentityisaphenomenonwherethepluralitiesofhumanbeingsaredisplayed
tooneanotherinasharedworld.Theexhibitionisabouthowtheyshowoffandwear“skillmasks”
(adoptacertainbehavior,wearcertainclothes,etc.),inordertobeseenintheway,howtheypresent
themselves and, in a way, to develop their power in the world. The “public personality” of the
individual,whateverthemaskhepresentstoothers,aboutwhoheis,receivesacertainreputation,
regardinghowesteemedthepersonis,overtheyears.

For Eldred, (2012), ethics means living in harmony with the ethos of a lifestyle shared
throughouthistorybyapeople.This implies that an individual’s reputationcorresponds toan
attackonhisprivatelife.WiththeInternet,thepossibilitiesofrevealingyouridentityhavegrown
exponentially,aswellasthewaystotrackthedigitalactivitiesthatyouwanttorecover,through
aconsultationwiththenetwork’smatrix,whichrecordsanyandalldigitalmovements;makingit
easiertohurtsomeone’sreputation.

Formsofself-presentationincyberspacehavegrown,alsotheactionsthatcausecybercrimes
havemore“chances”ofbeingeffectiveinthedigitalenvironment,thaninthenon-digitalone.All
actionincyberspaceisimprovedwhencomparedtoactionsinthephysicalworld.Ourdigitalidentity
consistsofansweringthequestionaboutwhoweareincyberspace.Inthiscontext,wearedigitaldata
thatneedethicalandlegalprotection.“Therighttobeleftalone”isassociatedwiththeprotection
ofprivacy,withinthescopeofcyberspace.

DanielNagel(2012,p.124)saysthattheindividual’sfreedompresupposesthathehasopportunities
tochoosehow,whenandwherehewantstorevealhisidentity,tothesharedworld,andthatthisissue
mustbeaconcernoftheState,inregardsnationalsecurity.Therighttopersonalandfamilyprivacy
means,accordingtotheauthor,thatanindividualhasthefreedomtodecideboththemanner,howhe
wishestorevealit,whentohidehisinformation.Thisfreedomalsoincludesthepowerofchoice,about
how,theindividualwishestointeractwithothers,inaworldthatisincreasinglyconnectedandshared.

Ethical and Social Responsibility
Ethicsisanareaofinterestforinformationprofessionals,weidentifythefactorsthatdemonstrate
the evolution and that expand the professional attributions and that influence their behavior in
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theperformanceofsuchattributions.AccordingtoDuMont,(1991,p.24), theresponsibilityof
informationprofessionalswasfocusedonindividualsorgroupswithinformationneeds.Itcategorizes
assignmentsintofourstages:asetofinformationavailableontheInternetforconsultation,employees,
usersofinformationandfinallysociety,whoareledtothinkaboutethicalproblems.

In the first stage, professionals are responsible for the set of information available on the
Internetforconsultation;inthesecondstage,theymustbeconcernedwiththeemployeeswhoare
intheinstitution,withthehumanside,sinceorganizationswanttohavecompetentprofessionals
whohelptheminthedevelopmentofworkingconditions; in thethirdstage, theresponsibility
ofinformationprofessionalsexpandstouserswhoneedinformationwithgoodservices,withan
excellentrelationshipwithusers,and,finally,thefourthstagereachesitspeak,theissueinwhich
professionalsofinformationreallyunderstandthecorrectinterpretationofsocialresponsibility.
Atthisstage,professionalsareledtothinkaboutethicaldilemmasandreversetheirresponsibility
forthedevelopmentofsociety(DuMont,1991).

The production, collection, classification and dissemination of digitized knowledge and
information(egdocuments)raiseethicalchallenges,suchas:Howtoguaranteeademocraticrightof
accesstoknowledgeandinformation?Whatkindofdigitalizedknowledgeandinformationshouldthey
create?Howistheintegrityandsustainabilityofthisdigitalizedknowledgeandinformationguaranteed
ineconomic,technicalandculturalterms?Whoarethebeneficiariesofthesevalue-addedservices?

Themaincharacteristicsofaddedvalueofdigitizedknowledgeandinformationare:

• Accesstodigitizedknowledgeandinformation(egdocuments)regardlessoftimeandspace;
• Combinationofdocumentsofdifferenttypesindifferentfiles(digitaland/orclassic);
• Searchfordocumentsandnon-digitalinformationbasedononlinesearchenginesandcatalogs;
• Combinationofinformationandcommunicationprocesses.

Themaintechnicalandorganizationalproblemsrelatedtothecreationofdigitalknowledge
and informationconcern: formats (suchaspdf,HTMLorgif); content (special collections);
sustainability (preservation of digital material; substitutes for fragile originals); copyright
(producers, institutions, users); proper use; financing; Cataloguing; research resources.
Information specialists must have the skills to structure, represent and update all types of
informationindifferentmedia(Lesk1997,Borgman2000).

Theethicalissuerelatedtotheavailabilityofdigitalinformationvariesaccordingtotheinterests
ofpolitical, economic, religious andmilitarypowers.Cultural andmoral traditions alsoplayan
importantrolewithregard,forexample,towhatisconsideredoffensive.Themainethicalissuein
thisareahastodowiththelimitstointellectualfreedom;thedesiretoexclude“bad”informationis
anethicalparadox,insofarasanyexclusionthatlimitsintellectualfreedommustbeavoided.There
isatrendinliberalsocieties.Butthisleadstoethical,moralandlegalconflicts(Froehlich1997,
Frické/Mathiesen/Fallis2000).

Theprotectionofintellectualpropertyisoneofthemostimportantanddifficultethical,moral
andlegalissuesinthefieldofinformation.Differentmoralandlegaltraditionshaveledtodifferent
protection laws in different regions of the world. European tradition emphasizes authors’ moral
rights.Theyarerelatedtothepersonoftheauthorandconcerntheintegrityandauthorshipofhis
work,aswellashisreputation.Anglo-Americantraditionemphasizesownershiporeconomicrights
(copyright).Conflictsarisewhennationalandinternationallawsandmoraltraditionsprotectdifferent
aspectsofvariousmedia.

HarmonizationformsaretheBerneConvention(1886,revisions)andtheUniversalCopyright
Convention (1952) (UCC). Both treaties are administered by the World Intellectual Property
Organization (WIPO). Scanning makes it easy to copy and reform. Internationalization via the
Internetchangesthedimensionandperspectiveofnationallegislationandcontrol.Thisnewsituation
raisesquestions,suchas:shouldinformationalwaysbeconsidered,asproperty?shouldthenotionof
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knowledgesharingbecomeprevalentoverthenotionofownership?Canpublicaccesstoelectronic
informationbeguaranteed?

Ethicalissuesrelatedtothedisseminationofinformationarerelatedtopublicaccessproblems
andreferral/brokerageservices.Theissueofaccesscanbestudied,bothasanindividualandasa
socialissue.Individualsandsocietyareinterestedinfreeaccesstoinformation.Atthesametime,
itmustberecognizedthatinformationisaproductofworkandhasaneconomicvaluethatmust
beprotected.Thequestionis:whattheinformationisandforwhomshoulditbefree.Theissueof
access,asasocialissue,concernstheproblemofcreatingequalaccessopportunities,avoidingthe
gapbetweentherichandthepoorininformation(digitaldivide).

Itiscontroversialhowthediscourseonthedigitaldividecanleadtoconfusion(theoreticaland
practical)betweenwhatcanbeseen,asasocialneed,butnotasa(human)right.Thelatterstatement
endsupexpandingthegovernment’spowertolegitimizeitscontrolandgovernmentactivities(Foster,
2000).Aboutreferral/brokerageservices,ethicalconflictsmayarise,forexample,inrelationto
therighttoconfidentiality.Organizationscanaskinformationprofessionalstobreakconfidentiality.
Informationworkersmustinformtheirusersaboutthelimitsoftheirsourcesandmethods.Finally,
thereistheissueofmisinformation(orbadinformationpractice)thatcancausegreat(economic)
damagetousers.

Right to Privacy and Anti-Terrorism Policies
States,whendealingwithanti-terrorismpolicies,arguethattheirabilitytopreventandinvestigate
actsofterrorismisstronglyrelatedtotheincreaseinsurveillancepowers.Mostoftheanti-terrorism
legislation,followingtheSeptember11,2001terroristattacks,hasfocusedonincreasinggovernment
surveillancepowers.Statesconsiderthat,becauseterrorismisaglobalissue,thesearchforterrorists
cannotbelimitedacrossnationalborders,sothatthirdpartyassistance,potentiallyinpossession
ofextensiveamountsofinformationaboutindividuals, isarichresourcetoidentifyandmanage
terrorismsuspects.

Statesthatdonothaveconstitutionalorlegalsafeguardshavebeenabletoexpandsurveillance
laws, with only a few restrictions. Countries that have such constitutional and legal safeguards,
governmentsquestiontheprotectionoftherighttoprivacybyfailingtoapplyandtransformexisting
safeguards,byvirtueofcooperationwiththirdcountriesorwithprivateones,orbyreplacingdomestic
surveillancesystemswithotherextraterritorialones

Statesmakeuseofspecificlegalsurveillancemeasures,butonlyifitisawell-foundedprocess
situationoriftherearereasonablegroundsandinabsoluterespectforhumanrights.Thelawrequires
thattherebeafactualbasis,relatedtoanindividual’sbehavior,thatjustifiesthestrongsuspicionthat
heisinvolvedincriminalactivities.

Inrecentyears,wehavewitnessedanincreaseinthesurveillanceofcommunications,information
servicesandlawenforcementagenciesaroundtheworld,duetotheundeniableimportanceofnew
information and communication technologies (for example, “Eavesdropping” and surveillance
technologiesthatcanaccessthegeographicalpositionofmobilephones,thetechnologythatinforms
governmentsaboutthecontentofprivatetextconversations,ofVoiceoverInternetProtocol(VoIP)
users,orthatinstallsprogramsspiesonsuspects’computerstoallowremoteaccesstocomputers).
Insomecountries,encryptiontechnologieshavebeenbanned,whichmakecommunicationsmore
securebutmoredifficulttointercept.

Stateshaveincreasedtheiractivitiesofidentifying,evaluatingandlabelingthegeneralpublic,
undertheexcuseof“measurestocombatterrorism”.Thus,theyusevarioustechniques(installation
ofLine interceptions - includingany typesof telephone: fixed,cellular,mobile,oral - including
microphone,Electronic-includingdigitalpager,fax,computer,combination,detainedpersonsand
convictedpersonswhomayviolatetherighttoprivacyoftheindividual:whensurveillancetakes
place inpublicplacesandrefers tobroadergroupsofpeople,surveillanceactionsaresubject to
weakerauthorizationandjudicialsupervisionregimes.
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Existing human rights standards have been relaxed, twisted and broken, through the use of
interceptionsandsearches,throughtheexpansionofsurveillanceoffinances,communicationsand
traveldata,throughtheuseofprofilestoidentifypotentialsuspects,throughcompilationofseveral
listsanddatabasestocalculatetheprobabilityofsuspiciousactivitiesandtoidentifyindividuals
consideredlikelytobesubjecttogreatersurveillance.Duringthepastfewyears,evenmoreinnovative
techniqueshavebeenapplied,suchasthecollectionofbiometricdataortheuseofbodyexaminers
whocanseethroughclothing.

ThegeneralalarmingtrendisforStatestoincreasetheirpowerstointercept,question,inspect
andidentifyindividualsand,atthesametime,reduceinternallegalcontrolstopreventthemisuse
ofthesepowers.Thesepowershavegivenrisetoconcernsaboutethnicprofilesanddiscrimination
inseveralcountriesandconcernsthatthesenewpowerswillcauseserioustensionsbetweencitizens
andthestate.

CoNCLUSIoN AND CLUES FoR FURTHER INVESTIGATIoNS

Digitalculturedoesnotmeanthatthecultureofthebookdisappears.Differentmediawithdifferent
qualitiesarenotsubstituted,althoughtheycandisplacetheiruseforspecificpurposes.Likewise,oral
culturedidnotdisappearwiththeinventionofwritingorwiththemassivedisseminationofprinted
works.Today,weareparticularlyawarethatvirtualcommunitiesanddistancelearningmakethe
specificvalueofmeetingpeoplepersonallymoreevident.

Theinformationeconomyisgrowing,anditscreationissupportedbyutilitarianethics,asaway
toimprovewell-being,regardlessofdegreeandnature,inthewaysofusingdigitalinformation,since
economicgrowthdependsbasicallyontheknowledge.Intellectualcapital,externalizedinanytype
ofartificialmedia,iscrucialforeconomicandsocialdevelopment.

ThemassivediffusionofICT’scausesradicalchangesinpublicandprivateinstitutions,aswell
asinnationalandinternationalinformationandcommunicationpolicies.Thismayinvolve:

• Thecreationofspecialized(regional)knowledgemarkets;
• Thedevelopmentofdigitallibrariesandarchives(nationaland/orregional);
• Thedevelopmentofelectroniccommerce;
• ThepublicationanddisseminationofscientificknowledgeovertheInternet;
• ThecreationofpublicInternetaccessservices;
• The creation of educational services based on ICT’s (at different levels: schools,

universities,research,etc.);
• Thepromotionoflocalculturesinthedigitalenvironment;
• Thedevelopmentofcommunitiesandinterestgroups,regardlessofgeographicalboundaries;
• The participation of individuals and groups in political processes (community, regional,

national,international);

Thereareseveraltypesofbarriersthatcancauseuserstobeexcludedfromthebenefitsofnew
technologies,suchas:

• Economic barriers:Energy,telephone,servers,hardwareandsoftware;
• Technical barriers:Acquisition,useandupgradecosts;
• Cultural barriers:Illiteracyofinformation(Bawden2001),masteryofEnglish.

Justiceandequityintheinformationfield,followingthecontractualapproachtoethics,concern
thecreationofasocialinformationandcommunicationandmarketeconomy.Inotherwords,digital
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capitalismmustbeviewedethically,asachallengeforcreating(legal)conditionsinordertoovercome
theso-calleddigitaldivide(USDepartmentofCommerce1999).

Publiclibrariescanplayafundamentalrole,allowingfreeaccesstotheInternettopeoplewho,
fordifferentreasons,cannotuseICTs,butaredependentonthistypeofdevicetoshapetheirlives.
Librariescanbecomeanagentofsocialchange,followingtheserviceethicsapproach,promoting
educational,socialandeconomicactivities,atalllevelsofsociety.

ItisnoticedthattheagendaoftherighttoprivacyprotectionontheInternet,doesnotgaindue
visibility,infaceofthegrowingproblemsinvolvingthistheme,today;Thisisaggravatedbythe
realityofpersonalizationandcontentfilteringactions,operatedbydigitalcompaniestoenhance
profitability, facilitating the broad access they have to Internet users’ information, which limits
freedomandautonomyinthisenvironment.

Internetusers’digital experiencescannotbecharacterizedby theprinciplesof freedomand
autonomy,sincetheirprivacyisnottreatedasaprioritybydigitalcompanies.Suchcompaniesdo
notpayattention to thephenomenonof the right toprivacy,butaremainlyconcerned,with the
developmentofmarketingpoliciesforthepurposeofprofit,acontroversialgamebetweentransparency
andlackofprivacy.

Therealityofthecultureoftransparencyinanincreasinglyconnectedandsharedworld,itappears
thatInternetusershavethehabitofinvestigating(andevaluating)eachother’sprivatedata,activities
andbehaviors,surpassingthenotionthatcontrolactionsandinvisiblesurveillanceofnetworks,they
wouldbeonlyofcompanies,beingpresentalsoamongtheindividualsthemselves.

In this society, the oppressive figures of the punitive and controlling institutions become
dispensable,sincepeopleassumetheroleofsentinelsandexecutionersofeachotherandofthemselves.
Itisexclusivelyuptotheindividualtochoosewhen,howandwhattorevealand/orhideinformation
abouthisprivatelifeandthatofhisfamily.FailuretoguaranteethisrightisamatterfortheState.
PersonaldataconsistsoftheverydigitalidentityofInternetusers,itisnecessarytoguaranteethe
protection,bothethicalandlegal,ofsuchdata,inordertoprotectthedigitalidentityofInternetusers.

Thedisseminationofdigitalizedknowledgeandinformationraisesethicalchallenges,suchas:
Howtoguaranteethedemocraticrightofaccesstoknowledge?Candigitallibrariesreplaceexisting
traditionallibraries?Whatkindofpublicandprivateservicesshouldbeoffered?Whatkindofdigital
collectionsshouldbecreated?Howistheintegrityandsustainabilityofthesecollectionsguaranteed
economically,technicallyandculturally?

Thearticlesummarizestheexistingacademicworksandgeneratesnewknowledge.Reflects
on:What is therelationshipbetween theright tofreedomofexpressionand theright toprivacy
ontheinternet?Isitpossibletohavefreedomofexpression,accesstoinformation,withoutbeing
constrained?Areweexchangingfreedomforprivacyandsecurity?Isthesolutionjustinregulation
andtechnology?Toconcludetheimplicationsforfutureresearch.
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