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ABSTRACT

The proliferation of electronic health (e-Health) initiatives in Brazil over the last 2 decades has
resultedinaconsiderablefragmentationwithinhealthinformationtechnology(IT),withastrong
politicalinterference.Theproblemregardingthisissuebecametwofold:1)thereareconsiderable
flawsregardinginteroperabilityandsecurityinvolvingpatientdata;and2)itisdifficultevenforan
experiencedcompanytoentertheBrazilianhealthITmarket.Inthisarticle,theauthorsaimtoassess
thecurrentstateofITinteroperabilityandsecurityinhospitalsinBrazilandevaluatethebestbusiness
strategyforanITcompanytoenterthisdifficultbutverypromisinghealthITmarket.Aface-to-
facequestionnairewasconductedamong11hospitalunitstoassesstheircurrentstatusregardingIT
interoperabilityandsecurityaspects.GlobalBraziliansocio-economicdatawasalsocollected,and
helpedtonotonlyidentifyareasofinvestmentregardinghealthITsecurityandinteroperability,but
alsotoderiveabusinessstrategy,composedoutofrecommendationslistedinthepaper.
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INTROdUCTION

TheuseofInformationTechnologies(IT)andInformationSystems(IS)inhealthcareorganizations
hassincelongtakenaverydistinctiveroute.Businessprocessesconductedinthisparticularareaare
differentandspecifictotheseworkingenvironments(Reichert,2011).Particularneedsincludenot
onlysecurityandprivacymeasuresregardingpatienthealthinformation,butalsointeroperability
needsandstandardsthatonlyapplytothehealthcaresector.Take,forinstance,thespecialsecurity
rulesaroundtheHealthInsurancePortabilityandAccountabilityAct(HIPAA)(Asfaw,2008),or
theHealthLevel7(HL7)standarddevelopedpurposelyfortheexchange,integration,sharing,and
retrievalof electronichealth information (HealthLevelSeven International, 2015).Other recent
developmentsalsoincludenewsecuritystandardsandinteroperabilityapproachesforinstance,for
pregnancycare(Moreira,Rodrigues,Sangaiah,Al-Muhtadi,&Korotaev,2018),InternetofThings
(IoT)scenarios(Bujari,Furini,Mandreoli,Martoglia,Montangero,&Ronzani,2018).

Nevertheless,thehealthcaresectorstillsuffersfromthelackofworldwidesecureandinteroperable
ITandIS(Braunstein,2018),withmosteffortsdirectedtotheautomationofdailyroutineswithin
hospitalsandoverallhealthorganizations(Moraes&Gómez,2007;Venkatesh,Zhang,&Sykes,2011).

Indevelopingcountries,thisisaggravatedbyseveralsocio-economicindicators,suchasgeneral
poorhealthstatus,rampantdiseasessuchasHIV/AIDS,andinadequatehealthservicesandpolicies
(Davison,Harris,Qureshi,Vogel,&deVreede,2005;Braa,Hanseth,Heywood,Mohammed,&Shaw,
2007).AlthoughHealthInformationSystems(HIS)areseenascrucialtoreducingtheseproblems
(AbouZahr&Boerma,2005),inpracticeissueslikeorganizationalcomplexity(Gladwin,Dixon,
&Wilson,2003) and fragmentedanduncoordinatedorganizational structures, all contribute to a
highlyfragmentedlandscapewhereeachorganizationendsupmaintainingtheirownHIS(Chilundo
&Aanestad,2005).

This fragmentation isalso thecase inBrazil.While theuseof IT inhealthorganizations is
widespreadamongmostfederalstatesandtheaccesstoinformationisarightgrantedbytheBrazilian
FederalConstitution,mostcitizensarenotallowedtoaccesstheirhealthrecordsandtransmitthem
digitally(Fornazin&Joia,2016).

Currentresearchstudiesalsolack,intheauthors’pointofview,animportantbusinessperspective,
i.e.,theperspectiveofacompanywithskillsandexperienceinimplementinghealthIT,withafair
knowledgeofacertaincountry’shealthITsharemarket,andwiththepurposeofbecominganew
marketentrantregardingMichaelPorter’sfivecompetitiveforces(Porter,1979).

Inthispaper,theauthorsperformedanexploratorycasestudyinvolving11hospitalunitsto
perceivethestatusofHISsecurityandinteroperability.Theseissuesareamongstthegreatestconcerns
of the interviewed Chief Information Officers. Additionally, the authors of this paper formed a
consortium,whereacademiaandindustryknowledge/skillsgatheredaroundwell-establishedresearch
methods,toperformamarketstudyonthebusinessstatusofhealthITinBrazil.

Arealprivatecompany(hereafter,referredas“thecompany”)wasalsopartoftheconsortium,
whereitsmainhealthITskills,interestsandworkcapacitywereconsideredforthisstudy.Therefore,
thisbusinessperspectivetakesnotonlyfromafocusedprofilingonthecurrentuse/implementation
ofconcretehealthITtechnologies(inwhichthiscompanyexcels)inBrazilianhospitalunits,butalso
onamacroeconomicandbusinessanalysismadeupfromdataavailableintheWorldBankdatabase
andempiricalknowledgefromtheconsortium.

Consequently,theresearchmethodisheavilyinfluencedbytwomaindrivers:1)theacademia
members of the consortium proposing adequate health IT characterization methods such as
questionnaires, interviews, statisticaldataanalysesandmarket research; and2) the industryand
companymembersprovidingfieldexperienceandknowledgefromabusinessperspective,toadd
valuetodecisionmakerswantingtobecomeplayersintheBrazilianhealthITmarket.

Thispaperisorganizedasfollows:thenextsectionrefersbackgroundworkonthecharacterization
ofhealthITindevelopedanddevelopingcountries,particularlyinBrazil.Theauthorsthendescribe
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themethodsusedtoperformtheprofilingstudy,andpresentanddiscusstheobtainedresultsfrom
thefieldwork.Crossinginformationfromthequestionnaireused,andfrombusinessdatacollected
andexperienceknowledgederivedinabusinessstrategyproposedalsointhissection.Theauthors
presentthemainlimitationsandconclusionsofthisstudyinthelastsection.

BACKGROUNd

Inthepastdecade,severalresearchstudieswereconductedregardingthecharacterizationofhealthIT
andHealthInformationSystems(HIS)targetingdevelopingcountries.Importantcontributions(Braa,
Hanseth,Heywood,Mohammed,&Shaw,2007;Sæbø,Kossi,Titlestad,Tohouri,&Braa,2011;Soar,
Gow,&Caniogo,2012;Kimaro&Nhampossa,2007)havetheirfocusspecificallyonthesuccess/
failurefactorssurroundingtheeffortsofimplementingHISandHIS-relatedpoliciesandstrategies.
ConclusionsdrawnbyBraa,Hanseth,Heywood,Mohammed,&Shaw(2007)ledtoagrowingneed
ofhavingintegratedhealthinformationinfrastructurebasedoncommonstandardsforinformation
sharingandexchangebetweeninformationsystems,programs,andinstitutions.

Braga(2005)referstoanimportantpoliticalstatementregardingHISinBrazil:HIScreated
aproficuousresearchandmarketareas,whereseveralpoliticalandfinancialinterestsbeganto
bedisputed.

InBrazil,therecanbeobservedadiversenumberofHIS,including,forinstance,birthcontrol
systems,mortalityinformationsystems,socioeconomicinformationsystems,informationsystems
fordiseasecontrol-tuberculosis,AIDSandhepatitis(ComissãoNacionaldeEnergiaNuclear,2010).

Security and interoperability concerns and measures in health IT and general healthcare
informationsystemshavebeenincreasinglytakingrelevanceinsocietyoverthelastcoupleofyears.
ThiswasencouragedbytheGeneralDataProtectionRegulation(GDPR)enforcementinEuropefrom
May2018,bringinghealthITsecurityawarenessnotonlytohospitals,butalsotoallstakeholders
regardinghealthinformationsuchaspatients,healthITsuppliers,laboratories,researchcentersand
medicalschools(Spencer&Patel,2019).

The need for this awareness motivated Kuo (2018) to realize a study correlating users of
ElectronicMedicalRecordsSystems(EMRS)withtheirlevelofknowledgeoninformationsecurity
managementpolicies,andconcludedthatasuccessfulEMRSadoptiondependsonthisknowledge.
Thesamestudystatesthat,sinceanEMRSisusuallyintegratedwithmanyotherhealthinformation
systems, the implementation of this interoperability should also be subjected to the information
securitymanagementpoliciesincharge.

Following this line, another recent study fromEntzeridou,Markopoulou,&Mollaki (2018)
revealedthatthemajorconcernofpatientsandphysiciansregardingEMRSispatient’sinformation
securityandprivacy.Fromamoretechnicalpointofview,Madhavi&Lincke(2018)assessedsecurity
risksinEMRSfromtheUSAandconcludedthatmostsignificantandcostlysecuritybreachesincluded
hacking,unauthorizedaccess,theft,lossandimproperdisposalofhealthinformation.

Onanother revealingstudypresentedbyKisekka&Giboney(2018), theauthors found that
increasedprivacy concerns affect theuseof health records, the attitude towards interoperability
andhealthinformationexchange,andevenperceivedcarequality.Ontheotherhand,trustinthe
effectivenessofinformationsecurityincreasesthefrequencyofpatientaccesstohealthrecordsand
positiveattitudetowardsinformationexchange.Infact,Shaw,McGregor,Brunner,Keep,Janssen,&
Barnet(2017)alsocorrelatetheeffectiveuseofhealthITwithimprovedcarecoordination,enhanced
communicationbetweenprovidersandpatients,andincreasedeffectivenessinvariousmeasuresof
qualityoutcomesandproviderperformance.

ConcretetechnicalsurveyingofhealthITinthehealthcaresectorhavebeenrehearsedbyseveral
casestudiesworldwide,includingdevelopedcountries(DesRochesetal.,2008),developingcountries
(Tomasi,Facchini,&Maia,2004),andalsoparticularlyinBrazil,includingtheonesbelongingto
theGESITIproject,suchastheworksofBalloni(2011)andOliveiraetal.(2014).Thesestudies
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helptoshowthelackofadoptionofinteroperabilityandintegrationtechnologies,whichcontribute
tothesignificantnumberofinconsistenciesininformation,preventinganeffectiveunderstandingof
theBrazilianpopulation’shealth(Moraes&Gómez,2007;Moraes,1994).

Moreover,MoraesandGómez(2007)sustainedthatthissituationservestheinterestsofthestate
apparatusandofprivatebusinessesthatwishtomaintainthestatusquoofinformationalpractices
inhealth(Fornazin&Joia,2016).ThisleadstotheneedofanalysingBrazil’shealthITmarketalso
fromabusinessperspective,togetherwithasoundanalysisonsecurityandinteroperabilityissues
thatcurrentlymostlyconcernhealthITChiefInformationOfficers.

METHOdS

ThisarticledrawsheavilyonthefieldstudydatacollectedfromthehealthITquestionnairesand
interviewsconductedthroughout11hospitalsinBrazil.Italsocountswiththeconsortium’sprevious
experiencesindealingwithhealthbusinessprocesses(Martinho,Rijo,&Nunes,2015),enterprise
architectures (Rijo, Martinho, & Ermida, 2015), effective use of health information standards
(Ferreira,Carvalho,Gonçalves,&Correia,2015),EHRs(Reis,Correia,&Pereira,2011)andfrom
characterizingITinhospitals(Martinho,Varajão,Cunha,&Balloni,2014).

Followingastatisticalanalysisofthedatathuscollected,theauthorsworkedonthebusiness
perspective,consideringthefollowingactions:

• CollectionfromtheWorldBankOpenData(TheWorldBank,2018)ofthemainindexesregarding
Brazil,namelyGDP(and%invested inhealth),population,healthIT investments forecasts,
healthmarketgrowthandnumberofhospitals;

• Business environment,namelyhumancapital, IT infrastructure,digital education, andmain
challengesformakingbusinessinBrazil(includinganinterviewwithaPortuguesebusiness
manwhohadalreadyestablished3companiesinBrazil).

Fromthisdataandstatisticalanalysis,severalbusinessstrategyrecommendationsareproposed
foracompanywillingtoinvestinBrazil.

Criteria to Choose Target Health Organizations for the Questionnaire
Thechoiceofthetargethealthorganizationswasdrawnconsideringthefollowingmaincriteria:

• Management model:Including2publicNHShospitals,1NHShospitalwithprivatemanagement,
2Universityhospitalsand6privatehospitals;

• Size:Including3small-sizedhospitals(upto150beds),5medium-sized(upto500beds)and
3bigcapacityhospitals(morethan500beds);

• Location: Considering the variety of state dimensions and economical and social realities.
Sergipe,Bahia,MinasGeraisandSãoPaulowere thestateschosen.Sergipe is thesmallest
BrazilianstatewhileBahiaisthemosttouristicone.MinasGeraisisthethirdrichestandone
ofthebiggest,whileSãoPauloisthefinancialcapitalofBrazil.

data Collection Methods
DatawascollectedthroughstructuredinterviewstotheCIOsinserviceatthehospitalsvisited,during
thesecondquarterof2017.The11structuredinterviewswerecarefullyplannedandexecutedfor
twomonths.Eachinterviewwasconductedface-to-face,consideringaquestionnairewithsixteen
sections.Theconsiderablesizeofthequestionnaireandtheneedofprovidingadequatecontextfor
someofthequestions,ledustooptforface-to-faceinterviews.



International Journal of E-Health and Medical Communications
Volume 11 • Issue 2 • April-June 2020

100

To further enhance the quality of the collected data, a static (PDF format) version of the
questionnairewaspreviouslyemailedtoeachinterviewee.Detaileddatasuchasthesizeofthehospital,
numberofcollaborators,numberofhardwareequipmentandITinvestmentcouldthenbepreviously
collectedbytheCIOsinconjunctionwithotherboardsofthevisitedhospitals.

Aftereachinterview,thedatacollectedwasregisteredinawebapplicationsupportinganonline
versionofthequestionnaire,tobefurtherexportedforstatisticalanalyses.

Theseanalysesaredepictedinatypeof(template)chartshowingthenumberofhospitalunits
implementingandnotimplementingacertainmeasure,accordingtotheusedquestionnaire.

Applied Questionnaire
Thequestionnaireusedinthescheduledstructuredinterviewswaspreviouslyevolved,refinedand
testedwithBrazilianandPortuguesestakeholders,reachingafinalversionnumber5.4.

Anonlinesmallerversionwasmadeavailableafterthesestructuredface-to-faceinterviews,
to be disseminated among the main health information systems associations in Brazil and
Portugal, focusing on the expertise areas of the proposing company, namely HIS security,
interoperability and standards. Thus, this smaller online version allowed the authors to
disseminatethequestionnaireinamoreeffectivemannerthroughoutotherhospitalunits.Also,
andsincethisonlineversionwasdevelopedaftertheinterviewsinBrazil,italsoallowedfor
acentralizedanddigitalregistrationpointofalltheobtainedresults,andforexportingthese
forfurthercomparisonsandstatisticalanalyses.

Table1summarizesthe16sectionsofthequestionnaireused,includingthepurposeofeach
section,thenumberofquestionsandthemaindatacollectionmethodsused.

Table 1. Summary of the 16 sections that composed the applied questionnaire

Section Purpose (Questions) Collection Method

1 Overviewexplanationofthequestionnaireandtermsofuse Face-to-face+Online

2 Hospitalprofile(name,address,website,numberofbeds,nurses,doctors,
staff...) Face-to-face+Online

3 Responderprofile(name,age,background,position…) Face-to-face+Online

4 ITSecurity(69questions) Face-to-face+Online

5 ITInteroperability(16questions) Face-to-face+Online

6 Hardwareinfrastructure(20questions) Face-to-face

7 Networkinfrastructure(10questions) Face-to-face

8 ExistingInformationSystems(15questions) Face-to-face

9 BusinessProcessManagement/BusinessIntelligence/Softwaredevelopment
technologies(18questions) Face-to-face

10 Useofstandards/taxonomies(11questions) Face-to-face

11 Useofquality(ISO)standards/certifications(8questions) Face-to-face

12 Research&Developmentactivities(3questions) Face-to-face

13 ITTeamprofile(12questions) Face-to-face

14 HealthInformationSystemsalignmentwithstrategy(11questions) Face-to-face

15 DecisionmakingandITprocurementprocesses(15questions) Face-to-face

16 ITinvestmentsinthepastandprioritiesforthefuture(30questions) Face-to-face
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Asitwouldbecumbersomepresentingadetailedstatisticalanalysisregardingallthesesections
intheformofajournalarticle,theauthorsfocusedthispaperontheanalysesoftheabovementioned
HISsecurityandinteroperabilitymeasures.

RESULTS ANd dISCUSSION

Thissectionsummarizestheresultsobtainedfromthe11hospitalssurveyed,focusingontheanswers
tosections4and5regardingsecurityandinteroperabilitymeasurestakenbyeachhospital.Italso
addressesthebusinessdatacollectedregardingtheBrazilianoverallandspecifichealthITcontexts,
andconcludesbypresentingabusinessstrategyfornewhealthITmarketentrants.

Summary on the Results of the Questionnaire
Belowarepresentedcondensedresultsobtainedfromthequestionnaireregardingthecurrentstatus
onsecurityandinteroperabilitymeasuresimplementedacrossthe11hospitalunits.

Security Measures
Figure1showstheoverallnumberofsecuritymeasuresimplementedbyeachofthe11hospital
unitsvisited.

Fromallsecuritymeasuressurveyed,resultsarequitedisparatewithinthe11units,andrange
fromabout42%ofimplementedmeasures(29outof69)inhospitalh6,to4hospitalsabove80%
(h2,h5,h8andh9).Theaverage is around73%of the securitymeasures implemented (50.18
measuresoutof69).

Figure2presents,foreachsurveyedmeasure,thenumberofhospitalsimplementingthatmeasure
(inblue)vsthenumberofhospitalsnotimplementing(orange).Itcanbeobservedthat2measures
arefullyimplementedbyallhospitals(SynchronizedclockandNetworkaddressesassignedina
structuredmanner),whilethelessimplementedmeasureisTherearerulesforthedurationoftests
andtheinstallingofsecuritypatches.Nevertheless,theaverageofimplementedsecuritymeasures
withinthisgroupis9.7outof14.

Regardingphysicalsecurity,itcanbeobservedinFigure3thatthemeasureThe servers are 
located in an isolated area with access control is fully implemented by all hospitals, while the
measurethatforeseestheUPSsoftwareinstallationtoautomaticallyturnon/offserversistheleast

Figure 1. Percentage of security measures implemented vs non-implemented for the 11 hospitals visited
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Figure 2. General security: Number of implemented vs non-implemented measures

Figure 3. Physical security: Number of implemented vs non-implemented measures
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implemented(6outof11hospitals).Thisgroupalsopresentsanaverageabove50%ofimplemented
measures(3.8outof5).

Foruserandpasswordmanagement,thereisalsoapositiveoutcomeregardingthenumberof
implementedsecuritymeasures,withanaverageof6.18outof9.Figure4showsthatthemeasureall
defaultpasswordsareimmediatelychangedineveryequipmentisalsofullyimplemented,whilethe
measurepreventingtheuseofthesamepasswordsistheleastimplemented(only5outof11hospitals).

Intrusiondetectionandinformationprivacywerealsosomeofthemeasuresassessed.Asobserved
inFigure5,theleastimplementedmeasureistheonethatforeseesprivacymechanismswhenusing
e-mailtosendhealth/medicalinformation.All9ofthe11hospitalsthatuseemailtosendthiskind
ofinformationdonotimplementanysecuritymeasureregardingprivacy.

Thesecuritymeasuremostimplementedinthisgroupistheresettingofpasswordswhenusing
remotedesktopsessionsforsupportservicesbysuppliers(10outof11).Theaverageofimplemented
measuresis,withinthisgroup,of4.2outof7.

Regardingthesurveyedquestionsaboutvulnerabilitysecuritymeasures,andalongwithweb
security,thissectionistheonewiththeleastaverageofimplementedmeasures(5.2outof12).

Figure6showsmeasuresthatarenotimplementedin7,8oreven10hospitals,whichrevealsa
wideunfamiliaritywithmostofthesemeasures.Mostimplementedonesaretheexecutionofatleast
onevulnerabilitytestandtheuseofnetworktrafficanalysingtools.

Somehowintheoppositewayoftheprevioussection,issuesrelatedwithvirusandspamsecurity
measuresareamongthemostimplementedones,asshowninFigure7.

Anti-virussystemsexistinallsurveyedhospitals,whileSPAMbotsdetectionisonlyimplemented
in4hospitals.Averageis6.55outof10implementedsecuritymeasuresinthisgroup.

Security in Accessing Web Applications
Asmentionedbefore,thisisoneoftheleastscoredsecuritygroup,asthe3measuressurveyedare
notimplementedinmostofthehospitals(seeFigure8),withalowaverageofonly0.6outof3
measuresimplemented.

Figure 4. User and password management: Number of implemented vs non-implemented measures
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Figure 5. Internal and external infrastructures and security threats: Number of implemented vs non implemented measures

Figure 6. Security vulnerabilities and intrusion tests: Number of implemented vs non-implemented measures
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Theexistenceofbackupsandthecapacityofrestoringdataduetosomeincidentis,inageneral
way,foreseenineveryhospital,ascanbeobservedinFigure9.Allhospitalsdobackupsregularly,
andalmostall(9outof11)haverehearsedfailuresanddatarestorationproceduresthroughbackups.
Thereis,however,ageneralunfamiliarityregardingrenovationandtechnologicalupdatesinthemedia
usedforsecuritycopies.Theaverageinthisgroupis3.7outof5measuresimplemented.

Interoperability Measures
Figure10profilesinteroperabilitymeasuresimplementedandnon-implementedthroughoutthe11
surveyedhospitals.Overall, itcanbeobservedthatthemaininteroperabilitystandardsregarding
health informationare theonespresenting loweradoption.This is thecaseofHL7,withonly4
implementingHL72.xversionsand2implementingHL73.x.

Figure 8. Security in accessing web applications: Number of implemented vs non-implemented measures

Figure 7. Virus/ Spam security measures: Number of implemented vs non-implemented measures
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RegardingtheHL7ClinicalDataArchitecture(CDA)andtheuseofIntegratingtheHealthcare
Enterprise(IHE)standardsandguidelinestoexchangemessagesanddatabetweenHIS,noneofthe
hospitalunitssurveyedhasthemimplemented.

OtherstandardwithalowerrateofadoptionisOpenEHR(althoughstronglyrecommendedand
evenregulatedbytheBraziliangovernmentandhealthinformationsystems’associations).Here,only

Figure 9. Backup/Restore: Number of implemented vs non-implemented measures

Figure 10. Interoperability measures: Number of implemented vs non-implemented measures
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1hospitalhasitimplemented.Thissectionpresentsalsooneofthelowestimplementationaverages
of5.4outof16.

Thereis,although,higherratesofadoptionwhenitcomestotheuseofwebservicetechnologies
(SOAPandREST)orbasicinteroperabilitytechnologiessuchasXML.Here,themajorityofthe
hospitalunitsusethemespeciallytoconsumeexternal(governmental)providedwebservicestoreport
expensesandrefundableresources.Thisisstill,although,averyunidirectionalcommunicationfrom
insidethehospitaltoexternalservices.

Astointernalinteroperability,thereisstillaconsiderablenumberofhospitalsthatpreferusing
directdataintegrationsthroughDatabaseManagementSystems(DBMS).

Table2presentsasummaryonthescoresobtainedfromthequestionnairemadeface-to-face
withITmanagersinallvisitedhospitals.

Fromtheseresults,itcanbeclearlyidentifiedseriouspitfallsregarding2groupsofsecurity
measures:1)vulnerabilities;and2)accessingwebapplications.Here,theaverageofimplemented
measuresisbelow50%(lessthanhalfofthemeasuresforeseeninthequestionnaire),beingof20%
inthecaseofthesecurityconfigurationsinaccessingwebapplications.

Regardingthesurveyedinteroperabilitymeasures,itcanbeverifiedawideunfamiliarityinwhat
concernsthemostadvancede-Healthtechnologies.Here,HL7implementationisstillscarce,even
consideringtheminorHL72.xversions(only4outof11hospitals).Ontheotherhand,DICOMis

Table 2. Summary of results

Section More Impl. Measures (Number 
of Hospitals)

Less Impl. Measures (Number of 
Hospitals)

Average of 
Implemented 

Measures

Generalsecurity

11 implemented
SynchronizedclockandNetwork
addressesassignedinastructured
manner

2 implemented
Therearerulesforthedurationof
testsandinstallingofsecuritypatches

9.7outof14

Physicalsecurity
11 implemented
Theserversarelocatedinan
isolatedareawithaccesscontrol

6 implemented
UPSsoftwareinstallationto
automaticallyturnon/offservers

3.8outof5

Userand
password
management

11 implemented
Everydefaultpasswordprovided
withequipmentarealtered

5 implemented
Preventtheuseofthesamepasswords 6.18outof9

Internaland
externalthreats

10 implemented
Resetpasswordswhenusing
remotedesktopforexternal
support

2 implemented
Privacymechanismsinemailwhen
sendingmedicalinformation

4.2outof7

Security
vulnerabilities

9 implemented
Intrusionsecuritytesttoolsand
Networktrafficanalysers

1 implemented
Intrusiontestsexecutedbefore
switchingnewequipmentontothe
network

5.2outof12

Virus/SPAM 11 implemented
Anti-virussystems

4 implemented
SPAMbotsdetection 6.55outof10

Security
accessingweb
applications

3 implemented
Browserconfigurationsregarding
cache,passwordandhistory
encryption

2 implemented
Usernameandpasswordcredentials
areneversentinfreeunencryptedtext

0.6outof3

Backup/Restore 11 implemented
Backupandrestoreprocedures

4 implemented
Renovationandtechnologicalupdates
inthemediausedforsecuritycopies

3.7outof5
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anexceptionhere,mainlybecauseitisawidespreadpracticetobeimplementedbyvendorsofRIS
andPACSsystems.Nevertheless,thepredominantuseofXMLandSOAPinteroperabilitymeasures
alsodenotesthelackofmaturityregardingafullintegrationofHISandstoredhealthinformation
nation-wide.EvenOpenEHR,whichisaregulatory-basedpriorityandshouldbefacedasabasic
technologyforcreating,storinganddisseminatingmedicalinformationbetweenphysiciansandhealth
professionals,isstillonlyavailabletoafewmajorhospitals.

Business data
Table3summarizessomemacroeconomicindexesregardingBrazilastotheyearof2017(TheWorld
Bank,2018),thatareofinteresttocomposethebusinessperspective.

Equallyrelevantaredatathatcharacterizethebusinessenvironment.Table4showsmostrelevant
informationcollectedonthismatter.Additionaldatacollectedincludedtaxlevels(about68%from
profit),loanrates(above30%in2015)andcorruptionlevel(notorious)(TheWorldBank,2018).

Tocomplementthiskindofbusinessdata,theauthorsderivedfromtheirenterpriseandindustrial
experiencerelevantinformationforacompanywhowishestobeanewmarketentrant.

Informationcollectedfromtheseexperiencescanbesummarizedasfollows:

• Brazil isamarket forcompanieswithahighfinancialmaturity level, thatcanenduresome
“starvation”beforebeginningtoseethefirstbenefits;

• BrazilandparticularlySãoPaulocostoflifeishigh,ofabout5timesmorethanLisbon(reference
cityforthecompany);

• Labourlawsaretobefollowedbythebook.Peopledonothavemuchsocialsupports,solabour-
relatedlawsuitsfiledbyemployeeshappeneveryday;

• Itisalwayseasytogoinwithalocalpartner,althoughitisbesttotakecautionsinthechoice;
• Fiscallawsarecomplex,andjusticeisexpensiveandtakessometime.Taxesoverrawmaterials

islegislated,butareunadjustedtotherealityofITcompanies;
• Customersoftendemandanupfrontfeeandgoinforasharedrevenuesmodel,althoughaftersome

timeofprovenbenefits,thismodelcanbechanged,andcompaniescanreallyhavelargeincomes.

Table 3. Macroeconomic data collected about Brazil (Source: The World Bank (2018))

GDP 1794$USDBillion(9th)

Population 207652865(5th)

GDP%forhealth 9.6%

HealthITmarketforecast 700$USDMillion

Appsmarketforecast 50$USDMillion

Growthforecastintheprivatehealthmarket 7.6%between2016-2020

Numberofhospitals 7806hospitals(21%donothaveagreementswiththeNHS)

Table 4. Business environment data

Human capital LowrateofITgraduates.Deficitof200000ITtechniciansin2017

Overall IT and network infrastructure LowcoverageofWAN.Speedrankedin67th

Internet access 41%ofpopulationwithaccesstoInternet(64th)

Business environment 121stin“easytomakebusiness”ranking
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Theauthorscouldobservethat,althoughBrazilpresentsanenormousbusinesspotential,new
marketentrantshaveseriousinitialpressure,andmustenduresometimewithoutvisiblebenefits.They
shouldevenforeseeasignificantinvestmentcapacitywithalongpaybackperiod,andpartnerships
withlocalcompaniesarerecommended,althoughrisky.Largecompanycustomershavethepower
todemandupfrontfeesandnegotiatesharedrevenues.

Proposed Business Strategy
Fromtheresultspresentedinthesectionsabove,theauthorsderivedthefollowingbusinessstrategy
(Table5),includingrecommendationsforacompanywillingtoenterthehealthITBrazilianmarket,
specificallyasasolutionsupplierforhealthITsecurityandinteroperability.

CONCLUSION

Inthispaper,theauthorspresentacombinedtechnical/statisticalandbusinessperspectivetotackle
thelackofhealthITsecurityandinteroperabilitymeasures,observedfrom11Brazilianhospitals.
Thisperspectivearosefromtheinterdisciplinaryconsortiumgatheredforthisstudyandincluded
alsoacompanywithbusinessinterestinthismarket.

Thecompany’sprofessionalsused theirexperienceandskills tocollaboratewithacademics
andHISassociationsfromBrazilandPortugal,and toderiveadatacollectionmethodbasedon
acustomizedquestionnaireandface-to-face interviews.Theauthorsalso took intoconsideration
marketsharedataregardingmanagementpolicies,sizeandlocationofhealthorganizationsinBrazil.

The main contributions on this paper include an assessment on health IT security and
interoperabilityonBrazilianhospitals,takingintoconsiderationasampleof11hospitalunits.These
unitshavebeendistinguishedupontheirmanagementmodel,sizeandlocation,inordertoprovidea
variedperspectiveofhealthITthroughdifferentkindsofhospitals.Althoughthenumberofsurveyed

Table 5. Business environment data

Known facts

•HealthITinBrazilcreatedproficuousresearchandbusinessareas,whereseveralpoliticaland
financialinterestsbegantobedisputed;
•Thelackofadoptionofinteroperabilityandintegrationtechnologiescontributedto
asignificantnumberofinconsistenciesinhealthinformation,preventinganeffective
understandingoftheBrazilianpopulation’shealth;
•Thissituationservestheinterestsofthestateapparatusandofprivatebusinessesthatwishto
maintainthestatusquoofinformationalpracticesinhealth;
•ThereisaneedofanalysingBrazil’shealthITmarketalsofromabusinessperspective,
togetherwithananalysisonITsecurityandinteroperabilityissuesthatcurrentlymostlyaffect
healthorganizations.

Proposed 
recommendations

•HealthITinteroperabilitycanbeamedium-to-longterminvestmentinBrazil,sincetheoverallhealth
ITcustomers(bothpublicandprivatehospitals)arestilltofindvalueinthesekindsofsolutions;
•HealthITsecuritycanbeaneasiermarkettoexploreintheshort-term,sincethereisnowadays
agreatconcernontheseissues,andanequallygreatdemandforspecializedsuppliers;
•Fromsideobservationsnotedduringthehospitalvisitsandinterviews,itwasalsoperceived
abusinessopportunityregardinghealthdataanonymizationservices(somehospitalshavethe
largesthealthdatabasesinSouthAmerica,whichcouldbeusedbyworldwideresearchersif
properlyanonymized);
•Publichospitalsandthepublicnationalhealthsectorshouldnotbeaninvestmentpriorityfor
aprivatecompany.Smallandmedium-sizedhospitalswhereITmanagershavedecisionpower
shouldbethebestsegmenttoinvest,sincebighospitalstendtoenforcehighpressureonsuppliers;
•InterpersonalrelationshipsarepartofBrazil’sbusinessenvironmentDNA,andexploringthecontact
networkorpartneringtoreachdecisionmakersshouldalsobeapriority.Havingalocalpresenceis
essentialtoassureafluidpre-sales,salesandsupportcycle,regardingtheservicesprovided.
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hospitalsisalimitationofthisstudy,theauthorswereabletoconfirmtheobtaineddatawiththe
knowledgederivedfromtheirlongexperienceandcurriculaonthestatusofhealthITinBrazil.

Anothercontributionincludesacross-studybetweenthesequestionnaireresults,WorldBank
economicdatafromBrazilandinformationretrievedfromtheauthors’businessexperience,deriving
inasetofrecommendationsforcompanieswishingtoentertheBrazilianhealthITmarket.

Ontheserecommendations,theauthorscouldconcludethatthelackofwideimplementation
measures relatedwith intrusiondetectionandconfigurationofwebaccesspoliciesconstitutean
explorablemarketopportunityintheshort-term.Similarly,theexperienceinimplementingandtraining
professionalsregardingthemaininteroperabilitystandardsHL7,CDAandintegrationenginessuch
asMirthandHealthConnectcanalsocontributetoacompany’sdifferentiationintheBrazilianhealth
ITpanorama,regardingmedium-to-longterminvestments.
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