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ABSTRACT

The proliferation of electronic health (e-Health) initiatives in Brazil over the last 2 decades has
resulted in a considerable fragmentation within health information technology (IT), with a strong
political interference. The problem regarding this issue became twofold: 1) there are considerable
flaws regarding interoperability and security involving patient data; and 2) it is difficult even for an
experienced company to enter the Brazilian health IT market. In this article, the authors aim to assess
the current state of IT interoperability and security in hospitals in Brazil and evaluate the best business
strategy for an IT company to enter this difficult but very promising health IT market. A face-to-
face questionnaire was conducted among 11 hospital units to assess their current status regarding IT
interoperability and security aspects. Global Brazilian socio-economic data was also collected, and
helped to not only identify areas of investment regarding health IT security and interoperability, but
also to derive a business strategy, composed out of recommendations listed in the paper.
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INTRODUCTION

The use of Information Technologies (IT) and Information Systems (IS) in healthcare organizations
has since long taken a very distinctive route. Business processes conducted in this particular area are
different and specific to these working environments (Reichert, 2011). Particular needs include not
only security and privacy measures regarding patient health information, but also interoperability
needs and standards that only apply to the healthcare sector. Take, for instance, the special security
rules around the Health Insurance Portability and Accountability Act (HIPAA) (Asfaw, 2008), or
the Health Level 7 (HL7) standard developed purposely for the exchange, integration, sharing, and
retrieval of electronic health information (Health Level Seven International, 2015). Other recent
developments also include new security standards and interoperability approaches for instance, for
pregnancy care (Moreira, Rodrigues, Sangaiah, Al-Muhtadi, & Korotaev, 2018), Internet of Things
(IoT) scenarios (Bujari, Furini, Mandreoli, Martoglia, Montangero, & Ronzani, 2018).

Nevertheless, the healthcare sector still suffers from the lack of worldwide secure and interoperable
IT and IS (Braunstein, 2018), with most efforts directed to the automation of daily routines within
hospitals and overall health organizations (Moraes & Gémez, 2007; Venkatesh, Zhang, & Sykes, 2011).

In developing countries, this is aggravated by several socio-economic indicators, such as general
poor health status, rampant diseases such as HIV/AIDS, and inadequate health services and policies
(Davison, Harris, Qureshi, Vogel, & de Vreede, 2005; Braa, Hanseth, Heywood, Mohammed, & Shaw,
2007). Although Health Information Systems (HIS) are seen as crucial to reducing these problems
(AbouZahr & Boerma, 2005), in practice issues like organizational complexity (Gladwin, Dixon,
&Wilson, 2003) and fragmented and uncoordinated organizational structures, all contribute to a
highly fragmented landscape where each organization ends up maintaining their own HIS (Chilundo
& Aanestad, 2005).

This fragmentation is also the case in Brazil. While the use of IT in health organizations is
widespread among most federal states and the access to information is a right granted by the Brazilian
Federal Constitution, most citizens are not allowed to access their health records and transmit them
digitally (Fornazin & Joia, 2016).

Current research studies also lack, in the authors’ point of view, an important business perspective,
i.e., the perspective of a company with skills and experience in implementing health IT, with a fair
knowledge of a certain country’s health IT share market, and with the purpose of becoming a new
market entrant regarding Michael Porter’s five competitive forces (Porter, 1979).

In this paper, the authors performed an exploratory case study involving 11 hospital units to
perceive the status of HIS security and interoperability. These issues are amongst the greatest concerns
of the interviewed Chief Information Officers. Additionally, the authors of this paper formed a
consortium, where academia and industry knowledge/skills gathered around well-established research
methods, to perform a market study on the business status of health IT in Brazil.

A real private company (hereafter, referred as “the company”) was also part of the consortium,
where its main health IT skills, interests and work capacity were considered for this study. Therefore,
this business perspective takes not only from a focused profiling on the current use/implementation
of concrete health IT technologies (in which this company excels) in Brazilian hospital units, but also
on a macro economic and business analysis made up from data available in the World Bank database
and empirical knowledge from the consortium.

Consequently, the research method is heavily influenced by two main drivers: 1) the academia
members of the consortium proposing adequate health IT characterization methods such as
questionnaires, interviews, statistical data analyses and market research; and 2) the industry and
company members providing field experience and knowledge from a business perspective, to add
value to decision makers wanting to become players in the Brazilian health IT market.

This paper is organized as follows: the next section refers background work on the characterization
of health IT in developed and developing countries, particularly in Brazil. The authors then describe
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the methods used to perform the profiling study, and present and discuss the obtained results from
the field work. Crossing information from the questionnaire used, and from business data collected
and experience knowledge derived in a business strategy proposed also in this section. The authors
present the main limitations and conclusions of this study in the last section.

BACKGROUND

In the past decade, several research studies were conducted regarding the characterization of health IT
and Health Information Systems (HIS) targeting developing countries. Important contributions (Braa,
Hanseth, Heywood, Mohammed, & Shaw, 2007; Sabg, Kossi, Titlestad, Tohouri, & Braa, 2011; Soar,
Gow, & Caniogo, 2012; Kimaro & Nhampossa, 2007) have their focus specifically on the success/
failure factors surrounding the efforts of implementing HIS and HIS-related policies and strategies.
Conclusions drawn by Braa, Hanseth, Heywood, Mohammed, & Shaw (2007) led to a growing need
of having integrated health information infrastructure based on common standards for information
sharing and exchange between information systems, programs, and institutions.

Braga (2005) refers to an important political statement regarding HIS in Brazil: HIS created
a proficuous research and market areas, where several political and financial interests began to
be disputed.

In Brazil, there can be observed a diverse number of HIS, including, for instance, birth control
systems, mortality information systems, socioeconomic information systems, information systems
for disease control - tuberculosis, AIDS and hepatitis (Comissdo Nacional de Energia Nuclear, 2010).

Security and interoperability concerns and measures in health IT and general healthcare
information systems have been increasingly taking relevance in society over the last couple of years.
This was encouraged by the General Data Protection Regulation (GDPR) enforcement in Europe from
May 2018, bringing health IT security awareness not only to hospitals, but also to all stakeholders
regarding health information such as patients, health IT suppliers, laboratories, research centers and
medical schools (Spencer & Patel, 2019).

The need for this awareness motivated Kuo (2018) to realize a study correlating users of
Electronic Medical Records Systems (EMRS) with their level of knowledge on information security
management policies, and concluded that a successful EMRS adoption depends on this knowledge.
The same study states that, since an EMRS is usually integrated with many other health information
systems, the implementation of this interoperability should also be subjected to the information
security management policies in charge.

Following this line, another recent study from Entzeridou, Markopoulou, & Mollaki (2018)
revealed that the major concern of patients and physicians regarding EMRS is patient’s information
security and privacy. From a more technical point of view, Madhavi & Lincke (2018) assessed security
risks in EMRS from the USA and concluded that most significant and costly security breaches included
hacking, unauthorized access, theft, loss and improper disposal of health information.

On another revealing study presented by Kisekka & Giboney (2018), the authors found that
increased privacy concerns affect the use of health records, the attitude towards interoperability
and health information exchange, and even perceived care quality. On the other hand, trust in the
effectiveness of information security increases the frequency of patient access to health records and
positive attitude towards information exchange. In fact, Shaw, McGregor, Brunner, Keep, Janssen, &
Barnet (2017) also correlate the effective use of health IT with improved care coordination, enhanced
communication between providers and patients, and increased effectiveness in various measures of
quality outcomes and provider performance.

Concrete technical surveying of health IT in the healthcare sector have been rehearsed by several
case studies worldwide, including developed countries (DesRoches et al., 2008), developing countries
(Tomasi, Facchini, & Maia, 2004), and also particularly in Brazil, including the ones belonging to
the GESITI project, such as the works of Balloni (2011) and Oliveira et al. (2014). These studies
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help to show the lack of adoption of interoperability and integration technologies, which contribute
to the significant number of inconsistencies in information, preventing an effective understanding of
the Brazilian population’s health (Moraes & Gémez, 2007; Moraes, 1994).

Moreover, Moraes and Gémez (2007) sustained that this situation serves the interests of the state
apparatus and of private businesses that wish to maintain the status quo of informational practices
in health (Fornazin & Joia, 2016). This leads to the need of analysing Brazil’s health IT market also
from a business perspective, together with a sound analysis on security and interoperability issues
that currently mostly concern health IT Chief Information Officers.

METHODS

This article draws heavily on the field study data collected from the health IT questionnaires and
interviews conducted throughout 11 hospitals in Brazil. It also counts with the consortium’s previous
experiences in dealing with health business processes (Martinho, Rijo, & Nunes, 2015), enterprise
architectures (Rijo, Martinho, & Ermida, 2015), effective use of health information standards
(Ferreira, Carvalho, Gongalves, & Correia, 2015), EHRs (Reis, Correia, & Pereira, 2011) and from
characterizing IT in hospitals (Martinho, Varajdo, Cunha, & Balloni, 2014).

Following a statistical analysis of the data thus collected, the authors worked on the business
perspective, considering the following actions:

e  Collection from the World Bank Open Data (The World Bank, 2018) of the main indexes regarding
Brazil, namely GDP (and % invested in health), population, health IT investments forecasts,
health market growth and number of hospitals;

e Business environment, namely human capital, IT infrastructure, digital education, and main
challenges for making business in Brazil (including an interview with a Portuguese business
man who had already established 3 companies in Brazil).

From this data and statistical analysis, several business strategy recommendations are proposed
for a company willing to invest in Brazil.

Criteria to Choose Target Health Organizations for the Questionnaire

The choice of the target health organizations was drawn considering the following main criteria:

e  Management model: Including 2 public NHS hospitals, 1 NHS hospital with private management,
2 University hospitals and 6 private hospitals;

e Size: Including 3 small-sized hospitals (up to 150 beds), 5 medium-sized (up to 500 beds) and
3 big capacity hospitals (more than 500 beds);

e Location: Considering the variety of state dimensions and economical and social realities.
Sergipe, Bahia, Minas Gerais and Sao Paulo were the states chosen. Sergipe is the smallest
Brazilian state while Bahia is the most touristic one. Minas Gerais is the third richest and one
of the biggest, while Sdo Paulo is the financial capital of Brazil.

Data Collection Methods

Data was collected through structured interviews to the CIOs in service at the hospitals visited, during
the second quarter of 2017. The 11 structured interviews were carefully planned and executed for
two months. Each interview was conducted face-to-face, considering a questionnaire with sixteen
sections. The considerable size of the questionnaire and the need of providing adequate context for
some of the questions, led us to opt for face-to-face interviews.
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To further enhance the quality of the collected data, a static (PDF format) version of the
questionnaire was previously emailed to each interviewee. Detailed data such as the size of the hospital,
number of collaborators, number of hardware equipment and IT investment could then be previously
collected by the CIOs in conjunction with other boards of the visited hospitals.

After each interview, the data collected was registered in a web application supporting an online
version of the questionnaire, to be further exported for statistical analyses.

These analyses are depicted in a type of (template) chart showing the number of hospital units
implementing and not implementing a certain measure, according to the used questionnaire.

Applied Questionnaire

The questionnaire used in the scheduled structured interviews was previously evolved, refined and
tested with Brazilian and Portuguese stakeholders, reaching a final version number 5.4.

An online smaller version was made available after these structured face-to-face interviews,
to be disseminated among the main health information systems associations in Brazil and
Portugal, focusing on the expertise areas of the proposing company, namely HIS security,
interoperability and standards. Thus, this smaller online version allowed the authors to
disseminate the questionnaire in a more effective manner throughout other hospital units. Also,
and since this online version was developed after the interviews in Brazil, it also allowed for
a centralized and digital registration point of all the obtained results, and for exporting these
for further comparisons and statistical analyses.

Table 1 summarizes the 16 sections of the questionnaire used, including the purpose of each
section, the number of questions and the main data collection methods used.

Table 1. Summary of the 16 sections that composed the applied questionnaire

Section Purpose (Questions) Collection Method

1 Overview explanation of the questionnaire and terms of use Face-to-face + Online

5 Hospital profile (name, address, website, number of beds, nurses, doctors, Face-to-face + Online
staff...)

3 Responder profile (name, age, background, position...) Face-to-face + Online

4 IT Security (69 questions) Face-to-face + Online

5 IT Interoperability (16 questions) Face-to-face + Online

6 Hardware infrastructure (20 questions) Face-to-face

7 Network infrastructure (10 questions) Face-to-face

8 Existing Information Systems (15 questions) Face-to-face

9 Business Process Manégement / Business Intelligence / Software development Face-to-face
technologies (18 questions)

10 Use of standards/taxonomies (11 questions) Face-to-face

11 Use of quality (ISO) standards/certifications (8 questions) Face-to-face

12 Research & Development activities (3 questions) Face-to-face

13 IT Team profile (12 questions) Face-to-face

14 Health Information Systems alignment with strategy (11 questions) Face-to-face

15 Decision making and IT procurement processes (15 questions) Face-to-face

16 IT investments in the past and priorities for the future (30 questions) Face-to-face
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As it would be cumbersome presenting a detailed statistical analysis regarding all these sections
in the form of a journal article, the authors focused this paper on the analyses of the above mentioned
HIS security and interoperability measures.

RESULTS AND DISCUSSION

This section summarizes the results obtained from the 11 hospitals surveyed, focusing on the answers
to sections 4 and 5 regarding security and interoperability measures taken by each hospital. It also
addresses the business data collected regarding the Brazilian overall and specific health IT contexts,
and concludes by presenting a business strategy for new health IT market entrants.

Summary on the Results of the Questionnaire

Below are presented condensed results obtained from the questionnaire regarding the current status
on security and interoperability measures implemented across the 11 hospital units.

Security Measures

Figure 1 shows the overall number of security measures implemented by each of the 11 hospital
units visited.

From all security measures surveyed, results are quite disparate within the 11 units, and range
from about 42% of implemented measures (29 out of 69) in hospital h6, to 4 hospitals above 80%
(h2, h5, h8 and h9). The average is around 73% of the security measures implemented (50.18
measures out of 69).

Figure 2 presents, for each surveyed measure, the number of hospitals implementing that measure
(in blue) vs the number of hospitals not implementing (orange). It can be observed that 2 measures
are fully implemented by all hospitals (Synchronized clock and Network addresses assigned in a
structured manner), while the less implemented measure is There are rules for the duration of tests
and the installing of security patches. Nevertheless, the average of implemented security measures
within this group is 9.7 out of 14.

Regarding physical security, it can be observed in Figure 3 that the measure The servers are
located in an isolated area with access control is fully implemented by all hospitals, while the
measure that foresees the UPS software installation to automatically turn on/off servers is the least

Figure 1. Percentage of security measures implemented vs non-implemented for the 11 hospitals visited

Percentage of security measures implemented vs non implemented

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%
h1 h2 h3 h4 h5 h6 h7 h8 h9 h10 h11

®|mplemented  ®Non implemented
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Figure 2. General security: Number of implemented vs non-implemented measures

General security measures

There is a security training plan

There is an Information and Communication Security
Policy (ICPS) implemented

There is a person dedicated only to IT security

There is an updated inventory of all equipments under
your responsibility
There is an updated map with the network and
physical infrastructure blueprint
Network addresses and names assigned in a
structured manner

There is a structured network cabling

There is a documented network cabling

There is a security study before the introduction of a
new technology
Execution of tests to patches that address security
issues
There are rules regarding the duration of the tests and
the installing of those patches

There are regular log analyses

Use of non-encrypted network protocolsis not
permitted

Synchronised clock

12 10 8 6 4 2 0 2 4 6 8 10 12
Number of hospitals

Figure 3. Physical security: Number of implemented vs non-implemented measures

Physical security

There is software installed in the servers UPSs to
automatically turn on/off the servers

Every server, network active equipment and firewalls are
connected to na UPS (Uninterruptible Power Supply)

Servers are located in a room with a false floor
H Yes

. . i
Servers are protected from sunlight, wind, dust, water ou No

extreme temperatures

Servers are located in na isolated area and with access
control

12 10 8 6 4 2 0 2 4 6 8 10 12
Number of hospitals

102



International Journal of E-Health and Medical Communications
Volume 11 ¢ Issue 2 « April-dune 2020

implemented (6 out of 11 hospitals). This group also presents an average above 50% of implemented
measures (3.8 out of 5).

For user and password management, there is also a positive outcome regarding the number of
implemented security measures, with an average of 6.18 out of 9. Figure 4 shows that the measure all
default passwords are immediately changed in every equipment is also fully implemented, while the
measure preventing the use of the same passwords is the least implemented (only 5 out of 11 hospitals).

Intrusion detection and information privacy were also some of the measures assessed. As observed
in Figure 5, the least implemented measure is the one that foresees privacy mechanisms when using
e-mail to send health/medical information. All 9 of the 11 hospitals that use email to send this kind
of information do not implement any security measure regarding privacy.

The security measure most implemented in this group is the resetting of passwords when using
remote desktop sessions for support services by suppliers (10 out of 11). The average of implemented
measures is, within this group, of 4.2 out of 7.

Regarding the surveyed questions about vulnerability security measures, and along with web
security, this section is the one with the least average of implemented measures (5.2 out of 12).

Figure 6 shows measures that are not implemented in 7, 8 or even 10 hospitals, which reveals a
wide unfamiliarity with most of these measures. Most implemented ones are the execution of at least
one vulnerability test and the use of network traffic analysing tools.

Somehow in the opposite way of the previous section, issues related with virus and spam security
measures are among the most implemented ones, as shown in Figure 7.

Anti-virus systems exist in all surveyed hospitals, while SPAMbots detection is only implemented
in 4 hospitals. Average is 6.55 out of 10 implemented security measures in this group.

Security in Accessing Web Applications

As mentioned before, this is one of the least scored security group, as the 3 measures surveyed are
not implemented in most of the hospitals (see Figure 8), with a low average of only 0.6 out of 3
measures implemented.

Figure 4. User and password management: Number of implemented vs non-implemented measures

User and password management

System administrators accounts are forced to change passwords
regularly
Every default password provided in each equipament is altered _
Every unnecessary service/application is deactivated in servers -_
Every unnecessary service/application is deactivated in PCs and
other client devices
Use of strong passwords is enforced in system administrators
accounts W Yes
. A o ® No
Individual user accounts are created with administrator priviledges
for system administrators
Administration passwords are differentin every system -_
Users cannot use a password repeatedly --
There are policies for generating/resetting passwords --

12 10 8 6 4 2 0 2 4 6 8 10 12

Number of hospitals
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Figure 5. Internal and external infrastructures and security threats: Number of implemented vs non implemented measures

Internal and external infrastructures and security threats

There are intrusion detection mechanisms in place -
Confidentiality is guaranteed when external entities access
clinical data

Credentials provided to external entities for remote desktop
supportare renewed and destroyed after the end of the
Service Level Agreement contracts

Channels established with external entities are deleted at the
end of the communication/partnership

B No

Sending/receiving clinical information through email is always

performed using digital signatures and encrypting attachments -

Communications with external entities sending clinical
information are made through a secure channel

Information services are installed in highly dependable systems .-
6 4 2 0 2 4 6 8 10

12 10 8

12
Number of hospitals

Figure 6. Security vulnerabilities and intrusion tests: Number of implemented vs non-implemented measures

Vulnerabilities and intrusion tests

Has already performed a vulnerability test...

...through outsourcing

Vulnerability tests assessed both internal and external threats
Correction measures have been taken from vulnerability test results
Has already performed an intrusion test...

...through outsourcing

Intrusion tests assessed both internal and external threats

Correction measures have been taken from intrusion test results

Test results are disseminated among middle and top managers of the
hospital

Has performed one or more of the following tests: network survey, port
scan, router, firewall, IDS, trusted system and password cracking

Use of network traffic analysis tools

Intrusion tests are performed before a new system is connected to the
network

Number of hospitals
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Figure 7. Virus/ Spam security measures: Number of implemented vs non-implemented measures

Virus/SPAM

Has anti-virus systems
Proceduresto be followed when a virus is found are documented

Recovery of compromised files is documented

There are restrictions on the use of external drives (CD, DVD, USB)
and software downloads/uploads

Opening executables from external drives is not permitted

E-mail attachments are analysed by an anti-virus system

There are mechanisms to detect the present of SPAMBots in the
LAN
The anti-virus systems perform an automatic verification of virus
presence regularly
The anti-virus systems are configured to perform regular (daily)
updates through a central repository
The anti-virus systems are configured to perform virus checks in
workstations and PCs

12 10 8 6 4 2 0 2 4 6 8 10 12

Number of hospitals

Figure 8. Security in accessing web applications: Number of implemented vs non-implemented measures

Security in accessing web applications

Use and configuratoin of browser security policies,
namely cache, password and history management and
encryption
Usernames and passwords are never sent in open text
M Yes
® No
Web sessions have a time-out -.
12 10 8 6 4 2 0 2 4 6 8 10 12

Number of hospitals

The existence of backups and the capacity of restoring data due to some incident is, in a general
way, foreseen in every hospital, as can be observed in Figure 9. All hospitals do backups regularly,
and almost all (9 out of 11) have rehearsed failures and data restoration procedures through backups.
There is, however, a general unfamiliarity regarding renovation and technological updates in the media
used for security copies. The average in this group is 3.7 out of 5 measures implemented.

Interoperability Measures

Figure 10 profiles interoperability measures implemented and non-implemented throughout the 11
surveyed hospitals. Overall, it can be observed that the main interoperability standards regarding
health information are the ones presenting lower adoption. This is the case of HL7, with only 4
implementing HL7 2.x versions and 2 implementing HL7 3.x.
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Figure 9. Backup/Restore: Number of implemented vs non-implemented measures

Performs backups regularly

Registers who executes/confirms the execution of a
backup

Knows the technical handling and durability features of
the media employed for security copies

Has a policy for the tehcnology renewal and update
regarding the media used for data archiving

Performed some failure test where it was necessary to
restore critical data from a backup

12 10

8

Backup / Restore

._ o Yes

6

4

2 0 2 4
Number of hospitals

Figure 10. Interoperability measures: Number of implemented vs non-implemented measures

Interoperability measures

Use of direct connections between data repositories
Messages and documents exchanges

Use of HL7 - V2.x

Use of HL7 -V3.x

Use of HL7 - Clinical Document Architecture (CDA)
Use of DICOM

Use of XML

Message exchanges according to the IHE (Integrating the Healthcare Enterprise)
profiles

Use of PDF documents

Use of RTF and derived (DOC) document formats

Use of REST web services

Use of SOAP web services

Use of integrations between systems' Graphical User Interfaces (GUIs)
Use of Single Sign On

Use of a single relational data repository

Use of a single data repository based on OpenEHR

Number of hospitals

6

4

8

= No

10 12

o

Regarding the HL7 Clinical Data Architecture (CDA) and the use of Integrating the Healthcare
Enterprise (IHE) standards and guidelines to exchange messages and data between HIS, none of the

hospital units surveyed has them implemented.

Other standard with a lower rate of adoption is OpenEHR (although strongly recommended and
even regulated by the Brazilian government and health information systems’ associations). Here, only
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1 hospital has it implemented. This section presents also one of the lowest implementation averages
of 5.4 out of 16.

There is, although, higher rates of adoption when it comes to the use of web service technologies
(SOAP and REST) or basic interoperability technologies such as XML. Here, the majority of the
hospital units use them especially to consume external (governmental) provided web services to report
expenses and refundable resources. This is still, although, a very unidirectional communication from
inside the hospital to external services.

As to internal interoperability, there is still a considerable number of hospitals that prefer using
direct data integrations through Database Management Systems (DBMS).

Table 2 presents a summary on the scores obtained from the questionnaire made face-to-face
with IT managers in all visited hospitals.

From these results, it can be clearly identified serious pitfalls regarding 2 groups of security
measures: 1) vulnerabilities; and 2) accessing web applications. Here, the average of implemented
measures is below 50% (less than half of the measures foreseen in the questionnaire), being of 20%
in the case of the security configurations in accessing web applications.

Regarding the surveyed interoperability measures, it can be verified a wide unfamiliarity in what
concerns the most advanced e-Health technologies. Here, HL.7 implementation is still scarce, even
considering the minor HL7 2.x versions (only 4 out of 11 hospitals). On the other hand, DICOM is

Table 2. Summary of results

A f
. More Impl. Measures (Number Less Impl. Measures (Number of verage o
Section R . Implemented
of Hospitals) Hospitals)
Measures
élril:kllrr,(l;rir;gtceick and Network 2 implemented
General security y . . There are rules for the duration of 9.7 out of 14
addresses assigned in a structured . . .
tests and installing of security patches
manner
11 implemented 6 implemented
Physical security | The servers are located in an UPS software installation to 3.8 outof 5
isolated area with access control automatically turn on/off servers
User and 11 implemented S implemented
password Every default password provided P 6.18 out of 9
. . Prevent the use of the same passwords
management with equipment are altered
10 implemented ‘ 2 implemented
Internal and Reset passwords when using . . . .
. Privacy mechanisms in email when 4.2 outof 7
external threats remote desktop for external . . .
sending medical information
support
. 9 implemented 1 lmpyemented
Security . . Intrusion tests executed before
. Intrusion security test tools and Lo . 5.2 out of 12
vulnerabilities . switching new equipment onto the
Network traffic analysers
network
. 11 implemented 4 implemented
Virus/SPAM Anti-virus systems SPAMbots detection 6.55 outof 10
Security 3 lmplemente.ed . . 2 implemented
. Browser configurations regarding .
accessing web . Username and password credentials 0.6 out of 3
L cache, password and history .
applications . are never sent in free unencrypted text
encryption
. 4 implemented
11 1 . . .
Backup/Restore implemented Renovation and technological updates | 3.7 out of 5
Backup and restore procedures . . . .
in the media used for security copies
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an exception here, mainly because it is a widespread practice to be implemented by vendors of RIS
and PACS systems. Nevertheless, the predominant use of XML and SOAP interoperability measures
also denotes the lack of maturity regarding a full integration of HIS and stored health information
nation-wide. Even OpenEHR, which is a regulatory-based priority and should be faced as a basic
technology for creating, storing and disseminating medical information between physicians and health
professionals, is still only available to a few major hospitals.

Business Data

Table 3 summarizes some macroeconomic indexes regarding Brazil as to the year of 2017 (The World
Bank, 2018), that are of interest to compose the business perspective.

Equally relevant are data that characterize the business environment. Table 4 shows most relevant
information collected on this matter. Additional data collected included tax levels (about 68% from
profit), loan rates (above 30% in 2015) and corruption level (notorious) (The World Bank, 2018).

To complement this kind of business data, the authors derived from their enterprise and industrial
experience relevant information for a company who wishes to be a new market entrant.

Information collected from these experiences can be summarized as follows:

e Brazil is a market for companies with a high financial maturity level, that can endure some
“starvation” before beginning to see the first benefits;

e  Brazil and particularly Sdo Paulo cost of life is high, of about 5 times more than Lisbon (reference
city for the company);

e Labour laws are to be followed by the book. People do not have much social supports, so labour-
related lawsuits filed by employees happen every day;
It is always easy to go in with a local partner, although it is best to take cautions in the choice;
Fiscal laws are complex, and justice is expensive and takes some time. Taxes over raw materials
is legislated, but are unadjusted to the reality of IT companies;

e  Customers often demand an upfront fee and go in for a shared revenues model, although after some
time of proven benefits, this model can be changed, and companies can really have large incomes.

Table 3. Macroeconomic data collected about Brazil (Source: The World Bank (2018))

GDP 1 794 $USD Billion (9th)

Population 207 652 865 (5th)

GDP % for health 9.6%

Health IT market forecast 700 $USD Million

Apps market forecast 50 $USD Million

Growth forecast in the private health market 7.6% between 2016-2020

Number of hospitals 7 806 hospitals (21% do not have agreements with the NHS)

Table 4. Business environment data

Human capital Low rate of IT graduates. Deficit of 200 000 IT technicians in 2017
Overall IT and network infrastructure Low coverage of WAN. Speed ranked in 67"

Internet access 41% of population with access to Internet (64™)

Business environment 121 in “easy to make business” ranking
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The authors could observe that, although Brazil presents an enormous business potential, new
market entrants have serious initial pressure, and must endure some time without visible benefits. They
should even foresee a significant investment capacity with a long payback period, and partnerships
with local companies are recommended, although risky. Large company customers have the power
to demand upfront fees and negotiate shared revenues.

Proposed Business Strategy

From the results presented in the sections above, the authors derived the following business strategy
(Table 5), including recommendations for a company willing to enter the health IT Brazilian market,
specifically as a solution supplier for health IT security and interoperability.

CONCLUSION

In this paper, the authors present a combined technical/statistical and business perspective to tackle
the lack of health IT security and interoperability measures, observed from 11 Brazilian hospitals.
This perspective arose from the interdisciplinary consortium gathered for this study and included
also a company with business interest in this market.

The company’s professionals used their experience and skills to collaborate with academics
and HIS associations from Brazil and Portugal, and to derive a data collection method based on
a customized questionnaire and face-to-face interviews. The authors also took into consideration
market share data regarding management policies, size and location of health organizations in Brazil.

The main contributions on this paper include an assessment on health IT security and
interoperability on Brazilian hospitals, taking into consideration a sample of 11 hospital units. These
units have been distinguished upon their management model, size and location, in order to provide a
varied perspective of health IT through different kinds of hospitals. Although the number of surveyed

Table 5. Business environment data

o Health IT in Brazil created proficuous research and business areas, where several political and
financial interests began to be disputed;

o The lack of adoption of interoperability and integration technologies contributed to

a significant number of inconsistencies in health information, preventing an effective
understanding of the Brazilian population’s health;

o This situation serves the interests of the state apparatus and of private businesses that wish to
maintain the status quo of informational practices in health;

o There is a need of analysing Brazil’s health IT market also from a business perspective,
together with an analysis on IT security and interoperability issues that currently mostly affect
health organizations.

Known facts

o Health IT interoperability can be a medium-to-long term investment in Brazil, since the overall health
IT customers (both public and private hospitals) are still to find value in these kinds of solutions;

e Health IT security can be an easier market to explore in the short-term, since there is nowadays
a great concern on these issues, and an equally great demand for specialized suppliers;

o From side observations noted during the hospital visits and interviews, it was also perceived

a business opportunity regarding health data anonymization services (some hospitals have the
Proposed largest health databases in South America, which could be used by worldwide researchers if
recommendations properly anonymized);

o Public hospitals and the public national health sector should not be an investment priority for

a private company. Small and medium-sized hospitals where IT managers have decision power
should be the best segment to invest, since big hospitals tend to enforce high pressure on suppliers;
o Interpersonal relationships are part of Brazil’s business environment DNA, and exploring the contact
network or partnering to reach decision makers should also be a priority. Having a local presence is
essential to assure a fluid pre-sales, sales and support cycle, regarding the services provided.
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hospitals is a limitation of this study, the authors were able to confirm the obtained data with the
knowledge derived from their long experience and curricula on the status of health IT in Brazil.

Another contribution includes a cross-study between these questionnaire results, World Bank
economic data from Brazil and information retrieved from the authors’ business experience, deriving
in a set of recommendations for companies wishing to enter the Brazilian health IT market.

On these recommendations, the authors could conclude that the lack of wide implementation
measures related with intrusion detection and configuration of web access policies constitute an
explorable market opportunity in the short-term. Similarly, the experience in implementing and training
professionals regarding the main interoperability standards HL.7, CDA and integration engines such
as Mirth and HealthConnect can also contribute to a company’s differentiation in the Brazilian health
IT panorama, regarding medium-to-long term investments.
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