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ABSTRACT

This study investigated the most common challenges of human-computer interaction (HCI) while
using electronic health records (EHR) based on the experience of a large Russian medical research
center. The article presents the results of testing DSS implemented in the mode of an additional
interface with the EHR. The percentage of erroneous data for two groups of users (with and without
notifications) is presented for the entire period of the experiment and the weekly dynamics of changes.
The implementation of CDSS in the supplemented interface mode of the main medical information
system (MIS) has had a positive effect in reducing user errors in the data. The results of users’ survey
are presented, showing a satisfactory evaluation of the implemented system. This study is part of a
larger project to develop complex CDSS on cardiovascular disorders for medical research centers.
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INTRODUCTION

In recent years, so-called personalized medicine has become widespread and developed (Hamburg &
Collins, 2010). The transition to personalized medicine within the paradigm of P4 medicine (Predictive,
Preventive, Participatory and Personalized) (Sobradillo, Pozo, & Agusti, 2011) is inseparably linked to
the transition from evidence-based (or volume-based) medicine to value-based approach. This approach
can be expressed as the ratio of the change in the quality of patient life and the number of resources
spent on the treatment (the number of tests, procedures, prescription drugs, medical hours, etc.) (Bae,
2015). The most valuable is the care delivery, which is based on rigorous scientific knowledge and
has the minimum cost with maximum benefit for patients. Costs are determined not so much by the
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money spending of treatment, as by the time and effort the patient spends on the treatment, and also
by the number of staff-hours. That is why it is necessary to carry out comprehensive efforts that will
reduce costs and improve the quality of treatment to provide a quality healthcare delivery.

One of such areas is the improvement of human-computer interaction (HCI) between physicians
and medical information systems. On the one hand, satisfaction with the system will allow physicians
to enter more correctly and quickly all required information, and on the other hand, it will improve
the quality of the data itself for their subsequent analysis.

The Western world invests significant resources to digitize healthcare with a particular emphasis
on the creation of an integrated electronic health record (EHR) to improve the efficiency and quality
of care (Fitzpatrick & Ellingsen, 2013). EHR offers several critical advantages over paper health
records (PHR) related to the quality of care, efficiency and high level of patient safety (Hsiao, Hing,
& Ashman, 2014). In addition, EHR is a valuable source of quality assurance of medical practice and
research (Middleton, 2014). Practical use of EHR requires structured data entry. It can be a challenge
for users due to EHR method of interaction, which does not coincide with their mental models and
do not meet the requirements of document flow (Belden, Grayson, & Barnes, 2009; Friedberg et
al., 2013). Poorly designed and cumbersome user interfaces of EHR input data can complicate the
structured data-entry that will lead to a deterioration of data quality and incompleteness of data
(Khajouei, Peek, Wierenga, Kersten, & Jaspers, 2010). Consequently, this can lead to suboptimal
functioning of information systems of medical technology, integrated into the EHR, for example,
computerized support for making clinical decisions (CDSS). CDSS is one of the most effective
strategies for improving clinical decisions (Roshanov et al., 2013). CDSS often requires a large
amount of data about the patient (demographic data, data on complaints, symptoms, medical history,
physical examination, laboratory and other tests).

Despite the fact that researchers aim to improve the quality of service, most of them reported
only about the improvement of the professional performance and attempted to identify the critical
success factors for CDSS have provided conflicting results (Bright et al., 2012; Roshanov et al., 2013).
CDSS take their information from forms were filled in EHR and can provide incomplete advice due
to incomplete and unstructured EHR data (Jaspers, Smeulers, Vermeulen, & Peute, 2011). However,
often the application of the existing approaches to design DSS health care and medicine is faced with
significant difficulties for several reasons considered further concerning hospital practice. First, health
information systems (HIS) in use often do not provide the functionality of DSS or the possibility
to add such options. DSS deployment with existing HIS will complicate physicians’ work because
with filling paper records and entering data into HIS they will have to double the data in the CDSS.

Meanwhile, as mentioned above, improvement of human-computer interaction in EHR demands
not only technical solutions but also facilitation of physicians’ understanding of the importance of
such systems for their routine practice and further use of data stored in such systems.

The rest of the paper is organized as follows. In section 2 related works are presented. In section
3 we describe several problems connected with bad organized human-computer interaction in medical
information systems (MIS), and also, we propose the way to solve some of these issues by introducing
clinical decision support system developed as an extension of MIS. Section 4 describes the goals
of experiments, mistakes that we find in EHR, and the scheme of extension for MIS is proposed.
In section 5 results of experimental sample exploitation of triggers for MIS are described. Finally,
Sections 6 and 7 present discussions and conclusions.

RELATED WORKS

HCT are frequently associated with systems’ usability and user satisfaction. Usability is a widely
recognized feature of designing industrial systems and products, consumer software and other.
The requirements for usability in these areas are not limited only by the user-friendly interfaces. In
general, the application of HCI methods must meet the design’s requirements for the development of
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user-centered, participatory and interactive systems. The main aspects of HCI are (i) methodologies
and interface design, (ii) methods for implementing interfaces and their evaluation, (iii) interaction
methods and descriptive and predictive models. CDSS links clinical observations with medical
knowledge and experience and thus improves the quality of decisions and medical care provided.

The central attempts in the development of CDSS have been aimed at complex support of most
aspects of clinical problems. However, this kind of system has become widespread mainly in the
field of pharmacies, billing and telemedicine (Curtain & Peterson, 2014; Mohktar, Lin, Redmond,
Basilakis, & Lovell, 2013). Partly this is because the developed systems do not meet all the usability
requirements mentioned above. In contrast, the use of the principles of usability in the development
of EHR and CDSS is sporadic and unsystematic, in part because of a lack of attention and effective
design and evaluation structures. The authors (Zhang & Walji, 2011) define HCI as a study of the
interactions of people with computers, and how to create computer systems that are easy, fast and
productive to use for people.

Another group of researchers emphasizes the importance of the improved HCI paradigm for the
presentation of recommendations. According to (Sittig et al., 2008) one of the problems with the ease
CDSS using is to make them work unobtrusively in the background, but still be useful and specific.
CDSS should remind users of things that they may have forgotten, misinterpreted or missed before
deciding instead of correcting users after an error occurred. Currently, a serious problem is the huge
number of pop-up notifications. When patients are subjected to frequent and overwhelming warnings
in daily practice, clinicians may become insensitive to warnings and therefore may pay less attention
or even redefine them without offering any significant reasons.

There are also a few studies that compare different theories of HCI applied for healthcare. The
authors (Wiser, Durst, & Wickramasinghe, 2018) conclude that the Activity Theory is most suitable
for the tasks of describing such complex systems like MIS, fixing changes and evaluate of the impact
of these changes on all actors.

This phenomenon is called “alert fatigue” (Rose & Joshi, 2018), and it reflects how busy clinicians
become tolerant to safety warnings. This symptom can be extremely dangerous, as the critical alerts,
warning of impending or severe harm to the patient, cannot be heard with the annoying warnings or
clinically meaningless. Potential solutions to reduce the effect of “alert fatigue” on decisions makers
are (1) increasing alert specificity; (2) tier alerts according to severity; (3) apply human factors
principles when designing alerts, and include only high-level (severe) alerts in an alert set; (4) tailor
alerts to patient characteristics; (5) customize alerts for physicians (Marcilly, R., Ammenwerth, E.,
Roehrer, E., Nigs, J., & Beuscart-Zéphir, 2018).

Curiously enough, computer warnings aimed at improving safety can lead to an increased
probability of patient’s damage. Since EHR systems are widely used in the modern health environment,
fatigue is recognized as a serious, unintended consequence, as well as a severe problem of patient
safety in case of drug-drug interaction alerting (Slight et al., 2013). The research (Payne et al.,
2015) is aimed at establishing preferred strategies for submitting drug-drug interaction (DDI) alerts,
recommendations have been generated for interfaces, including the use of terminology, visual signals,
minimal text, formatting, content and reporting standards for ease of use. All clinicians involved in
the use of drugs should be able to view warnings about DDI by other physicians. The redefinition
levels are typical but cannot be a good measure of efficiency. Warnings about DDI in clinical decision
support require significant improvements.

CDSS usability issues are associated with both clinical and technical problems. (Sittig et al.,
2008) argue that it is necessary to begin initial efforts to develop more reliable methods for identifying,
describing, evaluating, collecting, cataloging, synthesizing and disseminating best practices for the
development, implementation, maintenance, and evaluation of clinical solutions. Previously, many
CDSS were not well integrated with the CPOE computer-based physician order entry (CPOE), and
physicians preferred to ignore CDSS only because of the requirement of “double data entry” that
interrupts patient care. As more and more CDSS is integrated into EHR systems, the problem of dual
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data entry is no longer a major problem for clinicians, although several decision support systems for
diagnosis remain autonomous rather than integrated into EHR systems (Miller et al., 2015).

PROBLEM DEFINITION

Basically, EHR represents the case history of a patient and contains information about patient
complaints, investigations, and treatment obtained during visits to the medical center. The information
includes general information about the patient (age, gender, etc.), results of medical examination
by a doctor (diagnosis and prescriptions) and data about various medical procedures (medical tests
results, surgery). The incomplete case history may result in an underestimation of the severity of the
disease or adverse drug interactions, jeopardize the integrity of the information, and lead to mistakes
and misdiagnosis, thereby interfering with patient safety or decreasing the quality of health care. In
the current study, we focused on the analysis of information filled by the treating physician during
outpatient visits.

Within our study, we consider the model-based generalized architecture of clinical decision
support system based (CDSS) developed as an extension of medical information system (MIS) for
various kind of decision makers and experts (Figure 1). The proposed enhanced architecture may be
considered as a generalized view on the implementation ways of previously proposed model-based
CDSS concepts (Krikunov et al., 2016; Syomov et al., 2016). The architecture includes three main
scales to consider data and model processing as well as key users interaction. Also, the architecture
is divided into three main sub-systems:

e  Basic MIS modules (client- and server-side) considered as existing within a hospital infrastructure;
e Server-side DSS modules responsible for centralized management of data, knowledge, and
client interaction;

Figure 1. Generalized architecture of CDSS
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e Client-side DSS modules responsible for local human-computer interaction to support certain
activities of a user.

Global scale includes basic data (EHR is considered as the main data source in our studies),
knowledge (we use rule base as a simple representation of static knowledge) and models (which may
also be considered as knowledge) in corresponding bases. Additionally, this scale includes processes
of knowledge control with automatic or semi-automatic model training and knowledge expression
and management performed by an expert. Personal scale represents the key use case of the CDSS
where support of physician’s decisions is provided. Here basic personalized EHR-based representation
in MIS is extended with predictive (mainly data-driven) models which extend available facts.
Knowledge-Based reasoning with EHR and predicted facts is used to infer a set of recommendation
for a) physician activity; b) support end extension of knowledge and model bases; c) requesting
additional data. Finally, department scale represents support for managerial tasks usually solved by
heads of hospitals or departments. In particular, this scale includes predictive (both data-driven and
simulation) models to analyze inflow and processing of patients, a load of a hospital or a department
and support of strategic decision making for reaching of the higher performance of the organization.

The proposed architecture may be implemented in various ways. Still, an important part in the
approach is interaction with key users (experts, physicians, managers) during support and using of
CDSS. Within the current study, we were focused on the investigation of human-computer interaction
in CDSS with special attention to controlling and improvement of EHR. Further sections describe
the implementation of the proposed generalized architecture and experimental study in a hospital
during providing care for outpatients with arterial hypertension.

Experimental Setting Details

This section describes experimental settings, key features influencing the study, as well as implemented
CDSS. Within the study, we considered a process of providing care for outpatients with arterial
hypertension (AH). Disease development and treatment process in AH cases is often complicated
by various comorbidities and external factors (habits, physical activity, mental health, etc.). Such
complexity may cause potential mistakes, inconsistencies, missing and erroneous data in EHR.
Therefore, AH was selected as a target disease within the research. Revealed mistakes in EHR with
AH patients were systematically arranged into six classes. The rule base of the developed CDSS
was extended with corresponding rules to prevent and correct the mistakes during out-patient visit.
This section presents the details on analysis of AH patients and EHR, inferred mistake classes and
development of CDSS.

Case Study

AH as a widely spread example of chronic cardiovascular disease, which may lead to severe health
conditions like acute myocardium infarction (AMI) or stroke. AH is a multifactorial disease, and its
contraction causes are usually unknown. The manifestation, progression, and treatment outcomes of
AH are associated with various factors, such as the population genetic trait, comorbidities, climate,
and other risk factors. In this regard, current hypertension guidelines provide for a large number of
treatment options without apparent differences in the treatment effectiveness.

Federal Almazov North-West Medical Research (Almazov Centre) as one of the leading
cardiological centers in Russia provide extended care and consulting for outpatients with AH. From
2010 to 2016 Almazov center provide treatment to 44393 patients with chronic diseases associated
with AH. Also, the MIS database contains EHR of treatment episodes (3252) these patient diseases
of the heart circulatory system (angina, ACS, myocardial infarction). At the same time, EHRs are
laboratory test data (cholesterol level, glucose level, general blood test, etc.), instrumental tests
(electrocardiography, echocardiography, etc.), comorbidities (diabetes, atherosclerosis, dyslipidemia,
fibrillation, COPD, CKD), observation data (BMI, age, gender), event logs (activity, date, time,
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Department, responsible person), anamnesis and other records. In General, the group of patients
does not differ significantly in characteristics. Of the total number of patients, 37% are men and 63%
are women. At the same time, the average age of men is 52 years, and the average age of women
is 60 years. Obesity (BMI > 30) is diagnosed in 27% of men and 33% of women. Elevated (>4.9)
cholesterol in 81% of patients for whom laboratory studies of lipids were carried out. The increased
blood glucose level (>5) was diagnosed in 84% of patients.

Observed diversity of the Almazov Centre’s patients enables enhanced analysis of the AH
patient population in Russia. For example, Figure 2 shows selected results in the analysis of AH
patients in Almazov Centre. Figure 2a shows clustering of episodes (using proximity complex
measure) with selected popular chronic diseases: AH (green), diabetes mellitus (blue), and
chronic heart failure (red). The analysis shows a) existence of various clusters of AH patients
showing diverse condition groups and treatment patterns applied; b) presence of AH patients
inconsistent clusters (see clusters for diabetes mellitus); ¢) widely spread combination of AH
with other chronic diseases (also with heart failure, which has highly diverse patterns, so it
doesn’t form consistent clusters). In addition, dynamics analysis (Figure 2b) shows a constantly
growing portion of elderly people in AH population. Although this could be considered as good
evidence (people live longer), the complexity of that cases significantly grows. The analysis lets
to predict high (and growing) complexity of AH cases and more complex and uncertain care
process. Therefore, we selected AH as a target disease within our experimental study in CDSS
and EHR improvement after HCI support in clinical practice.

Mistakes in EHR of AH Patients

Since the original system was not designed for data analysis and carried out more administrative

function, the quality of the data does not confirm the entry requirements for analysis. As we described

earlier (Bologva, Prokusheva, Krikunov, Zvartau, & Kovalchuk, 2016), we selected six classes of the

most common mistakes in EHR to be analyzed. Total count of analyzed records was 32158.
Mistakes’ classes and frequency of their occurrence were the following:

Figure 2. AH patients observed in Aimazov Centre: (a) Clustering of episodes with selected chronic diseases and AH; (b) Six-year
trends in patients with severe hypertension in different age groups
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1. Mistakes in drug prescriptions: (a) typos and (b) brand drug name was written before the
international nonproprietary name (212361 [57%] of 369417 total prescript drugs, and 31598
[12%] of prescription cases of 261815, respectively);

2. No blood pressure data (3283 [11%] records);

3. No BMI data (26130 [81%] records);

4. Diagnosis was not properly structured: it was difficult to retrieve information about the underlying
disease, concomitant disease, and complications (20902 [65%] records);

5. We assume erroneous situation if (a) attached laboratory results of lipids profile were above
threshold levels; (b) doctor prescribed statins and (c) term “dyslipidemia” was not in the field
‘diagnosis’ (163 [0.5%] records);

6. Multiple recording methods of the same information. For example, frequent use of both “-”
and “not complicated” in the field ‘concomitant diseases’ (16500 [51%] and 3887 [12%])
records respectively).

These kinds of mistakes make records unsuitable for analysis, and we can lose valuable information
or medical cases. We suggested ill-designed HCI is the leading cause of such mistakes.

CDSS Implementation

Previous studies determine the results of the current experiment. In particular, papers (Bologva
et al., 2016; Semakova, Zvartau, Bolgova, & Konradi, 2016) describe the analysis of data from
MIS for the most common mistakes, and it was suggested that the developing of a CDSS that
integrates with an existing MIS could solve the problem. Authors of the paper (Syomov et
al., 2016) provide a general approach that was taken as the basis for the introduction of such
a CDSS. As a result, an experimental sample of an integrated CDSS with a limited functional
was developed and implemented for the current experiment (the CDSS architecture is shown in
Figure 3). The functionality of CDSS was intended to be limited for fixing errors and notifying
users of a particular error. This was done to focus on the effect in work and the perception of
users from the operation of such a system.
Two EHR subsection were allocated for the experiment:

1. Subsection “General inspection”, in which the fields are distinguished: height, weight, waist
circumference (WCirc), heart rate (HR), arterial blood pressure (ABP). We choose this fields
to control because they are important for AH patients. For this section, two error classes are

considered: miss - if the field is left blank and error - if the field contains erroneous data (for
example, letters in a numeric field, or the value is out of bounds);
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2. Subsection “Recommendations”, which verifies the compatibility of prescription drugs. For this
purpose, we create a knowledge base of drugs that are often prescribed for patients with AH.
Every drug in this base contains information about harmful or negative interaction with other
drugs. If in the prescription there is at least one negative drug-drug interaction a warning will
be issued.

EXPERIMENT RESULTS

The testing period of the experimental sample of the CDSS was ten full weeks. In the testing involved
seven physicians: men and women 30-45 years old which could be characterized as users with
shallow computer skills. They were divided into two groups: 4 doctors worked with included mistakes
notifications (with triggers), and 3 of them in the “fixing actions” mode, that is, notifications were
not shown (without triggers). The results are shown in Table 1.

Statistics for specific mistakes are presented in Table 2. Special attention was paid to the “General
inspection” since the vast majority of errors was previously associated with either the lack of data
in specific fields or the erroneous writing of them. The table shows the percentage of missing or
erroneous data that was recorded in the system and the percentage of missing or erroneous data that
remained in the system after the form was closed.

In Figure 4, the results from Table 2 are presented graphically. The graphs show that the number
of omissions and erroneous data remaining in the MIS has decreased noticeably in the focus group
that works with enabled notifications (with triggers). Figure 5 shows the percentage of the initial
omissions or user errors recorded in the system for each of the ten weeks.

In addition to analyzing the results of mistakes, a survey was carried out by physicians who
worked with the system with enabled notifications. The purpose of the survey was to find out
how the system is convenient and useful in the work of a doctor. The results of the survey showed
that most physicians were able to adapt to the new mode of operation, all noted that notifications
were useful to them in their work. However, almost all respondents noted that it was not more
convenient for the system to work. This is since there are additional pop-up windows and the
adaptation to them requires a slightly longer time interval. Also, for now, we cannot overcome
the «alert fatigue» phenomenon to the full extent. However, we will discuss with doctors what
factors affect fatigue, what hours are the most stressful and together with doctors we will develop
some scenarios to solve this problem.

Table 1. General results of system testing

With Triggers (%) Without Triggers (%)
Subsection “General inspection”
At least with one mistake 49,1%* 63,7
Remained wrong 8,7 422
Subsection ‘“Recommendations”
Recorded messages about drugs incompatibility 25,5 #* 24
Information changed after the message 7 0

* 84.7% of mistakes were committed in the first weeks.

** Some of the reports were about “Mutual intensification of the hypotensive effect” (64.3%) and “Reduction of the effect of one drug in interaction with
another” (21.4%)

**Some of the reports were about “Mutual intensification of the hypotensive effect’ (37,5%) and “Reduction of the effect of one drug in interaction with
another” (12,5%)
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With Triggers (%) Without Triggers (%)

Missing 73 25,5
Height

Remained wrong 2,9 23,5

Missing 24.6 27,5
Weight

Remained wrong 8,7 21,6

Missing 20,3 49,1
WCirc

Remained wrong 7,25 41,2

Missing 232 39,2
HR

Remained wrong 10,14 29,5

Missing 13 15,7
ABP

Remained wrong 1,5 11,7

Error 1,5 0
Height

Remained wrong 0 0

Error 7,25 9,8
Weight

Remained wrong 1,5 9,8

Error 0 0
‘WCirc

Remained wrong 0 0

Error 8,7 5,9
HR

Remained wrong 0 5,9

Error 18,8 30,3
ABP

Remained wrong 4,35 21,2

Figure 4. The percentage of user mistakes during the system testing period: (a) The total number of recorded mistakes; (b) The

number of mistakes remaining in the MIS (after corrections)
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Figure 5. The percentage of user mistakes by week: (a) The focus group with enabled notifications; (b) Focus group with
notifications turned off
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DISCUSSION

In Figure 5 we see the curves noticeably decrease, and then increase slightly, but at the moment it is
difficult to predict their behavior in the future, so additional testing is necessary. Figure 4 shows the
average mistakes value (solid blue line). As mentioned in the previous work (Bologva et al., 2016),
we use the DMAIC cycle (George, 2010) to develop the system, and we have already passed one turn,
then we need to clarify the recommendations of users, make some changes to the system and conduct
further testing. We assume that without changes the behavior of the curve will not change much later
(Figure 6, the blue dashed line). However, when following the DMIAC cycle and considering the
interests and requirements of users, the behavior of the curve can be a similar (Figure 6 green line).
Thus, we need to achieve the behavior shown in Figure 6. That in its turn, when approximated, will
give a curve very similar to the Fogg curve (Fogg & BJ, 1998). And if we can get this result, we can use
the Fogg model to predict behavior and to control behavior through motivation, training, and triggers.

Figure 6. The average mistakes value and the further behavior

Current experiment
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Time

102



International Journal of E-Health and Medical Communications
Volume 11 ¢ Issue 1 « January-March 2020

An important issue to be considered is the integration of the proposed approaches in a framework
of automatic learning of CDSS to support the activity of users from various groups. We can treat this
task as reinforcement learning problem (Sutton & Barto, 1998). In that case models and knowledge
bases in the proposed generalized architecture may be controlled by an intelligent algorithm which may
constantly improve the HCI process considering a) issues of the particular hospital; b) personalized
behavioral patterns of the users; c) changing in behavior and knowledge under control of the CDSS.
This leads to the idea of symbiosis of users and information system evolving towards a better level
of service providing.

CONCLUSION AND FUTURE WORK

The proposed idea of implementation of CDSS in the supplemented interface mode of the main
MIS has had a positive effect in reducing user errors in the data (EHR in the considered case). We
observe shifts towards better data quality after introducing controllable HCI having decreased in
EHR mistakes as a goal. Furtherly we consider the development of more advanced, flexible, and
transparent techniques in HCI to make the next iteration in MIS-based solution improvement. Future
research directions include enrichment of knowledge and model bases with new entities, an extension
of the proposed solution for HCI with various classes of users, application of the solution in various
disease treatment (including out- and in-patients, consulting, etc.), and others.

We considered the approach to improve information (EHR in our case) through explicit control
of HCI as a promising research direction where the close collaboration of human and machines can
reach a new level. The idea may be applied widely beyond the area of CDSS in multiple information
systems where HCI plays a crucial role in the quality of the process or service.
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