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ABSTRACT

ThisarticlecomparestheperformanceofdifferentPartialDistanceSearch-based(PDS)kNNclassifiers
onabenchmarkKyoto2006+datasetforNetworkIntrusionDetectionSystems(NIDS).ThesePDS
classifiersarenamedbasedonfeaturesindexing.Theyare:i)SimplePDSkNN,thefeaturesarenot
indexed(SPDS),ii)VarianceindexingbasedkNN(VIPDS),thefeaturesareindexedbythevariance
ofthefeatures,andiii)Correlationcoefficientindexing-basedkNN(CIPDS),thefeaturesareindexed
bythecorrelationcoefficientofthefeatureswithaclasslabel.Forcomparativestudybetweenthese
classifiers, thecomputationaltimeandaccuracyareconsideredperformancemeasures.Afterthe
experimentalstudy,itisobservedthattheCIPDSgivesbetterperformanceintermsofcomputational
timewhereasVIPDSshowsbetteraccuracy,butnotmuchsignificantdifferencewhencomparedwith
CIPDS.ThestudysuggeststoadoptCIPDSwhenclasslabelswereavailablewithoutanyambiguity,
otherwiseitsuggestedtheadoptionofVIPDS.
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1. INTRoDUCTIoN

NetworkIntrusionreferstoanumberoftechniquesthatallowsthemalicioususerstopenetrateinto
thecomputernetworksandexploitthecomputingandnetworkresources.NetworkIntrusionDetection
System(NIDS)isatechnologythatusesnetworkintrusiondatasetsandidentifiestheintrudersby
applying machine learning strategies on these datasets to detect malicious activities. A network
intrusiondatasetisacollectionofnetworktracesi.e.,trafficcapturesfromnetworkforaperiodoftime.

Thequalityandquantityofnetworkdatasetswillaidmachinelearningstrategiestobuildheuristic
systemsforgivenreal-worldproblems.Theseheuristicsystemswillhelpthedecisionmakerstoever
curerisk.Earlydetectionofintrusionhelpsincontrolandpreventionofmaliciousactivitiesinasystem.

Machinelearningalgorithmsareheuristicapproachestosolvecomplicatedproblemsforwhich
ahumandesignerunabletodefinetheappropriaterulesinanexplicitform.Itisverydifficultto
constructanefficientreal-timeNIDSespeciallyforhighspeednetworktraffics.

Tobuildsuchanidealsolutionandevaluationofthesame,differentkindsofdatasetsaremade
available for researchers.One suchdetection system isKyoto2006+which is a real-worlddata
setandisnearertothecurrentnetworkproblems.Thisdatasetisprovidedwithclasslabelhence
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supervisedlearningalgorithmswerepreferredforattackpredictions.Ingeneralattackandnormal
areclasslabelsoftheseintrusiondatasets.

Intrusiondetectiontechniquesavailingthesedatasetswithclasslabelsandexhibitsgoodresultsby
usingmachinelearningmethodologiessuchasSupportVectorMachines(SVM),k-NearestNeighbor
(kNN),BayesNetworksandDecisionTreeInductionsetc.

Even though the kNN classifier is a lazy learning algorithm, it is used by huge number of
researchersbecauseof itsgoodaccuracy rates.Researchersare trying tominimize theclassifier
complexityaswellasclassificationtimesofkNNalgorithmwhilemaintainingtheaccuracyratehigh.

Partial Distance Search (PDS): is one form of kNN classification approach that makes the
classifierfasterwhencomparedwithgeneralkNNclassificationalgorithm(Basaveswara&Swathi,
2017;Eidetal.,2013).Inthisapproachthedistancecomputationprocedure(betweenaknownsample
andatestsample/newrequest)willbeterminatedataspecificfeaturevaluewithoutcomputingall
featurevalueswheneverthedistanceislargerthantheprecomputed/storedleastknearestdistances,
otherwisethisdistancewillbeaddedtothepreviousknearestdistancesbyreplacingthekthdistance.
Inthisapproachmostofthetrainingsamplesarediscardedquicklythatreducedthecomputational
costoftheclassifier.EspeciallywhenthesampledatasetisverylargesuchasKDDcup’99and
Kyoto2006+,PDSapproachyieldslesscomputationaltime.

PDSkNNAlgorithm:
ComputefirstksquareddistancesvectorD=(d1,d2,…,dk)amongthefirstksamplevectors(y1,y2,…,
yk)insamplesetSwheresisthesamplesizeandnistotalnumberoffeaturesforeachsamplebelongs
toSwiththeinputvectorxforwhichclasslabelneedtobepredictedanddi=d2(x, yi), i=1,2,3...k
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i

j

n

j ij

2

1

2

, ,( ) = −( )
=
∑ 

Step2: PlacethesefirstkdistancesintovectorDinascendingorderi.e.,d1≤ d2≤.. ≤ dk.
Step3: fortinrangeof(k+1, s):
Step3.1: Calculatethedistancedtbetweenytandxasfollows:
Step3.2: setdt=0
Step3.3: forpinrange(1,n):

Step3.3.1: Computedt+= x y
p t p
−( ),

2

Step3.3.2: Ifdt>dkthengotoStep3.
Step3.4: setDbyreplacingd d

k t
= andreorderthevectorDinascendingorder.

Byobservingthepreviousworksdonebythevariousresearchers,itisnoticedthatPDSkNN
classifierisnotappliedonKyoto2006+dataset.Outofourknowledgethereisnoworkdoneon
earliertoapplypartialdistancesearchtechniquesforNIDSwithkNNclassifiers.Mostoftheresearch
worksweredoneonincreasingtheaccuracybutafewwereconcentratedonreducingcomputational
time.ThisworkisanattempttoexploretheperformanceofthevariousPDSbasedkNNclassifiers
forNIDSandmeasurethecomputationaltimealongwithaccuracy.

Toachievethisobjective,thevarianceandcorrelationcoefficient-basedfeatureindexingmethods
appliedwithPDSkNNclassifierandcomparedwithtraditionalkNNclassifier.

Theremainingpartofthispaperisorganizedasspecifiedbelow.Section2summariestherecent
researchworkstinthisarea.ThedetaileddescriptionabouttheKyoto2006+,abenchmarkdatasetis
providedinsection3;theexperimentalmethodologyispresentedinSection4.InSection5,results
aregiven.FinallySection6presentedconclusionandfuturescopeofthiswork.
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2. ReLATeD woRK

Severalresearchersareworkingonnetworksecurityandintrusiondetectionsystemsbyapplying
severalmachinelearningtechniques.Whilesomeofthemareusingbenchmarkdatasets,othersare
generatingtheirowndatasetsfromreal-timenetworkstraffics.Thissectionpresentsrecentresearch
worksofsomeoftheseresearchers.

AdelAmmaretal.(2015)hasproposedandcomparedfeaturereduction-basedclassification
algorithms for network traffic. Authors addressed the improvement in classification accuracy.
Hoque(2012)Suggestedageneticalgorithm-basedIDStodetectnetworkintrusionsefficiently.The
implementationofproposedgeneticalgorithmisdoneonKDD99benchmarkdatasetandidentified
aFalsePositiverateof0.3anddetectionrateupto95%.

TheweblinkprovidedadetailedstudyonKyoto2006+dataset(2006).Thisarticleisacomplete
statisticalanalysisofthefeatures,valuesandclasslabelsofthedataset.Thiswillhelpresearches
tounderstandthedataset.WeiChaoLin(2015)introducedandimplementedCANNanensemble
method thatcombinedbothclassificationandclustering to increase theaccuracyand toachieve
higherdetectionratestoo.

SolaneDuqueaetal.(2015)hasdescribedtheimplementationofnonparametric,semi-supervised
learningapproachesandcomparestheperformancewithothermodelusingfeature-baseddataderived
fromanoperationalnetworkthataddressesnetworkintrusionproblem.Ometal.(2012)hasproposed
ahybridNIDSthatcombinesthequalitiesofbothmisuseandanomalydetectionsystems.Further
k-meansalgorithmforclusteringwasappliedtominimizefalsealarmrate.Acombinedk-nearest
neighborandnaïveBayesianclassifieralgorithmswerecombinedasahybridclassifierforthedetection
ofintrusions.TheexperimentwasdoneonKDD99datasetandachievedupto99.0%ofaccuracy.

Sallayetal.(2013)presentedcombinationofclustercentersandnearestneighborsasanovel
feature representation approach for effective and competent intrusion detection (CANN). The
performanceofthisalgorithmisbetterthankNNandSVMclassifiersandtakeslesscomputational
time.CANNfailedtodetectU2LandR2Lattackseffectively.FortheimplementationofCANN,
KDD99datasetwasused(Table1).

3. KyoTo 2006+ DATASeT

TheKyoto2006+(2006)isarealnetworktrafficdatasetcapturedfromhoneypots.Thedatasetwas
obtainedfromNovember2006 toAugust2009.Thedatacollectednotundergone toanyfurther
modificationsorremoval. Itconsistsofrecentnetworkattacksdistinguishedfromnormal traffic
usinghoneypots.Kyotodatasetisavailablewith24features,amongthese24features14werederived
fromKDDCUP’99dataset(Songetal.,2011;Tayallaeeetal.,2009),andfurther10morefeatures
wereaddedthatcanbehelpfulindetectingthekindofattacksmoreeffectivelyinthenetwork(Song
etal.,2011).

Intheproposedmethodology,implementationistakenplaceonlyon18inputfeaturesoutof
24features,threeofthemarepredictionlabelsthoseareIDS_detection,Malaware_detectionand
Ashula_detection,thesefeaturesindicatethetypeofattackandareredundanttotheclasslabel,and
IP_sourceandIP_destinationareIPaddressesofsourceanddestinationmachinesThesetwoattributes
haveextremelylargenumberofdistinctvaluesandcannotbeapplydiscretizationonIPaddresses,
thestart_timeisanotherattributeandisalsocontainslargenumberofdistinctvalues,duetothese
reasonsthese6featuresarediscarded.Theresultant18inputfeaturesareusedinthisapproachare
summarizedtable2.

TheclasslabelofKyoto2006+datasetisathreevaluedfeature.Thesethreevaluesare“1”,“−1”
and“-2”representingnormalrequest,knownattack,andunknownattackrespectively.However,since
thepresenceoftheunknownattacksie.,withlabel“-2”inthedatabaseisof0.7%whichisveryless
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anditisdifficulttodetectthesekindofattacksusingamachinelearningmodel.Byconsideringthe
classlabelvaluesameforknownandunknownattacks,makestheproblemabinaryclassification.

4. eXPeRIMeNTAL MeTHoDoLoGy

Thedataset selected for this study is from the first5daysofAugust2009 i.e.,nearly6,35,000
records.Thisdatahasundergoneastageofdatapreprocessing.Thedatapreprocessingpartofthe
methodologycontainstwophases,datatransformationanddatanormalization.Transformation:A
kNNclassifierrequiresallitsfeaturesofthedatasettobeinnumericalform.Becausethefeature
flaginKyoto2006+datasetisofcategorical,itistransformedintonumericbyscalarvalue,where
adistanceofzeroisassignedifthevaluesareidentical;otherwise,thedistanceisone.Forexample,
theflagvalueRSTOS0isconvertedasvalue3.0.TheFigure1shows theoriginal3samplesof
Kyoto2006+dataset,Figure2andFigure3representthesame3samplespresentinFigure1after
implementingdatatransformationofcategoricalvaluesintonumericalvaluesanddatanormalization
processusingmin-maxnormalizationrespectively.

Normalization:NormalizationofNIDSdatasetfeaturesisnecessarytoavoidfeatureinfluence
ondistancemeasures.Kyoto2006+datasetfeaturesexhibitdifferentcharacteristicsofthenetwork
andthesevaluesareofbothqualitativeandquantitativewithdifferentranges.Duetothesefeature
rangesthefeaturevaluesmayinfluencetheclassificationprocessespeciallymeasuringthedistance.
Thefeaturewithaveryhighvaluemaysuppressthefeaturewithlessvalue.Toavoidthiskindof
dominanceamongfeaturesitisnecessarytonormalizethefeaturesusingvariousscalingtechniques.

Inthepresentstudy,tonormalizefeatures,themin-maxnormalizationtechniqueisused.The
formulaforthemin-maxnormalizationisgivenasbelow.

′ =
−
−

−( )+v
v A

A A
newMaxA newMinA newMinA

max

max min


Table 1. A summary of authors’ works on NIDS with datasets and classifiers they have used

Author Dataset used Technique Problem domain Evaluation Method Feature 
Selection

Basaveswara(2017) KDDCUP99 IKPDS Anomalydetection Accuracy,Computational
time

No

Basaveswara(2016) NSL-KDD IKPDS Anomalydetection Accuracy,Fitnessvalue
curve,computationaltime

Yes

Song(2011) Kyoto2006+ Statistical
Analysis

Anomalydetection Statisticalanalysis No

Ometal.(2012) KDDCUP
99

Hybrid
Model

Anomalydetection Accuracy No

Hoqueetal.(2012) KDDCUP
99

Genetic
Algorithm

Anomalydetection
andreducingfalse

positiverates

AccuracyandFalse
Positiverate

No

WeiChaoLinetal.
(2016)

KDDCUP
99

CANN Anomalydetection
andreducingfalse

positiverates

Accuracy,Detectionrate No

Sallayetal.(2013) KDDCUP
99

SVM,
CANN

Anomalydetection Accuracy No
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WhereA isanattribute,v isavalueofattributeA thatshouldbenormalized,v’ is thenew
normalizedvalueofv,minA and maxAareminimumandmaximumvaluesofattributeAandnewMinA 
and newMaxAareminimumandmaximumvaluesintowhichthevalueofvneedstobenormalized.

Afterpreprocessingphase,toapplythesePDSkNNclassifiersthefeatureisrearrangedaswithout
indexedforSPDS,varianceindexedforVIPDSandcorrelationindexedforCIPDS.

Table 2. Selected features from Kyoto 2006+ dataset

S.No Feature # Feature Name Feature Description

1 1 Duration Connectiondurationinseconds

2 2 Service Typeofserviceusedi.e.,http,telnet

3 3 source_bytes numberofbytesofdatathatissentbysource

4 4 destination_bytes numberofbytesofdatathatissentbydestination

5 5 Count Thecountofconnectionsestablishedamongsamesourceanddestination

6 6 same_srv_rate Thepercentageoftheconnectionsthatarerequestingsameservice

7 7 serror_rate Thetotalconnectionsthathave“SYN”errorspercentage

8 8 srv_serror_rate Thepercentageofconnectionsthathave“SYN”errorsinSrvcount

9 9 dst_host_count
CountofIPswhosesourceanddestinationarethesametothatofthe

currentconnectionoutoflast100connections

10 10 dst_host_srv_count
CountofIPswhosedestinationandservicetypearethesametothatof

thecurrentconnectionamonglast100connections.

11 11
dst_host_same_

src_port_rate
Totalpercentageofconnectionswithsourceportissameasconnection

infeature#9

12 12
dst_host_serror_

rate
Thepercentageofconnectionswhosefeature#9have“SYN”errors.

13 13
dst_host_srv_

serror_rate
Thepercentageofconnectionswhosefeature#10have“SYN”errors.

14 14 Flag ConnectionState

15 15 Label ‘1’normalrequest,‘-1’forknownattack,and‘-2’forunknownattacks

16 16
source_port_

number
Session’ssourceportnumber

17 17
destination_port_

number
Session’sdestinationportnumber

18 18 Duration1 Durationofthesession

Figure 1. Three original samples of Kyoto dataset
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VarianceIndexing:IndexedbasedkNNclassificationusingPDSmethod(Basaveswara&Swathi,
2017;Oiaoetal.,2004)isanimprovementonPDSalgorithmwhereallthesefeaturesareordered
basedontheirvarianceindexing.Highestindexedfeaturewillbeplacedfirst(Songetal.,2011).In
thisapproach,highestvariancefeaturebecomputedforthedistancemeasurewhichfurtherreduces
thecomputationaltimeoftheclassificationashighlyvariedfeaturewillincreasesthedistancewhich
willbecomegreaterthantheknearestdistancessothatthetrainingsamplecanbediscardedearly.
Inthispaper,thefollowingvariance(v)formulaisused.

v
x x

n
i

n

i
=

−( )
−

=∑ 1

2

1


Wherexiistheithvalueofthefeaturex, x isthemeanofthefeaturexandnisthenumberof
samplesofdataset.Table3showsthelistoffeaturesoftheirvarianceorderingalongwithvariance
values.

CorrelationCoefficientindexing:thismethodusescorrelationcoefficientbetweeneachfeature
withtheclasslabelofthedataset.Thistechniqueisclasslabeldependentwhereasvarianceindexing
isaclasslabelindependent.

Tomeasurethelineardependencebetweenanytwoattributescorrelationcoefficientmeasureis
thebasicandmostpopularlinearcorrelationmethods(Amirietal.,2011;Nsl-kdddataset,2009).
Thismeasureisusedinmanyresearchareasbecauseofitssimplicityandeaseofestimation.For
anytworandomvariables,theircorrelationcoefficientspecifiesthemagnitudeoftherelationship
between them. In this paper, correlation coefficient is implemented to measure the relationship
betweeneachfeaturewiththeclasslabelfeature.Allthesefeaturesarethenorderedaccordingto
theircorrelationcoefficientvaluesindescendingorder.Thefollowingisthecorrelationcoefficient
formulaimplemented.

Figure 2. Three data samples after transformation

Figure 3. Three data samples after scaling
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WhereYistheclasslabelandXisoneofthefeaturesofthegivendatasetandnisthenumberof
datasamplesthatareavailable.Table4showsthefeaturesaftertheircorrelationcoefficientordering
alongwithcorrelationcoefficientvalues.

Thepreprocesseddatasetisrearrangedbytheirfeatureindexingbasedonitsfeaturevariancesin
varianceindexingandbytheirfeatureindexingbasedonitscorrelationvaluesincorrelationindexing.
Afterindexing,partialdistancekNNclassifierisappliedonthesefeature-indexedreordereddatasets.
ResultsarediscussedalongwithtraditionalkNNclassificationaswellasSPDSkNNclassification
inthefollowingsection.

5. ReSULTS

AllthesefourkNNclassifiersareimplementedonprocessor-Intelcorei5with4GBRAM,ineclipse
IDEwithJava1.6.Inthisexperimentalprocedure,thevalueofkofkNNclassifieristakenas10.
Theperformancemeasure,accuracyiscalculatedonthreePDSbasedclassifiersandtraditionalkNN
classifieralso.Thefollowingistheformulaformeasuringaccuracy.

Table 3. Ordered features based on variance indexing with rank

S. No Feature # Variance Rank Feature Name

1 6 0.245 same_srv_rate

2 2 0.210 service

3 10 0.227 dst_host_srv_count

4 8 0.164 srv_serror_rate

5 13 0.101 dst_host_srv_serror_rate

6 16 0.090 source_port_number

7 14 0.085 flag

8 11 0.037 dst_host_same_src_port_rate

9 9 0.015 dst_host_count

10 5 0.009 count

11 17 0.008 destination_port_number

12 7 0.004 serror_rate

13 12 0.001 dst_host_serror_rate

14 4 2.73E-5 destination_bytes

15 3 1.80E-5 source_bytes

16 18 1.77E-5 Duration1

17 1 1.77E-5 Duration
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Accuracy
TP TN

TP FP TN FN
=

+
+ + +



WhereTP=TruePositive(Totalnumberofnormaltestsamplespredictedasnormal)

TN=TrueNegative(Totalnumberofattacktestsamplespredictedasattack)
FP=FalsePositive(Totalnumberofattacktestsamplespredictedasnormal)
FN=FalseNegative(Totalnumberofnormaltestsamplespredictedasattack)

Thecomputationaltimeofthesefourclassifiersisalsomeasured.ThefollowingTable5,Figure4
andFigure5presentthedifferencesbetweentheseclassifiersintermsofaccuracyandcomputational
time.

TheaccuracyfortraditionalkNNis99.21,thesameaccuracyisexhibitedbySPDSandCIPDS
whereastheVIPDSexhibitslittlebitofmoreaccuracyi.e.,0.07%.ThetraditionalkNNclassifier
takesmorecomputationaltimethanPDSkNNclassifiers.Subsequentlyitisobservedthat

SPDStakeshighestcomputationaltimethantwo-featureindexingbasedclassifiersVIPDSand
CIPDS.ThecomputationaltimedifferencebetweenVIPDSandCIPDSis7minutesandtheaccuracy
differenceis0.07%.

Table 4. Ordered features based on correlation coefficient indexing with rank

S. No Feature # Correlation coefficient Rank Feature Name

1 10 0.7459 dst_host_srv_count

2 6 0.4406 same_srv_rate

3 5 0.3664 count

16 0.3108 source_port_number

4 14 0.3640 flag

5 11 0.0787 dst_host_same_src_port_rate

6 1 0.1167 duration

7 18 0.1167 duration1

8 4 0.0035 destination_bytes

9 3 0.0040 source_bytes

10 12 -0.0360 dst_host_serror_rate

11 7 -0.0447 serror_rate

12 17 -0.1603 destination_port_number

13 9 -0.3688 dst_host_count

14 13 -0.2264 dst_host_srv_serror_rate

15 8 -0.4850 srv_serror_rate

16 2 -0.8438 Service
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Table 5. Shows accuracies, Classification time (min)for four classifiers

Classifier 
Measures

kNN SPDS VIPDS CIPDS

Accuracy (%) 99.21 99.21 99.28 99.21

Computational time (min) 306.41 238.87 202.67 195.05

Figure 4. Computational time (min) for four classifiers

Figure 5. Accuracies for four classifiers
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6. CoNCLUSIoN

ThispaperinvestigatedthreePDSbasedkNNclassifierswiththetraditionalkNNclassifierwith
accuracyandcomputationaltimeasperformancemeasuresonKyoto2006+dataset.

Anynoveldefensemechanismsuggests forNIDS,need toshowsubstantial improvement in
accuracyandsimultaneouslywithminimalcomputationaltime.Afterexaminingtheseresultsauthors
suggestbothfeatureindexingPDSmethodsVIPDSandCIPDSassuitabledefensemechanismsfor
NIDS.

ItisobservedthatCIPDSconsumeslesscomputationaltimewithhighaccuracy.Theseresults
are encouragingPDSmethods, forbetter classification timewith somepreordermethodologies.
Sinceearlydetectionofintrusionismoreimportantparameterforagooddefensemechanism.From
thisstudy,itisconcludedtoadoptCIPDSwhenclasslabelsareavailablewithoutanyambiguity,
otherwise,itissuggestedtoadoptVIPDS.

Thefuturescopeforthisworkistoapplyotherfeatureindexingprocedures.Thefeatureselection
maybedonewiththesefeatureindexingprocedures.
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