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ABSTRACT

Mappingof image-basedobject textures toASCIIcharacterscanbeanewmodificationtowards
visualcryptography.NaorandShamirproposedanewdimensionofInformationsecurityasvisual
cryptographywhichisasecretsharingschemeamongNnumberofparticipantswithpixelexpansion.
Lateron,manyresearchersextendedthevisualsecretsharingschemewithnoexpansionofpixel
regionsinbinaryandcolorimages.Bystackingksharesthesecretcanbedecodedusingnormalvision.
Inthispapertheauthorshaveproposedamodificationtowardsvisualcryptographybyconvertingthe
messageintheformofprintableASCIIcharacter-basednumericalencodingpatternsinabinaryhost
image.TheencodingofthemessageisrepresentedasASCIInumericandatextureofthosenumeric
arearrangedtoformabinaryhostimage.Then,Nnumbersofsharesarebuiltupbutafterstacking
allthesharesthedecodingofthemessageisachievedbyconvertingASCIInumerictothesecret.

KEywoRDS
ASCII Code, Binary Host Image, Lagrange’s Interpolation, Visual Cryptography

INTRoDUCTIoN

Demandofinformationexchangeinheavydatatrafficisincreasingdaybydaywiththeinfluence
of digital media over internet. Information security in modern era is a major concern for many
mathematicians,computerscientists.Forabstractingthesecretfrommaliciousaccess,thirdparty
attacktherearemanyalgorithmsandmathematicswasbeingproposedinlastthreedecade.Usage
ofMathematicsmakesmanycryptographicalgorithmsrobust.Today’sworldisroamingbehindthe
informationoperatedinelectronicmediaandinternettechnologystartingfrombankingsector(both
offlineandonlinebanking) tomultimedia industry.Asadvancementofelectronicmedia,digital
communicationmakestheworldisinfingerpressatthesametimemisuseofinformationisabig
threattomodernworld.Cryptographymakesthesecretinformationintoanunreadableformatand
playsavitalroleinpresenceofthirdpartiesoreavesdropperforsecurecommunication.Inthelast
threedecades,popularcryptographicalgorithmsRSA,AES,DES,Blowfish,SecretSharingetc.
usingprivatekeyandpublickeyconceptsprovidessecuritytotext-basedinformation.Daybyday
evolutionofdigitalmultimediainformationsystemdemandstobuildnewcryptographicalgorithmto
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copewithcurrenttechnologicalarena.Steganography,VisualCryptography,QRCodeareemerging
areasofsecurityovermodernmultimediatechnology.VisualCryptographycombinessecretsharing
schemeproposedby(Shamir1979)withvisualtransparenciesintonnumberofshares.Theconcept
ofvisualcryptographyiscombinedwithvisualsecretsharing,thresholdsecretsharingschemeto
producearobustencryptionanddecryptionmethodwhichhasthebroadareasofapplication.To
dividesecretdataintoshareswhichgeneraterandomsharesof(k-1)polynomialdegreeusingmodulus
basedarithmeticwhere(k≤n).f(x)canbederivedinequation(1)as
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VisualCryptographygivesanewdimensiontoinformationsecurityarenausingsecretsharing
scheme among a set of trusted participants. Beauty of this security concept is that unlike other
highly computational with bigger complexity method such as RSA, AES, DES the decoding of
thecorrespondingsecretcanbeachieveusingnormalhumanperceptionwithoutperforming the
computation at receivers end. Visual Cryptography has versatile application areas starting from
bankingsectortoothersecurityarea.

SecretsharingschemeintroducedbyNaorandShamir(Naor&Shamir1995)isbeingmodified
inmanydimensionswithpixelexpansionandnoexpansion.Binaryimagewiththesecretembedding
insideblackandwhitepixelsintensityorgreylevelisencodedtoformsharesusingbinarypatterns
randomly. The shares are mapped onto transparencies and distributed between n participants as
� ,P P �P � �P

n
= …( )1 2

.Thedistributioncanbedoneinsuchawaytoallqualifiedparticipantsthatthe
originalmessageorsecretisvisibleifktransparenciesoverlappedorstackedtogether.Themessage
orsecretisinvisiblewhenk-1transparenciesstackedevenifahighlycomputationalalgorithmused.
TheQualifiedparticipantswhichholdstheshareΓ = …{ }Q Q Q

m1 2
, whereeachQualifiedsubsets

iscalledastheaccessstructure.(Ateniese,Blundo,DeSantis,Stinson1999)TheextensionforNaor
andShamirmethodtowardsgeneralAccessstructuresgiveanewdimensiontovisualsecretsharing
scheme.Forexample, P S S S= { }1 2 3, , withgeneralaccessstructurearequalifiedsetsatleast
havingtwosub-setsas S S S S1 2 2 3, , ,{ } { } .Whereasoverallqualifiedparticipantsare
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Γ = { } { } { }{ }S S S S S S S1 2 2 3 1 2 3, , , , , , 

Therestofthesubsetsarerestricted.For n n,( ) thresholdschemeadealerwilldistributethe
secretSC

0
intondifferentparticipants.LetusassumeSC

0
intobelongstoagroupG

s
whichholds

theseriesofbinarystringsasmessageoflengthmwithadditionbymodule2,i.e.,G G F
s s
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= ( )2 .
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aredistributedamongeachjthparticipants.LetusassumePbeasetofparticipants.PowersetofP
as2P holdstheaccessstructureΓ

P
whichisasubsetofthispowersetanditrepresentthegenuine

Figure 1. Shows the (2, n) secret sharing scheme
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sharestodecodethesecrets.EveryelementofΓ
P

andtheirsupersetalsopresentinΓ
P

.IfX and
Y arewithinPinsuchawaythatX Y P⊆ ⊆ and � ,X ��Y

P P
∈ ∈Γ Γ .

ThecontributionofthepaperisorganizedasFirstanytextmessageorsecretismappedintoan
ASCIInumeric.Thisnumericisrepresentedasitisablackbackgroundwithwhiteobjecttexture
arrangedinamatrixform.Thismatrixisplottedasa2-Dcoverthostimageembeddinginformation
asanASCIInumericform.Thisimageisnowpassedto(2,2)visualcryptographyphasetogenerate
pixelscrambledandexpandedsharesortransparenciesforencryptionanddistributedtonnumber
ofparticipants.Fordecryptionordecodingall these shares are collectedand stacked to recover
orreconstructthecoverthostimagewhichisskewedtowardsleftandrightwithverymuchsharp
contrastembeddingASCIInumeric.ASCIInumericisvisuallydecodedtocorrespondingASCII
textbyusingASCIIchart.

BACKGRoUND

ThereconstructedimageanditscontrastforkoutofmVisualcryptographyschemeismeasuredby
difference evaluation within the scheme. For each transparency m subpixels are used for the
correspondingpixelexpansion.Apairofn m× Booleanmatricesgeneratedasthebasismatrices
ofkoutofnthresholdVisualCryptographySchemewithpixelexpansionm.

IfΓ Γ
Qual

P
Forb

Pas represents qualified sets⊆ ⊆2 2, asforbiddensets.P n= …{ }1 2, , are
asetofparticipantswith2P ispowersetwhichcontainthesubsets.Γ

Qual
isincreasingmonotonically

asthesametimeΓ
Forb

isdecreasingmonotonically.Γ Γ Γ Γ
Qual Forb

P
Qual Forb

� � ��,�� � �∪ = ∩ = ∅2 .A
participant p P∈ iscrucialparticipant � �X P∃ ⊆ suchthat X p

Qual
∪{ } ∈ Γ but X

Qual
∉ Γ .Ifa

participantisnotcrucialthensharewillnotbeallottedtohimorher(Ateniese,Blundo,DeSantis&
Stinson1999;Zhou,Arce&Crescenzo,2006).

Definition1:Forasetofnparticipantsassume Γ Γ
Qual Forb
,( ) betheaccessstructurethereexists

twocollectionofBooleanmatrixofsizen m× asC C
0 1
& whichconstitutesaVisualCryptography

schemeifthereexistsavalue ± m( ) and t
X
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BasedonthesecretpixelsaswhiteorblackthematrixMisrandomlyselectedfromC
0

and
C
1

respectively.
Definition 2:BypermutingthecolumnsoftwobasismatrixS0 andS1 inallpossiblewaysthe

twocollectionmatrixC
0

andC
1
isobtained.Boththebasismatrix S0 and S1 satisfiesthebelow

protocolas
ProtocolforContrastlevel:ifX i i i

a Qual
= …{ } ∈1 2

, , , Γ thentherowvectorV
0

andV
1
obtained

byperformingORoperationonrows r r r r
i i i ia1 2 3
, , … ofS0 andS1 respectivelybysatisfyingequation
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b1 2

, , ,…{ } fromS0 andS1 withthecolumnpermutation.
Dealerrandomlychoosessubpixels inonerowofamatrix in theset C
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matricespermutedbythecolumnsinB
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0

includesallmatricespermutedbycolumns
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i
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i
| r( ) ,i=0,1.H(.)istheHamming

weightfunctionthen(k,n)VisualCryptographySchemeshouldsatisfybothsecurityandcontrast
condition.

Example 1(Yanget.al2010):Generatea(2,2)VisualCryptographySchemeofh=1,l=0&
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Satisfiesbothsecurity(forbidden)andcontrastcondition.Asblackcolorcanbedistinguished
from white as “m−h”B“h”W and white color as “m−l”B“l”W, the xByW is represented for
x y

1 1 0 0� �
,












anditspermutations.Thereconstructedimagewithawhitecoloris1B1Wandblack

coloris2B0W.Every2-subpixelblockinshadows(noiselike)is1B1W.
Fora(2,2)VCSwith2participantsandtheirsharesarerequiredtomaporreconstructsecret

withrecoveredimagesizemayvaryto2or4timeslargerthanthecovertimage.Duetoeffectof
distortedaspectratioeverypixelsplitedtofoursubpixelsas2×2array.Whereeveryshareislooksin
thevisualforminFigure1.WhitepixelisformedusingtwoidenticalarraysfromFigure2andBlack
pixelisformedusingtwocomplementaryarraysfromFigure3.Bystackingbothsharestogetherthe
resultiswhite(MediumGrey)orBlack(ComplementaryBlack).

Thepixel expansion schemehas itspros andconsovervisual cryptography.Theprocedure
ofexpandingofpixelduringsharegenerationisnowmodifiedbymanyresearcherswithnopixel
expansion.Table1showstheExpansionofPixelduringsharegenerationandits“OR”Operationover
bothwhiteandBlackpixel.Pixeloverlappingwilloccurafterpixelstackingorsuperpositioningthe
randomsharesortransparencies.

(Yang&Chen,2008)ColorMixinginaprobabilisticwaywithextendedCVCSswithprice
reducing on contrast quality to certain level. Whiteness or brightness is a tuning parameter to
discriminatethecolorusedinProbabilisticVisualCryptographySchemeinblackandwhiteareas.
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Figure 2. The horizontal, vertical, and diagonal shares

Figure 3. The horizontal, vertical, and diagonal shares
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(Liu,Wu&Lin,2010)contrastoftheVisualCryptographyScheme(VCS)isshowntobeinappropriate.
Liuetal.proposedanewdefinitionofthecontrastbasedonobservations.(Yang&Chung,2010)
WhensecretimageismorethanonethenMultisecretVisualCryptographyScheme(MVCS)which
canbeappliedonanykandn,anditgivestheformalsecurityandcontrastconditionsof(k,n)-MVCS
andsatisfiesthesecurityandcontrastconditions.(Liu&Wu,2011)meaningfulsharesorimages
embeddedasrandomsharesandthesecretcanbevisuallyrecoveredbystackingqualifiedsubset
Γ
Qual( ) .Liuproposedthresholdcoveringsubsetoptimalityblackratioandtheproceduretoimprovise

thevisualqualityoftheshareimages.(Liu,Wu&Lin,2011)cheatingimmunevisualcryptography
schemes(CIVCS)areanextensionofTraditionalVCStoavoidthecheatingwhilesecretimageis
recovered.LeeandChiu(2012)ExtendedVisualCryptographySchemeforgeneralaccessstructures.
EVCSaddmeaningfultransparenciesorcoverineachshareit.(Leeetal.,2014)proposedanalgorithm
toencodehalftonesecretimageusingnonpixelexpansionVisualsecretsharingschemewhichcan
beappliedintoversatileimagessuchasnormalimage,brighteranddarkerimage.(Tsai,Chen&
Horng,2007)Acheatingpreventionschemeusingmultiplesecretimages.The2-out-of-nthreshold
schemeisusedtoshowthefeasibilityoftheproposedscheme.Thesecretimagesarerecoveredfrom
therespectivequalifiedsubsetsandtheothersecretimageswillbeunknowntopotentialcheaters.
(Ito,Kuwakado&Tanaka,1999)AnewvisualcryptographyalgorithmproposedwithImagesize
invariantproperty(nopixelexpansion).(Chen,Chan,Huang,Tsai&Chu,2007)Amultiple-level
visualsecret-sharingscheme(MLVSS)binaryhalftoneshareimagesisobtainedbyencodingagrey-
levelsecretimageinto.Everysharewillhaveequal-sizedblockwhichiscreatedbyMLVSSscheme.
ContrastQualityismarginableusingMLVSSschemeusingafterreconstructionoftheimage.(Chen,
Horng&Tsai,2012),Chen.et.al.proposedcryptanalyzedacheating-preventionschemeinVCand
haveshownthatitisnotcheatingimmune.Forgetransparenciesarebarredtocheat.Basematrix
needtobefindout.

PRoPoSED METHoD

Architectural flowdepicts the skeletal viewof theproposedwork.Thispaper introduces anew
modificationtoexistingVisualCryptographytechnique.Intheproposedmethodtheencodingprocess
comprisestwophasesorsteps.Themessageismappedtothesubimageswithbinarysmoothtexture
ofASCIInumericforexamplethemessage“a b”isrepresentedas“097 032 098”inthefirstphase.
Betweenthestring“a space b”thesinglecharacter“a=97”,“space=32”,“b=98”.Inthesecond
phasethenbyusingVisualCryptographymethodnnumberofsharesortransparenciesiscreatedfor
kparticipant.Butdecodingofthesecretwillbeobtainedaftersuccessfullytherandomsharesneed
tobesuperpositionedproperly.Figure4shoesthearchitecturalflowoftheo

Table 1. Expansion of Pixel during share generation and its OR Operation
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Algorithm
Algorithmsarethefinitestepbystepproceduretoresolvetoacomputationalproblemintheoretically.
Inthispaperthealgorithmisdecomposedintotwopartsoneisencodingandanotherisdecoding
scheme.

Encoding Scheme
(a)          Input and output phase 
Input: Message to be encode, Message size, Mapped ASCII numeric 
Output: Shuffled Shares with pixel scrambling. 
(b)          Encryption phase 
Step 1: Convert Array of Secret Message into the corresponding 
ASCII numeric value for each character. 
Step 2: Map the ASCII numeric into binary smooth texture and plot 

Figure 4. The architectural flow of the proposed algorithm
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it as sub-image of size 10×30 using below procedure 
Sub Procedure Image_object_texture (Digit=4, n)   
// Digit represents between ‘0’ and ‘9’ to be form texture of Sub-
image  
Declare a matrix as Four [10][10]; 
Four → zero (10, 10); // Black background of sub-image and will be 
ones (10, 10) for reverse 
Four (2:9, 9) → 1; // 0 for reverse
Four (6, 4:9) → 1; // 0 for reverse
i → 6;         
j → 4;
while ((i>=2) and (j<=9)) // Iteration Start
Four (i, j) → 1; // Four (i, j) → 0 for white background and black 
foreground color 
i → i-1;
j → j+1;
end // Iteration end
end // End of Procedure
Step 3: Arrange the sub-images into a 2-D binary image based on 
message size if Message is (1×16 → 4×4) or (1×32 → 8×4). This is 
the First level encoding.  
Step 4: Generate n numbers of shares from the Original image 
using Visual cryptography. The shares are noisy like images or 
transparencies with pixel expansion.  
Step 5: The shares are distributed to n number of participants. 

Decoding Scheme
(a)          Input and output phase 
Input: k pixel scrambled shares. 
Output: Resultant Image. 
(b)          Decryption phase 
Step 1: Collect all the shares from n participants. 
Step 2: Stack all n number of shares so that one reconstructed and 
recovered image with pixel expansion will be obtained. 
Step 3: The recovered image with the ASCII numeric object texture 
embedded inside it. 
Step 4: Visually map the ASCII numeric texture into corresponding 
ASCII character following ASCII chart hence the secret information 
will be obtained.
Decryptionofciphertextintoplaintextisaprominentaspectofanycryptographicalgorithm.In
theproposedalgorithmthedecryptionisbi-levelprocedure.Aspertheprotocolthedecryptionin
visualcryptographyisprocessedvisually.Inlevel1thennumberofsharesarestackedtoreconstruct
theimagewhichconcealASCIInumericbasedbinaryobjecttexturewhichisvisibletotheuser.In
level2thedecipheringobjectrepresentingASCIInumericdigitismappedtoplaintextororiginal
message.Figure5demonstratestheoverallprocess.

Image Texture Formation for Printable Character - ASCII Based
Theproposedbinaryimage-basedencryptionmethodwhichembedsinformationormessageasvisual
textureintheformofASCIIcharacter.Theimageholdstheconcealedmessage.Thesmoothvisual
textureinasubimagemadeofbinarypixelsrepresentsforeachASCIIcharacteristhemappingof
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theoriginalmessage.ThevisualtexturesareformedstartingfromprintablecharacterSpacewith
ASCIIvalueas32totildewithASCIIvalue126whichisdepictedinTable2.

PrimarilyamatrixofamatrixofN×Npixelswithvalueszero(0)asintensityrepresentingblack
backgroundiscreatedwhichcanberealizedasanimageIm(x,y)havingblackforegroundaswellas
blackbackground.Overtheblackbackgroundtheforegroundobjectsarerepresentedaswhitesymbolic
object.MathematicallyimageIm(x,y)canbeshowninequation7thatdescribestheformationof
binaryimage.ForexampleFigure6representsthebinarytextureofdigit5inanimageform.

Im(x,y)=Matij

�� � � � � �

� � �

=
=



 1

0

for pointsontheobject

forbackground points


 (7)

Intensityzero(0)representasblackandintensityone(1)representaswhiteinabinaryimage.
Thevisualobjectstexturearerepresentedinassubbinaryimagesthatisstoredinbothsenderand
receiverside.Theimageintheformofbinarymatrix(N×Npixels)splitsintosmallblocksofthe
subimagesormatrixhavingsize10×30(n=10×m=30).Theoriginalmatrixsizeisbasedonthe
messagewhichneedstoorganizeintoanimageform.Manyintelligencemethodsdorecognizethe
digitsfromtheimageusingdigitrecognition.Thisisachievedbyconvertingthecurvedtextureof
digitsintostraightline-basedtexturetopredictcorrectly.

Thesubimagesareinter-joinedinrowandcolumnformattoformahost imageembedding
theASCIIprintablecharacterasvisualtexture.Mathematicallytheinter-joiningisrepresentedin
Equation8.

Figure 5. Depicts overall decryption process
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i

n

subIm i Covert Host Image
=

×∑ 


 →

1
10 30

 (8)

Where subIm i

 ×10 30 representsthesub-images ∀ = …�i � n1 2, , whichinter-jointoformhost

image.OriginalmessagecomprisesthetextasprintableASCIICharacteretc.

Figure 6. The binary image representation and formation of digit 5

Table 2. Contains the Texture for ASCII character Space (32) to (tilde) 127
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SIMULATIoN RESULTS AND DISCUSSIoN

Theproposedencodinganddecodingmethodextendsthevisualcryptographyconceptstoanew
dimension.Theproposedmethodencodesthedatawithoutanycomplexkeylikehighlycomputational
cryptographicalgorithm.TheflowoftheproposedmethodisdepictedinFigure4.

Theproposedmethodofencodinganddecodingworkswithbelowsteps.

Image Texture creation of numeric objects
FirsteachcharacterofthesecretmessageismappedtocorrespondingASCIInumeric.Thentexture
fortheeachnumericbetween0and9isformedoverablackandwhitebackgroundforexampleifthe
ASCIIcharacterforspaceis32canhavetextureas032usinglineandrectangle.Insteadofembedding
thecharactertexturethecorrespondingASCIInumericisembedded.

Formation of Covert Host Image
AccordingtothealgorithmthesecretmessageisfirstconvertedintocorrespondingASCIInumericand
thenforeachnumerictheimagetextureembeddedinamatrixof10×30whichistobereorganizedto
formaCovertcipherHostimageinsuchawaythatthemessageofsize16characterwillbedenoted
as4×4.Forexamplethemessageis“Min cipher image”thenitcanbearrangedasshowninFigure
7whereasFigure8depictstheactualrepresentationinacipherhostimagebythearrangementof
ASCIInumericvaluesagainstthemessage.

Visual Share Creation
Visualcryptographyisanewdimensionofovertraditionalcryptographyofprivateandpublickey
encryption suchasRSA,DES,andAES.Theempirical analysis is togeneratek shares (In this
paperbasicallyk=2).Theinformationorsecretimagewillberecoveredbysuperimposingkshares
astransparenciesbut<kshareswillnotrevealanysecret.ForvisualsharecreationheretheOR
operationoverthepermutationofmatrixcolumnused.Theshareslooklikeanoisytransparencies
orimagebypixelscrambling.

Case Study 1
Inthiscasestudyforempiricalanalysistheauthorsfirsttaken16charactersbasedsecretmessagewhich
istobereorganizedintoamatrixof4×4.ThenforeachcharacterismappedtotheASCIInumeric.

Encryption Phase
Forsimulationinitially16charactersbasedmessage“Mail-info@x1.com”istaken.ASCIInumeric
ismappedfromeachcharacterofthemessage.Afterarrangingthecharacterintoablockof4×4
theASCIInumericcodeisrepresentedasgraphicalobjectembeddedinanimageof10×30size.
ForexamplespacehastheASCIInumericcodeas32whichcanberepresentedas032.Asawhole

Figure 7. shows how a message of 1×16 is converted and reorganized into 4×4 array of ASCII numeric



International Journal of Rough Sets and Data Analysis
Volume 6 • Issue 1 • January-March 2019

30

for4×4arrayeachrowhasthesizeas10×120andafterreorganizedintheformofblackandwhite
imageasFigure9clearlyshowsthebinaryhostimageembeddingtheinformationorsecretintoa
seriesASCIInumeral.Thebinaryimagehasthesize40×120pixelsrepresenting16charactersecret
messages.Uptothissteponelevelencodinghasbeendonebutotherlevelencodingisprocessed
intheformofvisualsecretsharingdenotedasvisualcryptography.Tworandomsharesarebeing
generatedusingpixelpermutationofcolumnswithpixelexpansionmethodinsuchawaythateach
sharehasthescaledsizewithrespecttothewidthrepresentedinFigure10and11.Mathematically
itcanbedenotedasmatrixforminequation9.
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Decryption Phase
Thedecryptionisabifoldprocesswhereksharesortransparencieswithpixelexpansionarestacked
orsuperpositionedtoreconstructorrecoverthesecretimage.Herethesecretimageisthehostimage
whichembedssecretmessageorinformationofsize1×16intheformofASCIInumericwhichis
clearlyshowninFigure12.AsVCSemploysvisualsecretdata(pictures,text,etc)whichareundergoes
toencryptionphasebuttheconditionisthatthedecryptionofdatadoesnotrequireanycomputation
ratherhumanvisualsystemissufficienttodecode.Butinthispaperafterthestackingofkshares
therecoveredimagedoesnotcontainthemessageastextdirectlyrathertheASCIInumericofthe
correspondingtextisbeingembeddedasvisualtextureofnumericdatawillbeshowwhichdoesnot
requireanycomputationbutbyusinganASCIIchartthenumericcodingcouldbedecoded.Ituses
humanvisualsystemwithhumanreasoningtodecryptthesecret.Table3describesthemappingof
ASCIInumericvalueintoitstextassecret.

Case Study 2
Inthiscasestudyforempiricalanalysistheauthorfirsttaken32charactersbasedsecretmessagewhich
istobereorganizedintoamatrixof8×4.ThenforeachcharacterismappedtotheASCIInumeric.

Figure 8. Conversion of Message as ASCII numeric sub image assemble to form host covert image in black background and 
white foreground objects
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Encryption Phase
Inthiscasesimulationinitially32characters-basedmessage“Mail-info@x1.comCryptography 123”
istaken.ASCIInumericismappedfromeachcharacterofthemessage.Afterarrangingthecharacter
intoablockof4×4theASCIInumericcodeisrepresentedasgraphicalobjectembeddedinanimage
of10×30size.ForexamplespacehastheASCIInumericcodeas32whichcanberepresentedas
032.Asawholefor4×4arrayeachrowhasthesizeas10×120andafterreorganizedintheform
ofblackandwhiteimageasFigures13,14,and15clearlyshowsthebinaryhostimageembedding
theinformationorsecretintoaseriesASCIInumeral.Thebinaryimagehasthesize80×120pixels

Figure 9. Texture of Message mapped to form ASCII code shown as Black and White image

Figure 10. Share1 generation using VCS

Figure 11. Share2 generation using VCS
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representing16charactersecretmessages.Uptothissteponelevelencodinghasbeendonebutother
levelencodingisprocessedintheformofvisualsecretsharingdenotedasvisualcryptography.Two
randomsharesarebeinggeneratedusingpixelpermutationofcolumnswithpixelexpansionmethod
insuchawaythateachsharehasthescaledsizewithrespecttothewidth.Mathematicallyitcanbe
denotedasmatrixforminequation10.

M M M

M M M

M

M

M

M

10 30 10 30 10 30

10 30 10 30 10 30

10 30

10 30

10 30

× × ×

× × ×

×

×

×

�

�

�

110 30

10 30

10 30

10 30

10 30

10 30

×

×

×

×

×

×

























M

M

M

M

M

�

�

�














=

×

× × ×

× × ×

80 120

10 60 10 60 10 60

10 60 10 60 10 60

M M M

M M M

�

MM

M

M

M

M

M

M

M

M

10 60

10 60

10 60

10 60

10 60

10 60

10 60

10 60

10

×

×

×

×

×

×

×

×

×

�

�

�

�

�

660 80 240



































 ×

 (10)

Decryption Phase
Herethesecretimageisthehostimagewhichembedssecretmessageorinformationofsize1×32in
theformofASCIInumericwhichisclearlyshowninFigure16showstheencryptionofinformation
intheformofASCIInumeric.Butinthispaperafterthestackingofksharestherecoveredimagedoes
notcontainthemessageastextdirectlyrathertheASCIInumericofthecorrespondingtextisbeing
embeddedasvisualtextureofnumericdatawillbeshowwhichdoesnotrequireanycomputation
butbyusinganASCIIchartthenumericcodingcouldbedecoded.Ituseshumanvisualsystemwith
humanreasoningtodecryptthesecret.

Figure 12. After stacking all shares, the recovered shown as Black and White image

Table 3. The decoding pattern form ASCII numeric to corresponding ASCII character where message size is 16 characters

077→ M 097→ a 105→ i 108→ l

045→− 105→ i 110→ n 102→ f

111→ o 064→ @ 120→ x 046→ .

099→ c � o111→ 109→ m
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Generally,thedecryptionofVisualCryptographyisdonevisuallywithouttheuseofcomputer
butinthispapertheauthorshasmovedastepaheadtoextendthatvisualbaseddecodingtovisual
reasoningbaseddecodingbymerelyusinganASCIIchart.MappingofeachASCIInumerictexture
ofrecoveredimageshowninFigure16intothe32-bytetextismappedinTable4.

Messageis“Mail-info@x.comCryptography123”

Figure 13. Texture of Message (1×32) mapped to form ASCII code shown as Black and White image

Figure 14. Share1 generation using VCS
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Figure 15. Share2 generation using VCS

Figure 16. Shows the reconstructed image from the stacking of shares (Share1+Share2)

Table 4. The decoding pattern form ASCII numeric to corresponding ASCII character

077→ M � a097→ 105→ i 108→ l

045→− 105→ i 110→ n 102→ f

111→ o ��064→ @ 120→ x 046→ .

099→ c 111→ o �� m109→ 032→ Space

� C067→ 114→ r 121→ y 112→ p

116→ t 111→ o 103→ g 114→ r

097→ a 112→ p 104→ h 121→ y

032→ Space 049 1→ 050 2→ 051 3→
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Case Study 3
Inthiscasestudyforempiricalanalysiswehavefirsttaken32charactersbasedsecretmessagewhich
istobereorganizedintoamatrixof8×4.ThenforeachcharacterismappedtotheASCIInumeric.
TheimagehaswhitebackgroundandtextureofASCIInumericisblack.

Encryption Phase
Inthiscasesimulationinitially32characters-basedmessage“Mail-info@x1.comCryptography 123”
istaken.ASCIInumericismappedfromeachcharacterofthemessage.Afterarrangingthecharacter
intoablockof4×4theASCIInumericcodeisrepresentedasgraphicalobjectembeddedinanimage
of10×30size.Forexample,spacehastheASCIInumericcodeas32whichcanberepresentedas
032.Asawholefor4×4arrayeachrowhasthesizeas10×120andafterreorganizedintheform
ofblackandwhiteimage.Figure17,18,and19clearlyshowsthebinaryhostimageembedding
theinformationorsecretintoaseriesASCIInumeral.Thebinaryimagehasthesize80×120pixels
representing16-charactersecretmessages.Uptothissteponelevelencodinghasbeendonebutother
levelencodingisprocessedintheformofvisualsecretsharingdenotedasvisualcryptography.Two
randomsharesarebeinggeneratedusingpixelpermutationofcolumnswithpixelexpansionmethod
insuchawaythateachsharehasthescaledsizewithrespecttothewidth.Mathematicallyitcanbe
denotedasmatrixforminequation11.
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Decryption Phase
Herethesecretimageisthehostimagewhichembedssecretmessageorinformationofsize1×32
intheformofASCIInumericwhichisclearlyshowninFigure20showstheencryptionofinformation
intheformofASCIInumeric.Butafterthestackingofk sharestherecovered(reconstructed)image
doesnotcontainthemessageastextdirectlyrathertheASCIInumericofthecorrespondingtextis
beingembeddedasvisualtextureofnumericdatawhichisdepictedinFigures17,18,and19does
notrequireanycomputationbutbyusinganASCIIchartthenumericcodingcouldbedecoded.It
useshumanvisualsystemwithhumanreasoningtodecryptthesecret.

Messageis“Mail-info@x.comCryptography123”
Incasestudy1inputofmessagesizewith16characters(128bits)usedforASCIIbasedencryption

butincaseofcasestudy2inputofmessagesizewith32characters(256bits)used.AseveryASCII
charactercomprisesbinarytextureofsub-image10×30pixellong.

Entropy & Histogram Analysis
Entropyisthemeasurementofstatisticsofrandomnessintermsofpercentageofdisorderwhich
analyzethetextureoftheimage.Table6showstheentropyvariationoftheproposedmethodwith
secretmessageof16-charactertextand32charactertext.HistogramAnalysisiseffectivewhenmore
numberofgreylevelsispresentintheimage.BydoingHistogramEqualizationandSpecificationthe
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ProbabilityDensityFunction(PDF)isnormalizedtoallgreylevels.Inthispaperthecovertimage
embedsthemessageintofirstlevelofencodingusingASCIIcodeoveraBlackasbackgroundcolor
andwhiteastheforegroundobjecttexturecolor.So,thegreylevelhereislogicalmeanseitheron
oroffasBooleanvalues1or0whichisdisplayedinFigure21,22,and23.Incaseofagreyimage
thegreylevelisL-1(7or255).

Figure 17. Texture of Message (1×32) mapped to form ASCII code shown as Black and White image

Figure 18. Share1 generation using VCS
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Figure 19. Share2 generation using VCS

Figure 20. The reconstructed image from the stacking of shares (Share1+Share2)

Table 5. Shows the decoding pattern form ASCII numeric to corresponding ASCII character

077→ M � a097→ 105→ i 108→ l

045→− 105→ i 110→ n 102→ f

111→ o ��064→ @ 120→ x 046→ .

099→ c 111→ o �� m109→ 032→ Space

� C067→ 114→ r 121→ y 112→ p

116→ t 111→ o 103→ g 114→ r

097→ a 112→ p 104→ h 121→ y

032→ Space 049 1→ 050 2→ 051 3→
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Histogramrepresentprobabilitydistributionofeachgrey levelbutas it isbinary image the
variationisbetween0to1only.HerehistogramplottingisshowninFigures21,22,and23.Fromthe
figureitisclearthatboththeplottingoforiginalHostimageandreconstructedimageisalmostsimilar.

Empiricalanalysis foranycontribution towards research isessential. In thispaperasanew
diversion is being approached using ASCII numeric. The comparison with different methods is
giveninTable7.Herethecomparisonisbasedonthemessagetypetodescribethenatureofthe
messageforencryptionwhetheritisasecretimageortextmessageembeddedinanimage.Themajor

Table 6. The entropy variation between original host image to reconstructed and recovered image

Message Entropy

Original Host Image Shares or Transparencies Reconstructed & Recover Image

Messagesize(16) 0.6927 1 0.6927

Messagesize(32) 0.7062 1 0.7062

Figure 21. Original Host image
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differencewithothermethodistodecodethemessagefromthereconstructedimagewhichembeds
theASCIInumericmappingintocorrespondingASCIItextagainitdoesnotrequirecomputation
ratheravisualmapping.

CoNCLUSIoN

InthispaperanovelapproachtowardVisualcryptographyispresentedwheretwolevelsofencoding
andtwolevelsofdecodingisprocessed.Thedecodingofthemessageisperformedsimultaneously
usingvisualperceptionandASCIIchartbutamajorfactortobenoticedthatstilltheproposedmethod
donotrequirecomputationfordecoderatherjustamappingofthenumerictextureofASCIIcode
intocorrespondingtextasthesecretmessage.Fidelitycriteriaareamajorqualityconcernforany
imageprocessingalgorithm.TheproposedmethodembedstheASCIInumericasobjecttextureina
blackandwhiteimagewhichismadeupofstraightlinebuttheselinecanbescaledtolargerextent
tosatisfyfidelitycriteria.Withcomparisontoothermethodtheproposedmethodisequivalentinall
dimensionsintermsofsecurityandcontrastparameter.

Figure 22. Random shares
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Figure 23. Recovered Image
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Table 7. Comparative analysis with existing VC scheme

Methods Comparison Factors

Message Type Pixel 
Expansion

Nature of 
Shares

Visual effect 
of recovered 

image

Decoding 
Procedure

Security

Itoetal.(1999)
scheme

Covertimage
embedding
messageorimage

NO Noise–like/Pixel
Scrambled

Low Visual
Perception

Resistance
toattacks

Chenetal.
(2012)scheme

Covertimage
embedding
messageorimage

YES Noise–like/Pixel
Scrambled

High Visual
Perception

Resistance
toattacks

Liuetal.(2011)
scheme

Covertimage
embedding
messageorimage

YES Noise–like/Pixel
Scrambled

High Visual
Perception

Resistance
toattacks

ProposedScheme Covertimage
embedding
messageusing
ASCIInumeric

YES Noise–like/Pixel
Scrambled

High Visual
Perception+
ASCIIChart

Resistance
toattacks
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