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OVERVIEW

CloudcomputingisanemergingcomputingtechnologythatusesInternetandcentralremoteserversto
maintaindataandapplications.Itallowsconsumersandbusinessestouseapplicationswithoutinstallation
andaccesstheirpersonalfilesatanycomputerwiththehelpofInternet.Itcanbedefinedasanything
thatprovideshostedserviceovertheInternet.Further,itfacilitatestocollaborateonbusinessactivitiesof
multipleorganizationsacrossgeographiclocations.Thistechnologyisexpectedtobemuchmoreefficient
thanthepresentlyavailabletechnologybycentralizingthestorage,memory,processingandbandwidth.
Technologies,thatmadecloudcomputingfeasiblearevirtualization,cyber-infrastructure,andservice
orientinfrastructure.Apartfromcloudcomputing,bigdataisanothercuttingedgetechnologyforglobal
datastorageanddatahandling.Thesetwonewtechnologiesareevolvingacrosstheglobe.Now-a-days,
ITorganizationsaremovingtowardsaconceptofseamlesscomputingandreal-timeprocessingofdata
withhighdegreeofresourcescalability.Collaborationofthesetwotechnologies,enablethescopeof
anotheremergingtechnologyInternet-of-Things(IoT).Withthehelpofcloudandbigdatanetworking,
todayitispossibletoenvisionpervasiveconnectivity,storageandcomputationwhichinturn,gives
risetodifferentIoTsolutions.Inthepresentglobalizationscenariocloudservicescanprovidespeed
andcosteffectivesolutions.Thesebenefitswillenableenterprisestobecomecompetitiveinthemarket.

CloudProvidersofferservicesthatcanbegroupedintothreeservicemodel:

1. Software as a Service (SaaS):Inthismodel,acompleteapplicationisofferedtothecustomer,
asaserviceondemand.Asingleinstanceoftheservicerunsonthecloudandmultipleendusers
areserviced.Onthecustomers’side,thereisnoneedforupfrontinvestmentinserversorsoftware
licenses,whilefortheprovider,thecostsarelowered.Since,onlyasingleapplicationneedstobe
hostedandmaintained.TodaySaaSisofferedbycompaniessuchasGoogle,Salesforce,Microsoft,
Zoho,etc.

2. Platform as a Service (Paas):Inthisservicemodel,alayerofsoftwareenvironmentisencapsulated
andofferedasaservice.Otherhigherlevelsofservicescanbebuiltuponit.Customershavethe
freedomtobuildhisownapplications,whichrunsontheprovider’sinfrastructure.Tomeetscal-
abilityrequirementsoftheapplications,PaaSprovidersofferapredefinedcombinationofOSand
applicationservers.Google‟sAppEngine,Force.com,etcaresomeofthepopularPaaSexamples.

3. Infrastructure as a Service (Iaas):Thisservicemodelprovidesthebasicstorageandcomput-
ingcapabilitiesasstandardizedservicesoverthenetwork.Servers,storagesystems,networking
equipment,datacentrespaceetc.arepooledandmadeavailabletohandleworkloads.Thecus-
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tomerwouldtypicallydeployhisownsoftwareontheinfrastructure.Somecommonexamplesare
Amazon,GoGridetc.

EnterprisescanchoosetodeployapplicationsonPublic,PrivateorHybridclouds.Cloudintegrators
canplayavitalpartindeterminingtherightcloudpathforeachorganization.

1. Public Cloud: Public clouds are owned and operated by third parties. They deliver superior
economiesofscaletocustomers,astheinfrastructurecostsarespreadamongamixofusers,giv-
ingeachindividualclientanattractivelow-cost,“Pay-as-you-go”model.Allcustomerssharethe
sameinfrastructurepoolwithlimitedconfiguration,securityprotections,andavailabilityvariances.
Thesearemanagedandsupportedbythecloudprovider.OneoftheadvantagesofPubliccloudis
thattheymaybelargerthananenterprisescloud.Thusprovidingtheabilitytoscaleseamlessly,
ondemand.

2. Private Cloud:Privatecloudsarebuiltexclusivelyforasingleenterprise.Theyaimtoaddress
concernsondatasecurityandoffergreatercontrol,whichistypicallylackinginapubliccloud.
Therearetwovariationsofprivatecloud:
a. On-Premise Private Cloud:On-premiseprivatecloudsarealsoknownasinternalclouds

arehostedwithinone’sowndatacenter.Thismodelprovidesamorestandardizedprocess
andprotection,butislimitedinaspectsofsizeandscalability.ITdepartmentswouldalso
needtoincurthecapitalandoperationalcostsforthephysicalresources.Thisisbestsuited
forapplicationswhichrequirecompletecontrolandconfigurabilityoftheinfrastructureand
security.

b. Externally Hosted Private Cloud:Thistypeofprivatecloudishostedexternallywithacloud
provider,wheretheproviderfacilitatesanexclusivecloudenvironmentwithfullguarantee
ofprivacy.Thisisbestsuitedforenterprisesthatdonotpreferapubliccloudduetosharing
ofphysicalresources.

3. Hybrid Cloud:Hybridcloudscombinebothpublicandprivatecloudmodels.WithaHybridCloud,
serviceproviderscanutilizethirdpartycloudprovidersinafullorpartialmannerthusincreasing
theflexibilityofcomputing.TheHybridcloudenvironmentiscapableofprovidingon-demand,
externallyprovisionedscale.Theabilitytoaugmentaprivatecloudwiththeresourcesofapublic
cloudcanbeusedtomanageanyunexpectedsurgeinworkload.

BENEFITS

Enterpriseswouldneedtoaligntheirapplications,soastoexploitthearchitecturalmodelsthatcloud
computingoffers.Someofthetypicalbenefitsarelistedbelow:

1. Reduced Cost:Thereareanumberofreasonstoattributecloudtechnologywithlowercosts.The
billingmodelispayasperusage;theinfrastructureisnotpurchasedthusloweringmaintenance.
Initialexpenseandrecurringexpensesaremuchlowerthantraditionalcomputing.

2. Increased Storage:WiththemassiveinfrastructurethatisofferedbyCloudproviderstoday,storage
andmaintenanceoflargevolumesofdataisareality.Suddenworkloadspikesarealsomanaged
effectivelyandefficiently,sincethecloudcanscaledynamically.
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3. Flexibility:Thisisanextremelyimportantcharacteristic.Withenterpriseshavingtoadapt,even
morerapidlytochangingbusinessconditions,speedtodeliveriscritical.Cloudcomputingstresses
ongettingapplicationstomarketveryquickly,byusingthemostappropriatebuildingblocksneces-
saryfordeployment.

TARGET AUDIENCES

Theproposedbookwouldbeareferenceforresearchscholars,acoursesupplementtothestudentspursuing
computersciencerelatedsubjectsspeciallydistributedsystemsandaresourceforsoftwareprofessionals.

GIST OF THE CHAPTERS

PinnarKirciinthechaptertitled“UbiquitousandCloudComputing:UbiquitousComputing”hasde-
scribedtheevolutionofubiquitouscomputing.Theyhavealsoexplainedhowanambientintelligence
infrastructureexistsduetoincreasedinformationexchangeamongusers,devicesandenvironmentwhere
applicationsofubiquitouscomputingcanbedeployed.Inthischaptertheyhavedescribedthetechniques
forinteroperabilityofubiquitoussystems,applications,andstandardsofubiquitouscomputing.

MuradandDowajiintheirchaptertitled“UsingValue-BasedApproachforManagingCloud-Based
Services”havediscussedaboutdifferentclouddeploymentmodelandpricingmechanism.Accord-
ingtotheauthors,workreportedintheliteraturecanbeclassifiedeitherfrombusinessperspectiveor
fromtechnicalperspective.Afewaredrivenbytheproviderobjective,whileothersaredrivenbythe
customer.Theysaidtheobjectiveoftheprovidercanbedefinedbyavalue.Thiscanbedonebyprovid-
ingaquantitativemeasureusingavaluebasedapproachderivedfromthevaluemetricsmeasurement
techniques.Theyhaveaddressedthebusinessobjectivesofthebusinessserviceowner.Theobjectives
aredrivenbyasetofkeyperformanceindexesthatspecifytheproviders’prioritiesatthecurrentstage.
Theyhavepresentedanalgorithmforresourceallocationtoachievethetargetvalueofserviceowner.

Shalaninhischaptertitled“CloudServiceFootprint(CSF):UtilizingRiskandGovernanceDirections
toCharacterizeaCloudService”discussedthechallengestocloudcomputing.Thesechallengesarises
duetotheadoptionofcloudcomputingservicethatmightbeginoutsidethetechnologyorganizationor
againstacliententerprisestrategyleadingtolooseassociation.Itinvestigatestheeffectsofmaturitystatus
ontheenhancementofkeycloudcomputingservicefeaturesanditsvalueposition.Thischapteralso
introducesanewtermcalledcloudservicefootprint(CSF)toportrayanidentityforacloudcomputing
service.AccordingtotheauthorCSFprovideenoughinformationforbusinessexecutivestoevaluate
cloudcomputingserviceandmakeinformeddecision.

SethiandSruti intheirchaptertitled“CloudSecurityIssuesandChallenges”list theparameters
thataffectscloudsecurity.Accordingtotheauthorvirtualizationiscriticaltohostsecurity.Therefore,
virtualizationlayermustbekeptsecured.Theyhavediscussedindetailsthehostsecurityfordifferent
cloudcomputingmodelsuchasSaaS,PaaS,IaaS.Theyhavealsoanalyzedthesecurityissuesandtheir
countermeasuresincloudcomputing.

Yeboah-Boatinginhischaptertitled“Cyber-SecurityConcernswithCloudComputing:Business
ValueCreationandPerformancePerspectives”saidcloudcomputinghasprofoundlyalteredthebusiness
valuecreationlandscape,throughITenabledstrategicinformationmanagement.Itisessentialtostore
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thesensitivedatasecurelyandeffectively.Thischapterexaminescyber-securityconcernswithcloud
computing, both from perspective of cloud service providers and end-users using small-to-medium
enterpriseindevelopingeconomiesasacasestudy.Theauthornotedthatitisimpossibletoeliminate
threat.Therefore,protectionagainstthemwithoutdisruptivelybusinessinnovationandgrowthshould
betheutmostpriority.

PaulandSahoointheirchaptertitled“DynamicVirtualMachinePlacementinCloudComputing”
havebuiltanenergyconsumptionmodeltocalculatetotalenergyconsumptionofphysicalmachines,
takingintoaccountdifferentstatesofvirtualmachines.Theyapproachthedecisionmakingprocessfor
dynamicvirtualmachineplacementinadecentralizedmanner.Twoscenariosareconsidered;onewhen
thephysicalmachinescooperatewithoneanotherasinthecaseofprivatecloudandtheotherwhen
theyactinaselfishmannerincaseofhybridcloud.Theauthorsusecooperativeandnon-cooperative
gametheoryforthetwoscenariosrespectivelyforoptimalplacementofvirtualmachinesontophysical
machinestominimizeenergyconsumption.

Mishraetal.intheirchaptertitled“MetaheuristicApproachestoTaskConsolidationProbleminthe
Cloud”haveexplainedthecloudcomputingenvironmentalongwithitsvariousservicemodels.They
havealsoexplainedtheimportanceofenergyconsumptioninaclouddatacenter,anddifferenttechniques
toconserveenergy.Theyhaveredefinedtheexistingproblem,oftaskschedulinginthecloudenviron-
mentalongwiththeimportanceofvirtualizationtechnique.Authorshaveexplainedtheapplicabilityof
metaheuristicapproachesinschedulingcloudenvironments.Theyhaealsomentionedtheimplementation
issuesofvariousmetaheuristictechniqueslikeGeneticAlgorithm(GA),ParticleSwarmOptimization
(PSO),AntColonyOptimization(ACO),BATalgorithmwithvariousenvironmentsfortheserviceal-
locationprobleminthecloud.

Sahooetal.intheirchaptertitled“RealTimeTaskExecutioninCloudUsingMapReduceFrame-
work”haveproposedacloudsystemmodelforreal-timetaskprocessinginthecloud.Asmanyappli-
cationslikesmartdevicesandsensor-basedtasks,generateasignificantamountofdatathathasatime
constraint,ascalableplatformlikecloudcomputingisrequiredtoprocess it.Theauthorshavealso
discusseda real-timeMapReduceframework incloudcomputingusedformassivedataprocessing.
VariousMapReduceschedulingqualityattributesarestudied,andschedulingalgorithmsarereviewed
basedonthesecharacteristics.

Dhaletal. in theirchapter titled“Resource-andEnergy-EfficientVirtualMachineMigration in
CloudDataCenters”havesaidthattherecentadvancesincloudcomputingserviceshaveledtoincreas-
ingamountofenergyconsumptionindatacenters.Thusconsolidationschemesforvirtualmachines
(VMs)onphysicalmachinesonclouddatacenters.ConsolidationschemebeingNP-completerequires
heuristic techniques togetasub-optimalsolution.Theauthorshaveproposedanadaptive threshold
basedconsolidationschemeforVMsbyimprovingthehostoverloaddetectionphasewithappropriate
measureofstatisticaldispersionandcombinedwithminimummigrationtimepolicyofselectingthe
VMsformigration.Thisreducestheperformancemetricinvolvingenergyconsumptionandthelevel
ofSLAviolations.

Sahooetal.intheirchaptertitled“NetworkVirtualization:NetworkResourceManagementinCloud”
havestatedthatvirtualizationprovidesanumberofbenefitstotheserviceprovidersandeverydayusers.
Virtualizationtechnologieshaverecentlyshiftedfromservervirtualizationtonetworkvirtualization.It
candeliveranewplatformuponwhichnewnetworkarchitecturecanfabricateandexperimented.Since
networkvirtualizationinacloudenvironmentisanewresearchtopic,inthischapterauthorshavetrying
todiscussvariousbenefits,differentresearchchallengesandundertakenprojectsonnetworkvirtual-
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ization.Resourcediscoveryandresourceallocationaretwoimportanttaskinnetworkvirtualization.A
mathematicalformulationonresourceallocationsispresentinthischapter.

Kasemsapinhischaptertitled“SoftwareasService,SemanticWeb,andBigData:Theoriesand
Applications”consolidatedtheavailableliteratureonSaaS,SemanticwebandBigdata.Theauthorhas
describedthecurrentissuesandtrendswithSaaS,SemanticwebandBigdatainordertomaximize
thetechnologicalimpactinmodernoperation.HealsoexplainedtheperspectiveofSaaSadoptionand
challengesofSaaSinthedigitalage,overviewandcurrenttrendinSemanticweb,Overview,concept
andprospectofBigdatainthedigitalage.

Panigrahietal.intheirchaptertitled“SoftwareDevelopmentMethodologyforCloudComputing
andItsImpact”havementionedthatasinglesoftwaredevelopmentprocessmodelcannotworkforall
typesofproject.Softwaredevelopmentmodelisanevolvingprocesswhichisaffectedbynatureofthe
project,typesofproducttobedevelopedetc.Theyhavementionedhowsoftwareprojectscanbedevel-
opedforcloudcomputingplatformandtheimpactofcloudcomputingonsoftwaredevelopment.They
havehighlightedthebenefitofsoftwaredevelopmentandtheagilemethodofsoftwaredevelopmentin
cloudcomputingplatform.

IMPACT OF THIS BOOK

Thisbookoutlinesadvancementsinthestate-of-the-art,standards,andpracticesofcloudcomputing,in
anefforttoidentifyemergingtrends,researchanddevelopmentsthatwillultimatelydefinethefuture
ofthecloudandrelationwithBigDataandIoT.Avaluablereferenceforacademicsandpractitioners
alike, this titlecovers topicssuchasvirtualization technology,Serviceorientedarchitecture (SOA),
utilitycomputing,cloudapplicationservices(SaaS),gridcomputing,BigDataandIoT.
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