


Preface



Homelandsecurityissueshaveattractedmuchattentioninthelasttwodecades,andithappenstobea
majorconcernformanycountriestoday.Consideringtheglobalscenario,manythirdworldcountries,
Europeancountriesandevenfewdevelopedcountriessufferfromthecrisisofterrorismandidentity
counterfeiting.Disruptiveandterroristgroupsarepotentiallymakingtheirwaytocreatinginstability
amongpeople,killing innocentpeopleanddestructingpublicandprivatepropertiesarea fewsuch
examples of dreadful crimes. In addition to internal and external disruptions, many other types of
systematicdeceitfulactivitiesrelatedtoidentityverificationarebecomingpartofhomelandsecurity
issues.Therefore,onnationalinterestandsafeguardingthedomesticenvironmentfromtheoutrageous
andspitefulgroups,homelandsecuritybecomesakeyforprovidingCOTS(Conventional-Off-the-Shelf)
technologyandsecurityartifactstothetroopsandentitieswhoareresponsibleformaintainingstability
andpeacefulenvironmentwithinacountryaswellasprotectingborderregionsfromexternalintruders.
Homelandsecurityfocusesonafewkeysectorswhichmaybeapotentialthreattoacountryandits
people,andthereforetocurbthethreats,thesesectorsneedconstantsurveillanceofsecurityagencies
andtechnologyenabledartifacts.Homelandsecurityconsistsofthesectorswhichareidentifiedaspri-
orityareas,suchasborderinfiltration,counter-terrorism,identitymanagement,criticalinfrastructures,
maritimesecurity,citysurveillance,intelligence,policeandmilitarymodernization.Inordertoconquer
theattacksintheseareas,homelandsecurityisaimedtoprovideenabledsecuritytoolsandsystematic
identitymechanismsforprotectinginnocentpeopleandstrengtheningtheenvironmentfromemerging
criminalactivitiesandterrorism.

ThisHandbookhasreceivedcontributionsfromleadingeducators,researchersandhomelandsecurity
expertswhohaveexpertiseindevelopinghigh-performancesecuritysystemsandabletocustomizein
preparingtousethesetechnologiesforcertainsecuritysectorwhenthesituationdemands.Thisbook
issuccessfullymeltingthehomelandsecurityissueswithdesignanddevelopmentfactorstogetherina
lucidmanner.Itshowcasestheprocessesandmethodsofaddressingsecurityissuesandmanipulating
visualaswellasnon-visualinformationtoprovidehigh-endsecuritymeasureswiththehelpofdigital
advancementofnetworkandsatellitecommunication,signalprocessing,videoandimageprocessing,
andwarfaretechnologies.Inadditiontoadvancedsecuritymeasures,thisbookalsoexplainsthecauses
ofsocial,economic,religiousandpoliticalhindrancesandaggressivenessthatleadtomajoroutbreaks
ofdisruptivesituationsandterroristactivities.TheHandbookwouldbeanicereferencepointforbud-
dingengineers,technocrats,researchers,educators,securityexpertsandsocialscientistswhowouldbe
interestedtostudyhomelandsecurityissuesandofferefficientsolutionsbyimplementingtechnologies
forcounterterrorismandidentitycounterfeiting.
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ThepurposeofeditingthisHandbookistopresentthehomelandsecurityissuesinacoherentmanner
aswellastodiscussthesocio-economical,religiousandpoliticalcausesbehinddisruptivesituationsand
socialunrest.Also,theHandbookalsodiscussesthetechnologiesandsystemsthroughwhichpolice,
paramilitaryforcesandsecurityagenciescanabletocurbthecrimesandcriminals.Thereareatotal19
chaptersinthisHandbook.Chapter1presentsdifferenttypesofterrorism,whichariseunderdistinct
politicalandsocialenvironments.Thechapteralsodiscussesvarioustopologiesandsub-classifications
ofacceptedtopologiesunderdistinctgroups.Chapter2explainsproactiveandadaptivesecurityman-
agementdrivenprocesstoprotectthecriticalhomelandassetswhicharevitaltogovernment,business
housesandtoanyperson.Duetowarbetweencountries,majorterroristattacksandnaturalcatastrophes
infrastructuralassetscouldbealoss.Therefore,toprotectthemajorloss,adaptivesecuritymanagement
systemwillbeprovedtobebeneficial.Chapter3aimstoassessthecross-sectionalrelationshipbetween
NativeAmericanTribesandtheU.S.Governmentwithinthecontextofhomelandsecurityandunified
systemofemergencymanagementpolicy.Chapter4describesthein-depthanalysisoftransnational
crimesandthestrategiesthatUSpoliceagencyandthetraditionalsecurityagencieslikeFBIandCIA
haveadoptedattheirdisposaltocombatit.Thischapteralsodiscussesthetoolsandtechnologiesthatthe
securityagenciescanuseinpursuitofhomelandsecuritydirectives.Chapter5investigatesthesituations
ofpoliticaluprisings,civilwars,terrorisms,corruptionsandfightingonnaturalresourcesinwestand
eastAfricancountries,especiallyinKenyaandNigeria.Thischapteralsosuggestsvariousstrategiesand
methodstoprovidesecurityassurancetothecitizensandthewaytorestorepeaceandstabilityinthe
country.Chapter6presentsadocumentanalysisonillegaldrugflowsanddrugtraffickinginUSAand
Jamaica.Italsodiscussesthesecuritychallengesandthewaystoexplorethebordersecuritymeasuresto
reducethisproblem.Chapter8presentsacomprehensiveoverviewofvariousspoofingandanti-spoofing
biometricssystemsbuiltonfingerprint,faceandirisaswellasonmultimodalbiometricssystem.It
alsocomparestheexperimentalresultsdeterminedfromvarioussystems.Chapter9investigatessome
intrusiondetectionpreventiontechniquestodetectmaliciouscodesintheformofcomputerviruses.
Thetechniquesaremostlybasedonartificialneuralnetworks,artificialimmunitysystem,andnetwork
profiling.Theyalsousesimpleassociationdataminingmethodstoprocessthenetworkdata.Chapter
10 isbasedonmulti-factorauthentication,anditdiscusses the issuesof theuniquenessofdynamic
biometricssignaturesofbehavioralbiometricstraitsforpersonauthentication.Chapter11presentsa
surveyoncurrentdevelopmentsofvarioussearchspacereductiontechniquesforbiometricsdatabases.
Thischaptermainlydiscussesthetechniquesbasedonfingerprint,palmprint,andiris.Thetechniques
areclassifiedashierarchicalmatching,classification, indexing, textureandcolorbased.Chapter12
presentsabriefoverviewofphysicallayersecurityandreasonablesolutionswithquantitativemeasure-
mentofsecrecyperformanceformultiuserwirelessnetworks.Chapter13presentsawindowoperating
systembasedloginsystembuiltonbehavioralbiometricspiecesofevidencesuchaskeystroke,mouse,
softwareinteractionandhardwareusageforcontinuouspersonauthentication.Italsoexaminesproactive
forensicsandintrusiondetectionfacilitiesavailablewiththesystem.Chapter14discussesevaluation
frameworkofkeystrokedynamicsauthenticationsystem,anditalsoprovidesacomprehensiveanalysis
ofcollectedfeaturesusingphysicalandtouchscreenkeyboard.Chapter15presentsawrapperbased
classificationapproachforpersonrecognitionusingkeystrokedynamicsfeatures.Themethodistested
onpubliclyavailablebenchmarkdatabaseaswellasonreal-timedatabase.Chapter16examinesthe
conceptofInternetofThings(IoT)todesignthenovelsecurityarchitecturesformultipleplatformsto
combatcyberterrorism.
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Lastbutnotleast,webelievethatthisHandbookwouldhelpreadersfrommanydiversefieldsof
identitymanagementandhomelandsecurity,tobuildtheirownsecuritysystemsanddefinethearchi-
tecturesinaneffectiveway.InthisHandbook,wehavecarefullyselectedandincludedthechaptersby
consideringtheirrelevancytowardshomelandsecurityissuesandvarioussocialaspects.Wehavealso
triedtoexamineandexplainthetechnologieswhichcouldbeprovedtobeessentialpartsofsecurity
agenciesanddefenseadministrations.Tomakethesechapterseasytounderstand,asufficientnumberof
graphicalillustrations,images,diagrams,andtablesareincludedineachchapterandexplainedthemin
anunpretentiousway.Hopethat,oursmalleffortswouldbeappreciatedtobringthesechapterstogether
inthisvaluableHandbook.
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