Foreword

Fromadistance, theconcept of e-commercesecurity seemssimple.
Just allow authorized peopl etotransact businesssecurely and efficiently
throughthelnternet, and keep unauthorized peopleaway fromvaluable
information. Butintoday’ simpersonal and global economy, how cana
busi nessor organizationredly knowwhothey arereally alowingintotheir
systems?Andhow canthey besureunauthorized peoplearea wayskept
out?

Inahighlyinterconnected andtransaction-drivenworld, decidingwho
shouldbekept out or includedisbecoming moredifficult every day. Due
inparttointerdependent global economicconditions, internationa terror-
ismconcernsandhumaningenuity involvedwithmisusingtechnology forill
gottengains, e-commercesecurity isneither smplenor static.

Themanagersand executivesof companiesand organi zationsthat
offer e-commerceaccesspointsmust realizethat security isnolonger a
part-timeactivity, performedwhenthel T staff hastimeeachweek tocheck
afew system accesslogs and monitor unused network firewall ports.
Around-the-clock monitoring using acombination of automated and
humanresourceshasbecomenot only agood marketingstory, butisnow
abus nessrequirementtominimizefinancid lossesandlitigation. Inherently
thismeansadramatically different perspectivefromafew yearsagoabout
what thecost of , and mi ssionfocusshoul d be, for thee-commercesecurity
organization.



Thedefinitionof what “e-commerce’ really meanstothebusinessor
organization, itsclientsanditssupplier/partnersmust al sobereviewedfor
scope, clarity and security access. Intherushtobefirst-to-market afew
years ago, important security features were often left out to make the
schedule, and have not been addressed since. In other cases, the e-
commercefront-endto back-office databasesremai n opento unautho-
rized access dueto incompl ete security architectures, dependence on
computer operating systemmanufacturers, and/or percel vedclient easeof
use” featuresandfunctions.

Compoundingtheorganization’ se-commercebus nessprocesses
and I T budgetsisthedearth of industry security standardsand pl ethoraof
oftenincompatibleproprietary softwareand hardwareproducts. Continu-
ally guessingat whichtechnol ogies(andtheir devel opers) will survivethe
current market downturnhasmadesel ectingthebest productssuitabl efor
their usevery difficult. Andlast, whilee-commercesecurity isrequiredto
protect business assets, asageneral ruleit isan overhead cost, not a
revenuegenerator. Ascompaniesseek toreducecosts, security isoftenan
areaof downsizing duetoaperceivedrisk of acceptablefinancial loss.

Asmentionedearlier,e-commercesecurity isneither smplenor static.
Elementsof thecomplex answer arecontained inthedetailsof system
management, business processesand security technology. Taking the
uniqueapproachof interviewingindustry expertsworkingon, andsolving,
complex e-commerce security problems and assignments, this book
providesilluminatingideasand di scuss onsabout what management and
industry practitionerscandoto protect their companiesand organi zations
based on best practices and what works. By applying these ideas to
specific situations, management can greatly reduce the cost and time
required to harden their systemsto unapproved access and undesired
financid risk.

TheU.S. Government reportsthat severa billionsof dollarsarel ost
every year toe-commerceand computer security crimes(2002 Computer
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Crime and Security Survey Report)—an amount growing every day.
Stoppingthat growthrateanddrivingittozerowill becomealarger and
larger management challengeandrespons bility fromthelega andfinancia
perspectives.

M ost booksthat havebeenwritten about e-commercesecurity lack
akey ingredient—actua bus nessexamplesfromindustry practitioners. This
book seamlessly incorporates specific expert information throughout
variouschaptersandsections, providingthereader withrelevanceandrare
ing ghtsintocurrent security threatsand defensesfaced by businessleaders.

Comparedtoanindustry researchmonologue, readersbenefitfrom
theexperts multi-decadeexperiencededingwithe-commerceproblems:
security threat priorities, persona privacy laws, risk management and other
at-risk tasks that impact revenue generation and collection. Usually
obtainable only at extraordinary expense, readers can learn from and
leverageindustry best practices, thussavingsignificant timeand expense,
whilereducing security risksfortheir organi zations.

Intheend, e-commercesecurity isnot only about buyingandinstaling
technol ogy and stopping unauthorized user access. Itisabout creating
continuousbus nessprocessesthat wrap around and balanceend-to-end
systemand user access, providetransaction security, and requirepropri-
etary and customer informationtobecons dered val uablebusinessassets.
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