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ABSTRACT

This study conceptually investigates the impact of quantum computers on blockchains within the
supply chain context. Powerful quantum computers enable attackers to break into blockchains by
rapid inverse calculations of mathematical problems that are the core of one of the main blockchain
security foundations, known as asymmetric cryptography. They are also able to violate the integrity
of public blockchains like bitcoin through mining acceleration. Hence, quantum computers can
engender threats to the supply chain users of blockchain. On the other hand, there are ongoing efforts
to create a quantum-resistant solution. One approach for such a solution is to utilize quantum tools
themselves. Moreover, sufficiently powerful quantum computers are still being developed, and it is
still unclear whether a quantum solution will arrive first or vice versa. The contrasting duality of
quantum computers and lack of a clear picture over the timing of the arrival of a solution and threats
give rise to the uncertainty that might hinder the attractiveness of blockchains for supply chains.
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INTRODUCTION

Blockchain growth in various areas is evident throughout the world. While the US and China are the
leaders, Europe also strives to maximize its blockchain potential (Anderberg et al., 2019; Firdaus
et al., 2019; Liu, 2020). In a survey among European businesses, half of the respondents perceived
that blockchain would impact their current operating models (O’Dea, 2020). Well-established firms
in the EU, such as Danish Maersk, German BASF, and Bosch are already involved with blockchain
technology (Hackius & Petersen, 2017; Kouhizadeh et al., 2020). In addition, blockchain investment
examples can be found in other European countries’ large firms, such as Russian Gazprom (Khatri,
2019). The United Kingdom, Germany, France, and Estonia have the highest number of blockchain
startups in the EU (Anderberg et al., 2019). The worldwide amount of financial resources directed
to blockchain solutions demonstrate continuous growth, from 1.5 billion U.S dollars in 2018 to the
estimation of 15.9 billion by 2023 (Liu, 2020). The PwC’s survey of 600 executives in 2018 revealed
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that 84% of the companies have already had a certain degree of involvement with blockchains (Davies
& Likens, 2018).

The advent of industry 4.0 (also known as digitalization) has unfolded revolutionary promises to
the business landscape. In this regard, blockchain is one of the underlying technologies of industry
4.0 that can play an important role in its success (Ghobakhloo, 2018; Schwab & Davis, 2018).
Notwithstanding the significant investment across the world, blockchain technology is still evolving.
Blockchain has not reached its maturity, as various aspects such as benefits and challenges are yet to
be fully elaborated (Manners-Bell & Lyon, 2019; Van Hoek et al., 2019).

In this regard, quantum computers are one of the main matters that can engender a crucial
impact on blockchains (Fernandez-Carames & Fraga-Lamas, 2020; Gheorghiu et al., 2017) and can
have serious consequences for relevant investments. Quantum computers are referred to as machines
that use quantum mechanics to execute computations that are, in many cases, performed faster than
classical computers (DiVincenzo, 2000).

One of the blockchain use areas that can be significantly impacted by quantum computers is
the supply chain. Blockchain offers important opportunities to supply chains such as transparency,
immutability, and authenticability (Manners-Bell & Lyon, 2019; Van Hoek et al., 2019). There are
various cases of blockchain utilization in supply chains. For example, Grass Roots uses blockchain
with supply farms to create transparency on transferred content (Van Hoek et al., 2019). Maersk uses
blockchain to replace hardcopies with digital content and to achieve transparency that enables shared
views and collaboration among supply chain partners (Kouhizadeh et al., 2020).

However, the emergence of powerful quantum computers can affect all blockchain opportunities
and investments. Quantum computers are a double-edged sword that can be part of the blockchain’s
security solution as well as the problem (Campbell, 2019; Gheorghiu et al., 2017). Such features
require further investigations into the details of the subject to enhance pertinent understanding,
improve certainty, and guide further actions. While the impact of quantum computers on a blockchain
is previously discussed (e.g., Ferndndez-Carames & Fraga-Lamas, 2020; Gheorghiu et al., 2017;
Kiktenko et al., 2018), there is a dearth of research in the corresponding domain. In the supply chain
context, such scarcity is even further escalated.

Due to the scarcity of relevant research and the importance of the subject, this study aimed to
conceptually investigate the impact of quantum computers on blockchain security and to identify the
consequent effect on supply chains. Hence, the following research question is developed: How do
quantum computers impact blockchain-based supply chains?

In the following section, the methodology of this paper is elaborated. Then, blockchain and its
applicability for supply chains are discussed. Thereafter, the core of blockchain security is unfolded.
In section five, the impact of quantum computers on blockchain security is revealed. Respectively,
sections six and seven highlight the pertinent quantum-based implications for supply chains and the
research domain.

METHOD

This paper utilizes the theory synthesis type of conceptual method. In this regard, Jaakkola (2020)
states that “theory synthesis paper seeks to achieve conceptual integration across multiple theories
or literature streams. Such papers offer a new or enhanced view of a concept or phenomenon
by linking previously unconnected or incompatible pieces in a novel way” (p. 21). There are
two main components of the theory synthesis type of conceptual method: summarization and
integration (Jaakkola, 2020).

Summarization refers to the encapsulation and reduction of knowledge to a manageable whole
(Jaakkola, 2020; Maclnnis, 2011). This is consistent with the statement by Gilson and Goldberg (2015)
that a well-grounded conceptual paper is underpinned by a tight and narrow focus on conceptual
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pieces. Accordingly, this paper provides a narrowed elaboration of three conceptual pieces and their
relevant subsets with respect to the research focus. These three conceptual pieces are blockchain,
supply chain, and quantum computers.

The integration establishes the link among conceptual pieces by which new insights occur
(Jaakkola, 2020; Maclnnis, 2011). Correspondingly, the three main conceptual pieces of this
study are connected and help unfold the impact of quantum computers on blockchain-based
supply chains. As past literature largely did not address these three concepts together, such
integration offers a novel understanding that can be important for the future of supply chain
users of blockchain.

Furthermore, the adequateness of the conceptual method can be supported by the data collection
difficulties that naturally associate with such a research focus. In this regard, Yadav (2010) states
that a significant advantage of a conceptual study refers to its unrestrained nature in relation to data
availability (i.e., this approach suits well with the phenomena within which the data access is not easy).
Quantum computers are just emerging and still have a long way toward maturity and vast practical
applications. Hence, gaining access to germane empirical evidence can have struggles that can hinder
the targeted contributions of this paper. As a result, the conceptual method is a good solution to tackle
the issue of limited empirical data availability.

WHAT IS BLOCKCHAIN?

The beginning of blockchain goes back to 2008 when Satoshi Nakamoto used it as the key element
to support the transactions of digital currency called Bitcoin (Nowinski & Kozma, 2017; Zhao et
al., 2016). Since then, the application of blockchain has far exceeded the digital currencies (Zhao
et al., 2016), continuing to grow into various areas such as healthcare (Fernandez-Caramés et al.,
2019; Jayaraman et al., 2019), supply chain management (Rana et al., 2021; Rejeb et al., 2019), and
e-voting (Baudier et al., 2021; Schwab & Davis, 2018).

While there is no universally agreed-upon definition of blockchain, the conducted attempts
share similar elements (Van Hoek et al., 2019). Blockchain is mainly referred to as a technology
platform that enables a reliable and secure database of digital content (e.g., information, record, and
transaction) among multiple participants (Manners-Bell & Lyon, 2019; Van Hoek et al., 2019; Zhao et
al., 2016). Blockchain falls into the category of distributed ledger technologies which implies that this
technology platform stores and exchanges digital content without needing control from a centralized
party (Manners-Bell & Lyon, 2019; Schwab & Davis, 2018; Van Hoek et al., 2019).

To put it simply, blockchain is a chain of blocks that incorporate contents that are stored on
them (Dolgui et al., 2020; Mondal et al., 2019; Xu et al., 2021). Each block contains a timestamp,
information on the current block’s contents, the current block’s hash value, and the hash value of the
previous block (Bakar & Rosbi, 2018; Ying et al., 2018). A blockchain is copied on multiple nodes,
which are normally in the form of computers across the blockchain networks and are also responsible
for validating the blocks (Van Hoek et al., 2019; Ying et al., 2018).

There are varied validation mechanisms, degrees of control, and ownership in blockchains. These
variances enable distinguishing blockchains into two different types (Van Hoek et al., 2019). One type
is “public” blockchain (e.g., Bitcoin and Ethereum), where the platform is completely decentralized,
accessible to the public without an owner, and the validation process requires nodes to solve a complex
mathematical process that can be run by anyone incentivized via payments through cryptocurrencies
(Van Hoek et al., 2019; Viriyasitavat & Hoonsopon, 2019).

The second type is “permissioned” blockchain, in which control and ownership are shared among
the authorized involved users (that know each other but do not necessarily trust each other), and it is
common among supply networks (Van Hoek et al., 2019). In this type of blockchain, content availability
is based on the users’ agreements (Van Hoek et al., 2019; Viriyasitavat & Hoonsopon, 2019).
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Blockchain in Supply Chains

Businesses express varied maturity levels regarding the benefits that they experience from blockchains
(Van Hoek et al., 2019). Nevertheless, despite the existing limitations, there are numerous benefits
associated with the implementation of blockchain into supply chains (Manners-Bell & Lyon, 2019;
Van Hoek et al., 2019). In general, content immutability, authentication, transparency, traceability,
smart contracting, decentralization, and efficiency are the common benefits identified in various
literature (Alazab et al., 2021; Francisco & Swanson, 2018; Manners-Bell & Lyon, 2019).

Blockchain platforms provide an immutable and authenticable block of content among participants
that enable transparency and traceability of processes among supply chain users and can be utilized
for various purposes such as counterfeiting prevention, insight creation on various topics (e.g.,
customer demands), data exchange, and inspections (Agrawal et al., 2021; Francisco & Swanson,
2018; Mandolla et al., 2019; Van Hoek et al., 2019).

Content validation and ownership are distributed across the network to prevent centralized control
and enhance decentralization (Saberi et al., 2019; Van Hoek et al., 2019). Moreover, blockchain
eliminates the cost burden of backup servers from a single party and reduces the dependency on a
middleman, resulting in higher efficiency (Choi et al., 2019; Kshetri, 2018; Sharma et al., 2018).
Blockchain also enables the smart contracts through which contractual agreements are digitalized
via codes that enable synchronized and automated executions once the pre-defined conditions are
met (Chang, Chen, and Lu, 2019; Dolgui et al., 2020).

Furthermore, transaction cost theory can also be utilized to develop insights into the impact of
blockchain on transaction costs associated with supply chain relations (Ahluwalia et al., 2020; Schmidt
& Wagner, 2019). According to this theory, there are two key factors that influence transaction
cost: bounded rationality and opportunism (Grover & Malhotra, 2003; Rindfleisch & Heide, 1997).
Rindfleisch and Heide (1997) refer to bounded rationality as the ability limitation of decision-makers
for processing information with careful consideration of all binding aspects and conditions of the
contract. In this regard, they emphasize the word “limitation” and argue that it should not be confused
with potential “stupidity” that can occur on the part of an actor or individual (Rindfleisch & Heide,
1997). An important factor that impacts bounded rationality is the degree of uncertainty; under an
uncertain environment, bounded rationality is a more significant issue as greater dedication is needed
because there are more aspects to consider (Grover & Malhotra, 2003). Opportunism addresses the
dishonest behaviors in the exchange relationship that are based on self-interest, such as cheating,
lying, and intentional deviation from the agreements (Grover & Malhotra, 2003; Williamson, 1975).
The opportunistic behaviors engender the need for behavior monitoring and control, which increases
the transaction cost (Grover & Malhotra, 2003).

In this context, blockchain can impact the transaction cost associated with supply chain
relationships. For instance, a smart contract’s clear, pre-defined procedure and immutable as well
as authenticable contents limit the opportunistic behaviors; a transparent and reliable blockchain
platform decreases the environmental uncertainty; and the automated execution of smart contracts
reduces human involvement, which affects bounded rationality (Chang, Chen, and Wu, 2019; Schmidt
& Wagner, 2019; Treiblmaier, 2018).

Blockchain can decrease trust issues in supply chains. The principle-agent theory addresses the
relationship between two actors who are participating in an exchange of resources and capabilities,
usually via contracts (Braun & Guston, 2003; Steinle et al., 2014). In a supply chain context, the
buyer-suppler relationship is a good example of the relationship between the principal and agent. Under
the contract, the supplier (agent) is obliged to perform certain tasks, which equips that supplier with
comparatively more knowledge about the details of (and surrounding) the task compared to the buyer
(Steinle et al., 2014; Treiblmaier, 2018). Due to this information asymmetry, the buyer (principal) needs
to establish cost-incurring trust and control mechanisms to prevent supplier’s divergence (Jensen &
Meckling, 1976; Steinle et al., 2014; Treiblmaier, 2018). In this regard, blockchain transparency and
reliable content accessibility reduce the information asymmetry in the business relationship between
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the principal and agent; hence, the trust and control mechanisms become less costly (Chang, Chen,
and Wu, 2019; Treiblmaier, 2018).

One of the important characteristics of blockchain is security which plays a significant role in the
realization of benefits (Chalmers et al., 2019; Fernandez-Carames & Fraga-Lamas, 2020; Kumar et
al., 2020; Saberi et al., 2019). Lack of security eventually challenges the core of blockchain promises.
For example, without blockchain security tools, it may become possible to manipulate blockchain
contents, forge users’ identities, disrupt the trust mechanism, and distort smart contracts.

BLOCKCHAIN SECURITY

Blockchain security mainly depends on two main cryptographic concepts: public-key/asymmetric
cryptography and hash function (Fernandez-Carames & Fraga-Lamas, 2020; Mandolla et al., 2019;
Rejeb et al., 2019).

Asymmetric Cryptography

Asymmetric cryptography uses public and private keys to authenticate content exchanges between the
involved users, utilizing what is known as “digital signature” (Fernandez-Carames & Fraga-Lamas,
2020; Niranjanamurthy et al., 2019). As the names imply, a private key is always kept private, and
public keys are available for others (Zhang et al., 2018).

In blockchains, typical digital signatures involve hashing the content (via hash function) by the
user, which results in fixed-size hash output (Zheng et al., 2018). The hash output is encrypted by
a private key which creates the digital signature, and then the signature is verified by others using
the same user’s public key (Fernindez-Carames & Fraga-Lamas, 2020; Zheng et al., 2018). Due to
secure mathematical relation between pair of public and private keys, when one verifies the signature
by a public key, it guarantees that only the user who has the private key has created the signature
(Fernidndez-Carames & Fraga-Lamas, 2020). Hence, the authentication is established.

Asymmetric cryptography is also necessary for the blockchain wallet. The wallet contains a
public key that provides the public address of the wallet through the hash function (the public address
is used to send/receive the digital content), and a private key which is used for wallet accessibility,
management, and signature (Dikshit & Singh, 2017; Dwyer, 2015; Fernandez-Carames & Fraga-
Lamas, 2020).

Hash Function

In simple terms, the hash function transforms and maps the content of arbitrary sizes into a fixed-
size hash output/value that is unique (almost always) to the original content input (Di Pierro, 2017,
Eltayieb et al., 2020). In other words, a fixed-size hash value is collusion-free, which means that no
two content inputs should have the same hash output. The smallest change in content input, such as
adding a single character, will lead to a completely different hash output (Wong et al., 2019). The
hash function is also preimage resistant and deterministic (Lee & Lee, 2017). The former refers to
the feature through which the hash function becomes difficult to invert, and the latter ensures that
identical content input always results in the same hash output. The hash function, with regard to the
aforementioned characteristics, plays an important role in blockchain security.

The hash function makes the blockchain immutable and tamper-proof. Every block contains its
own hash and the hash of the previous block, which makes the blocks connected to each other (Bakar
& Rosbi, 2018; Fernandez-Carames & Fraga-Lamas, 2020; Ying et al., 2018). If the block’s content
is later altered, the hash of it will also change which then no longer match the same block’s hash in
the subsequent block, making it invalid (Rejeb et al., 2019; Wong et al., 2019).

The hash function is also used for address generation, reducing the public address size, and
content hashing during the signature process (Fernandez-Carames & Fraga-Lamas, 2020; Raikwar
et al., 2019; Wang et al., 2019).
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Security Algorithms and One-Way Function

These two main cryptographic concepts are underpinned by “one-way function”, which refers to the
function through which mathematical computations are easy in one direction but perceived to be
computationally infeasible in the inverse direction (De Leon et al., 2017).

In asymmetric cryptography, public and private keys behave as one-way functions, which means
that from a private key, it is easy to get to the public key, but the opposite direction is computationally
hard and infeasible (Kenekayoro Patrick, 2011). In blockchains, the two most common algorithms
for public-key cryptography are Elliptic Curve Cryptography (ECC) and Rivest—-Shamir—Adleman
(RSA), which are used for security and key pairs generation, based on mathematical problems that
produce one-way function (Chandel et al., 2019; Dasgupta et al., 2019; Grecuccio et al., 2020).

The security level of both ECC and RSA are based on the “security bits” (Chandel et al., 2019;
Fernandez-Carames & Fraga-Lamas, 2020; Lenstra, 2002). Due to the different natures of RSA and
ECC, the required number of bits to offer the same security strength are different between them
(Chandel et al., 2019). For example, a 256-bit ECC key is equivalent to a 3072-bit RSA key. Each
one requires a higher number of bits in its own class to offer stronger security (e.g., 256-bit ECC
provides stronger security than 224-bit ECC). Barker and Dang (2016, Table 2) provide a detailed
comparison of each algorithm’s strengths.

The most commonly adopted hash function in a blockchain is the Secure Hash Algorithm (SHA),
which is used to produce the fixed-size hash output from the content input (Dasgupta et al., 2019;
Di Pierro, 2017). SHA is a family of cryptographic hash functions that were originally developed by
the National Security Agency (NSA) and the Federal Information Processing Standard in the United
States (Ajao et al., 2019). The early version of SHA (i.e., SHA-1) eventually cracked; therefore,
it can no longer offer the required security (Dasgupta et al., 2019; Xue et al., 2019). Instead, the
second (SHA-2) and third (SHA-3) versions have been introduced to fulfill the security gaps, and as
of writing, the second version, SHA-256, is a commonly used algorithm in blockchain hashing and
generates the fixed 256-bit hash (Dasgupta et al., 2019; Fernandez-Carames & Fraga-Lamas, 2020;
Sheetal & Venkatesh, 2018). Hash and its algorithm also behave as a one-way function (Sheetal &
Venkatesh, 2018; Verma & Garg, 2017).

WHAT THREATENS BLOCKCHAIN SECURITY,
AND HOW CAN IT BE RESOLVED?

In the early 80s, Richard Feynman underpinned what is known as quantum computing (Djemame &
Batouche, 2016; Feynman, 1982; Nguyen & Kim, 2019). Modern (i.e., classical) computing operates
on the basis of one of two positions, 0 and 1, which forms the so-called “bits” of information, whereas
quantum computing utilizes “qubits,” which includes 0 and 1 as well as all the states in between
(Mosteanu & Faccia, 2021; Nguyen & Kim, 2019; Vedral & Plenio, 1998).

Blockchain’s asymmetric cryptography uses algorithms that are based on mathematical problems
that produce one-way functions and make the inverse calculations very long for classical computers
(Gheorghiu et al., 2017; Kiktenko et al., 2018). However, by using Shor’s algorithm, powerful quantum
computers can perform these inverse calculations and solve the mathematical problems astronomically
faster (Fernandez-Carames & Fraga-Lamas, 2020; Gheorghiu et al., 2017; Kiktenko et al., 2018;
Raz, 1999). The difference in calculations can go from decades or centuries (or even millennium) by
classical computers to seconds, minutes, or hours using quantum computers. This means that it will
no longer be infeasible to break the core of contemporary blockchains’ asymmetric cryptography. For
instance, through classical computers, it would require a billion dollars in 30 to 40 years to break into
cryptosystems with 112 security bits (Chen et al., 2016), whereas 160-bit ECC can be broken with
1000-qubits and 1024-bit RSA with about 2000-qubits quantum computer (Proos & Zalka, 2003).
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For what concerns the hash function, quantum computers, using Grover’s algorithms, can only
speed up the brute force attack by a quadratic factor (Ferndndez-Carames & Fraga-Lamas, 2020;
Gheorghiu et al., 2017). Hence, it is usually suggested to increase the hash output size (Chen et al.,
2016; Fernandez-Carames & Fraga-Lamas, 2020). Nevertheless, Grover’s algorithm can be utilized for
fast mining in public blockchains like Bitcoin, which enables quick recreation of the entire blockchain
and can violate its integrity (Fernindez-Carames & Fraga-Lamas, 2020; Gheorghiu et al., 2017).

While these threats are of particular significance, other relevant quantum security dangers may
also exist that are potentially not yet fully discovered (Gheorghiu et al., 2017). Fortunately, powerful
quantum computers are still being developed, and currently, the strongest available has 64 qubits,
claimed by Honeywell (Shankland, 2020). There are varied estimations on when quantum computers
will be strong enough to threaten contemporary blockchain security (Stevens, 2020). While some
estimate that the emergence of sufficiently powerful quantum computers may occur within a couple
of years, others predict their arrival to happen further in the future, such as in the year 2026 or 2031
(Chen et al., 2016; Gheorghiu et al., 2017; Mosca, 2018; Stevens, 2020).

There are two potential solutions for creating quantum resistance: one refers to “post-quantum
cryptography” that utilizes mathematical problems, other than conventional ones, that are perceived to
be secure against quantum attacks; another one is “quantum cryptography,” which utilizes properties
of quantum mechanics to provide security (Kiktenko et al., 2018; Mosca, 2018). However, post-
quantum cryptography can be associated with technical complications and inefficiencies (Campbell,
2019; Gheorghiu et al., 2017; Kiktenko et al., 2018). Also, quantum cryptography requires quantum
computation and communication tools that will not be conveniently accessible for practical use in
the near future (Gheorghiu et al., 2017).

Moreover, the development of quantum-resistant cryptography and relevant transformation
requires a significant amount of time and effort (Campbell, 2019; Chen et al., 2016) that may imply
a lack of preparedness when sufficiently powerful quantum computers are available. In this regard,
Chen et al. (2016) call for immediate action on the matter. They state that:

It has taken almost 20 years to deploy our modern public key cryptography infrastructure. It will take
significant effort to ensure a smooth and secure migration from the current widely used cryptosystems
to their quantum computing resistant counterparts. Therefore, regardless of whether we can estimate
the exact time of the arrival of the quantum computing era, we must begin now to prepare our
information security systems to be able to resist quantum computing. (p. 2)

IMPLICATIONS FOR SUPPLY CHAIN

The threat of quantum computers to conventional blockchains implies that information (digital content)
security will not be guaranteed anymore within the supply chain context. It will be able to endanger
any blockchain functionality that roots into private keys. Private keys that were supposed to be kept
secret, will then be conveniently attainable through corresponding public keys as mathematical
problems become efficiently reversible (Gheorghiu et al., 2017; Kiktenko et al., 2018). Hence,
an attacker can replace a supply chain user, take actions they desire (e.g., gain access to sensitive
information or insert false data into the blockchain), and sign content without anyone being able to
detect it (Gheorghiu et al., 2017). Since actors’ identities will no longer be securely verifiable, false
blocks and malicious directives can be created, which can impact smart contracts and can undermine
supply chain traceability and transparency. In addition, the integrity of public blockchains like Bitcoin
can become vulnerable to fast mining through quantum-based attacks (Fernandez-Carames & Fraga-
Lamas, 2020; Gheorghiu et al., 2017), which can threaten the pertinent cryptocurrency users within
the supply chain landscape.
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From the perspective of principle-agent and transaction cost theories, the trustworthy supply
chain environment that is enabled by blockchain will become disrupted, rooms will be open for
opportunistic behaviors, and uncertainty will increase. Involved actors will then have new security
concerns, and bounded rationality will be impacted. Furthermore, the need for intermediaries will
be evident again as blockchain security primitives are compromised, and new costs will be added.

Overall, the threat of quantum computers makes the future application of blockchains uncertain
for supply chains. This uncertainty can seriously challenge the utopia of supply chains where processes
heavily rely on blockchains, engendering second thoughts on whether to strive toward investment
in blockchains or not.

The dichotomy between quantum threats and quantum-resistant cryptography prevents accurate
predictions about the future role of quantum computers in blockchains. While certain estimations
imply that the quantum threat is real and can be closer than the solution, there are also more optimistic
perspectives (Campbell, 2019; Chen et al., 2016; Gheorghiu et al., 2017; Mosca, 2018; Stevens, 2020).
Nevertheless, building pertinent business strategies for blockchains may require stronger certainty,
as stakes are quite high.

Notwithstanding the uncertainty, a significant dedication and multi-lateral cooperation are needed
among various actors such as states, software and standard developers, academia, blockchain specialists,
cryptography experts, and businesses to accelerate the development and wide implementation of a
well-grounded quantum solution (Campbell, 2019; Gheorghiu et al., 2017; Mosca, 2018).

THEORETICAL IMPLICATIONS

This study targets to provide one of the first steps regarding the upcoming impact of quantum
computers on blockchain-based supply chains. To the best of the author’s knowledge, quantum impact
on blockchains has not been previously discussed in the supply chain context, whereas the large
worldwide investment in this technology can be under serious threat in soon future.

Due to the subject’s novelty and lack of sufficient scholarly attention, it is evident that future
researchers can redirect their efforts toward this topic. Future research avenues can conduct empirical
investigations into the awareness of businesses about the quantum impact and the possible contributions
that they can offer to thwart the threat. Studies can also focus on the preparedness of businesses,
at individual and supply chain levels, for smooth adoption of quantum-resistant cryptography, as
emphasized by Mosca (2018).

Furthermore, as the impact of quantum computers on blockchain-based supply chains goes beyond
the boundary of supply chain management, future research may need to incorporate knowledge from
various disciplines to create comprehensive insights that contribute to the subject domain.
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